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ABSTRACT
I t  ia  r a p id ly  ‘becoming e v id e n t, w ith  th e  adven t o f o n - l in e ,  r e a l ­
tim e (OLRT) system s, methods o f c o n tro l  and a u d it in g  p rocedures d ev ised  
f o r  h a tc h  p ro c e ss in g  system s a re  becoming o b so le te .
I n  an  OLRT system  i t  w i l l  no lo n g e r be f e a s ib le  t o  a u d i t  "around" 
th e  com puter comparing source  documents w ith  f i n a l  o u tp u t. N e ith e r  can 
r e l ia n c e  be p la c e d  on independen t c o n firm a tio n  o r p h y s ic a l o b se rv a tio n .
The a u d i to r  may f in d  i t  n e c e ssa ry  t o  be on hand r e g u la r ly  i n  th e  c l i e n t  f s 
p la c e  o f b u s in e ss  t o  a s s u re  h im se lf  t h a t  p roper c o n tro ls  a re  b e in g  
e f f e c tu a te d .
In  dev e lo p in g  new tec h n iq u e s  t o  a u d i t  te c h n o lo g ic a lly  advanced 
system s th e  a u d i t in g  p ro fe s s io n  m ust concern  i t s e l f  w ith : th e  te c h n ic a l  
o r ie n ta t io n  o f  th e  a u d i to r ;  h i s  p a r t i c ip a t io n  in  system  d esig n ; th e  
u t i l i z a t i o n  o f t e s t  decks; and th e  tim e p e rio d  of th e  a u d i t .  T his 
s tu d y  p la c e s  th e s e  i s s u e s  w ith in  a  p ro p er framework and se ts 'd o w n  
g u id e lin e s  t o  be used  in  a u d it in g  an  OLRT system .
To be e f f e c t iv e ly  c o n tro l le d  and a u d ite d , and OLRT system  m ust 
be u n d ers to o d . I t  i s  im p o ssib le  f o r  an  u n tra in e d  person  to  a d e q u a te ly  
e v a lu a te  th e  p r o p e r t ie s  o f such an  advanced system . S ince th e  a u d ito r  
m ust have a  w orkable knowledge of th e  co n cep ts , hardware and system  
c o n f ig u ra tio n s  a p p lic a b le  t o  r e a l - t im e  system s, a  d e ta i le d  coverage of 
th e s e  t e c h n ic a l  m a tte r s  i s  p re se n te d  in  th e  s tu d y .
Once th e  a u d i to r  i s  f a m i l i a r  w ith  th e  system  c o n f ig u ra tio n  and 
equipm ent c a p a b i l i t i e s ,  he i s  i n  a  p o s i t io n  to  e v a lu a te  e x is t in g  i n t e r n a l  
c o n tr o ls .  An e v a lu a t io n  o f  c o n tro ls  developed f o r  b a tc h  p ro c e ss in g  system s 
shows them t o  be in ad eq u a te  f o r  OLRT system s. A f u r th e r  a n a ly s is  o f
Xc o n tro ls  shows th e  fo llo w in g  to  be of prime importance.: ( l )  c o n tro ls  
to  a ssu re  t h a t  a l l  m essages s e n t  a re  p ro p e rly  re c e iv e d  and p ro ce ssed ;
(2 ) checks t o  p re v e n t u n au th o rized  d a ta  tra n sm iss io n  and r e c e i p t ,  
d e s t ru c t io n  o f i n t e r n a l l y  s to re d  d a ta ,  and sim ultaneous u p d a tin g  of 
in te r n a l ly  s to re d  f i l e s ;  and (3 ) p ro v is io n s  f o r  emergency p ro c e d u re s .
The adequacy o f i n t e r n a l  c o n tro l  se rv es  a s  th e  b a s is  f o r  c o l l e c t in g  
com petent e v id e n t i a l  m a te r ia l .  A lthough th e  developm ent o f OLRT system s 
w i l l  have no e f f e c t  on th e  fu n c t io n  o f  th e  a u d ito r ,  d r a s t ic  changes 
in  a u d it in g  te c h n iq u e s  w i l l  o ccu r, s in c e  t r a d i t i o n a l  te c h n iq u e s  a re  
no lo n g e r f e a s i b l e  due t o  th e  n a tu re  o f such system s: ( l )  th e r e  i s  an  
absence of so u rce  documents i n  a  m a jo r ity  of in s ta n c e s ;  and (2 ) once 
an  e r r o r  i s  in tro d u c e d  in to  th e  system , i t  can go u n d e tec ted  i n d e f i n i t e ly .
W ith th e  coming advance and im plem enta tion  of such system s more 
em phasis m ust be p la c e d  on th e  use  o f th e  computer t o  perform  a u d i t in g  
ta s k s .  I n  a d d i t io n  t o  more s t r in g e n t  use of programmed c o n tr o ls ,  i t  
i s  proposed t h a t  th e  a u d i to r  in c re a s e  h is  use of t e s t  decks and 
ex ce p tio n  r e p o r t in g  and develop  s p e c ia l  computer programs t o  perfo rm  
p re v io u s ly  m anual t a s k s . Two case  a p p lic a t io n s  se rv e  to  i l l u s t r a t e  
th e  p r a c t i c a l i t y  of th e s e  p ro p o sa ls .
T his s tu d y  em phasizes th roughou t t h a t ,  i n  a  r e a l- t im e  system , 
a u d i t in g . t a s k s  m ust be perform ed a lo n g  w ith  re g u la r  p ro ce ss in g  on a  
con tinuous b a s i s  r a th e r  th a n  once a  y e a r .
CHAPTER I  
INTRODUCTION TO THE STUDY
H is to r i c a l l y ,  a u d ito r s  have been viewed a s  backwards lo o k in g  
p e rso n s , i n t e r e s t e d  only  in  y e s te r d a y 's  t r a n s a c t io n s .  However, due 
t o  modern te c h n o lo g y , th e  r o le  o f th e  a u d ito r  (b o th  in te r n a l  and 
in d ep en d en t) has been  expanded to  in c lu d e  n e a r ly  every  phase o f  b u s i­
n ess  a c t i v i t y .  W ith th e  adven t of e le c t r o n ic  d a ta  p ro c e ss in g , th e  
a u d i to r  m ust lo o k  fo rw ard  and develop  h is  ro le  in  l i g h t  o f contem porary 
c irc u m s ta n c e s .
F u n c tio n  o f an  A ud ito r in  an  EDP System
Since i t  i s  g e n e ra lly  accep ted  t h a t  th e  ro le  o f th e  a u d i to r  has 
been g r e a t ly  in f lu e n c e d  by e le c t r o n ic  d a ta  p ro ce ss in g , i t  i s  f i r s t  
n e ce ssa ry  t o  an a ly ze  th e  e x te n t  and n a tu re  o f t h i s  in fluence ..
The b e s t  s t a r t i n g  p o in t  in  d e ta i l in g  d u tie s  o f th e  a u d i to r  i s  
t o  f i r s t  d e f in e  m anagem ent's r e s p o n s ib i l i ty .  The American I n s t i t u t e  
o f C e r t i f ie d  P u b lic  A ccountan ts has made th e  fo llo w in g  s ta te m e n t:
Management has th e  r e s p o n s ib i l i ty  f o r  
ad o p tin g  sound accoun ting  p o l ic i e s ,  fo r  
m a in ta in in g  an adequate  and e f f e c t iv e  sy s ­
tem  o f  a cc o u n ts , f o r  th e  sa feg u a rd in g  o f  ^
a s s e t s ,  and f o r  d e v is in g  a  system  of i n t e r ­
n a l  c o n tr o l  t h a t  w i l l ,  among o th e r  th in g s , 
h e lp  a s s u re  th e  p ro d u c tio n  o f p ro p er 
f i n a n c i a l  s ta te m e n ts . 1
•^American I n s t i t u t e  o f C e r t i f ie d  P ub lic  A ccountants, S ta tem en ts 
on A u d itin g  P ro ced u re , No. 33* (New York: American I n s t i t u t e  o f 
C e r t i f ie d  P u b lic  A ccoun tan ts , 1963); P* 9*
2T h ere fo re , th e  r e s p o n s ib i l i ty  fo r  th e  p re p a ra tio n  o f  a c c u ra te  and 
ad eq u a te  f i n a n c ia l  s ta te m e n ts  r e s t s  w ith  th e  management o f  a  f irm .
The o b je c tiv e  o f th e  a u d i t  i s  t o  examine th e  re c o rd s  o f a  company in  
s u f f i c i e n t  d e t a i l  t o  ex p ress  an  op in ion  a s  to  th e  adequacy and accu racy  
o f  m anagem ent's s ta te m e n t or r e s u l t s  of o p e ra tio n s , and t h i s  o b je c tiv e  
rem ains w hether th e  system  be ing  a u d ite d  i s  m anual o r e le c t r o n i c .
B a s ic a lly ,  th e  o b je c tiv e  o f a u d it in g  can be reduced  to  th r e e  
n e c e ssa ry  fundam enta ls:
1 . To determ ine t h a t  th e  so u rce -acco u n tin g  d a ta  
v a l id ly  rec o rd s  th e  occurrence o f a  t r a n s ­
a c t io n  o r th e  e x is te n c e  of an a s s e t  o r 
l i a b i l i t y .
2 . To check th e  accu racy  of th e  p ro c e ss in g  
and summarizing of th e  so u rce-acco u n tin g  
d a ta .
3 . To review  th e  com pleteness of th e  d i s c lo ­
su re  o f th e  p rocessed  and summarized d a ta  
i n  f i n a n c ia l  r e p o r t s . 2
The m ost s u b s ta n t ia l  im pact of EDP on a u d it in g  i s  on th e  second 
o b je c t ,  t h a t  o f checking  th e  accuracy  o f th e  p ro c e ss in g  and summari­
z in g  o f th e  source  d a ta .
I t  m ust be remembered in  co n sid e rin g  th e  e f f e c t  o f EDP on 
a u d i t in g  t h a t  th e re  i s  no th in g  unique in  th e  b a s ic  concep t o f  d a ta  
p ro c e s s in g . The arrangem ent o f t r a n s a c tio n s  in to  m ean in g fu l in fo rm a tio n , 
w hether done m anually , by punched c a rd s , by acco u n tin g  m achine o r by 
com puter i s  e s s e n t i a l l y  th e  same procedure . T h e re fo re , th e  in tro d u c tio n
2Kenneth G. Cadem atori, "A uditing Automated D ata P ro c e s s in g ,"  
F e d e ra l A ccoun tan t, Vol. 8 (Ju n e , 1959); P* 27*
3o f  a  com puter i s  m ere ly  a n o th e r  way o f perform ing th e  same t a s k .  However, 
when th e  com puter.ta k e s  over more and more of th e  f a m i l i a r  o p e ra tio n s  
th e  fu n c t io n  of a u d i t  becomes more deeply involved  w ith  EDP.
W ith re s p e c t  t o  th e  i n t e r n a l  a u d ito r ,  th e  a u d i t  fu n c t io n s  f a l l  
i n to  fo u r  d i s t i n c t ,  b u t r e l a te d ,  a sp e c ts , r e g a rd le s s  o f  th e  p ro c e ss in g  
methods employed. They a re :
1 . A ssure t h a t  d a ta -p ro c e s s in g  procedures have been  c o r r e c t ly  
perfo rm ed .
2 . Ensure t h a t  each  t r a n s a c t io n  has rece iv ed  p ro p e r a u th o r i ty  
f o r  i t s  o r ig in a t io n  and th a t  th ese  a u th o r i t i e s  l i e  w i th in  
o rg a n iz a tio n  p o l ic i e s .
3* Ensure t h a t  th e  r e s u l t s  of d a ta  p ro cess in g  o p e ra tio n s  l i e  
w ith in  o rg a n iz a tio n  in te n t io n s ,  fo re c a s ts  and p o l i c i e s ,  and 
t h a t  d e v ia tio n s  a re  examined and ac ted  upon.
A ssure t h a t  p lanned p o l ic ie s  and fo r e c a s ts  c o r r e c t ly  r e f l e c t  
a p p ro p r ia te  a c t io n  by management t o  remove o r reduce  d e v ia ­
t io n s  in  fu tu r e  budge ta ry  c y c l e s . ^
The f i r s t  two a s p e c ts  a re  co n cen tra ted  upon m ain ly  in  m anual d a ta  
p ro c e ss in g  system s, w h ile  th e  in tro d u c tio n  o f EDP b r in g s  th e  l a t t e r  in to  
be ing  and , " indeed , may w e ll  fo cu s  a u d it  on these  a s p e c ts  r a t h e r  th a n  • 
on th e  d e t a i l  o f th e  d a ta  p ro ce ss in g  o p e ra tio n s  th e m se lv e s . "^
C h arle s  E. Grody, g e n e ra l  a u d ito r  fo r  New York L ife  In su ra n ce  
Company, views th e  r o le  o f th e  i n t e r n a l  a u d ito r  i n  th e  e l e c t r o n ic  e ra  
a s  b e in g  d u a l.
3d . W. Hooper, "Im pact o f E .D .P . on A udit T echnique, W ith P a r t i ­
c u la r  R eference t o  th e  I n te r n a l  A u d ito r ,"  Vol. 148 (F eb ru ary  23, 19^3); 
p .  217-
S jo c . c i t .
/
1*
F ir s t*  he must he p repared  t o  p rov ide  ad v ice  and 
a s s is ta n c e  in  th e  e s ta b lish m e n t o f new p rocedu res 
based upon th e  use of e le c t r o n ic  d a ta  p ro c e ss in g  t
equipm ent and* second* he m ust review  h is  own 
tec h n iq u e s  and approaches in  o rd e r t h a t  he may 
e f f e c t iv e ly  review  and a p p ra is e  th e  d a ta  produced 
under th e s e  new p ro c e d u re s .5
The in tro d u c tio n  of EDP a p p ea rs , th e re fo re *  t o  have l i t t l e  im pact 
on a u d it in g  a s  an  a r t ;  however* i t  a p p a re n tly  g iv e s  th e  a u d i to r  a  
b ro ad e r sphere  in  which to  f u l l y  develop  th e  a u d i t  fu n c t io n .
Im pact o f  EDP on A ud itin g
Computer u t i l i z a t i o n  has been re s p o n s ib le  f o r  expansion  in  bo th  
th e  scope and o p e ra tio n  o f b u s in e ss  in fo rm a tio n  system s* and today  th e  
a u d i to r  fa c e s  n o t only au tom ation  b u t a ls o  a  whole new system s concep t.
A s u i ta b le  framework fo r  a n a ly z in g  th e  e f f e c t s  o f EDP on a u d it in g  
would be a  study  o f th e  o b jec tiv e s*  s ta n d a rd s  and p ro ced u res which 
a re  g e n e ra l ly  accep ted  by th e  a u d it in g  p ro fe s s io n .
E f f e c t  on O b jec tiv e s
I t  was p re v io u s ly  e s ta b l is h e d  t h a t  EDP has n o t a l t e r e d  th e  b a s ic  
a u d i t in g  o b je c tiv e s  which s t i l l  rem ain:
1 . To determ ine th e  v a l id i ty  o f th e  sou rce  d a ta .
2 . To check th e  accu racy  o f th e  p ro c e ss in g  and 
sum m arization o f th e  d a ta .
3* To review  th e  com pleteness o f th e  d is c lo s u re  
of th e  p rocessed  d a ta  in  f i n a n c ia l  r e p o r t s .
However* w h ile  th e  o b je c tiv e s  o f th e  a u d i t  rem ain unchanged th e  
p ro ced u res  used to  accom plish  th e se  o b je c tiv e s  have been a l t e r e d  in
•^Charles E. Grody* "A uditor E ncounters Computers *" I n t e r n a l  A u d ito r* 
V ol. 16 (March* 1959) t  p . 32-3*
^Kenneth G. C adem atorl, og. c i t .*  p . 28.
5c e r t a in  in s ta n c e s .  These p ro c e d u ra l changes w i l l  be d isc u sse d  
su b seq u en tly .
E f fe c t  on A u d itin g  S tandards
I t  seems rea so n a b le  t h a t  a u d it in g  s ta n d a rd s , e s ta b l is h e d  in  l i g h t  
o f th e  fo rem entioned  o b je c t iv e s ,  would be independent o f th e  a cc o u n tin g  
system  and method o f d a ta  p ro c e ss in g . Here i t  i s  n ecessa ry  t o  review  
th e  th re e  groups o f s ta n d a rd s  (g e n e ra l ,  f i e l d  work, and re p o r t in g ^ )  
approved by th e  American I n s t i t u t e  o f C e r t i f ie d  P u b lic  A ccoun tan ts . These 
s ta n d a rd s  a re  a s  fo llo w s :
G eneral S tandards
1 . The exam ina tion  i s  t o  be perform ed by a  person  o r 
p e rso n s  hav ing  adequa te  te c h n ic a l  t r a in in g  and p ro ­
f ic ie n c y  a s  an  a u d i to r .
2 . In  a l l  m a tte r s  r e l a t i n g  to  th e  assignm ent an in d e ­
pendence in  m en ta l a t t i t u d e  i s  t o  be m ain ta ined  by 
th e  a u d i to r  o r a u d i to r s .
3* Due p ro fe s s io n a l  ca re  i s  t o  be e x e rc is e d  in  th e
perform ance o f th e  exam ination  and th e  p re p a ra tio n  
o f th e  r e p o r t ; '
S tandards of F ie ld  Work
1 . The work i s  t o  be a d eq u a te ly  p lanned and a s s i s t a n t s ,  
i f  any , a re  t o  be p ro p e r ly  su p e rv ise d .
2. There i s  t o  be a  p ro p e r study  and e v a lu a tio n  of th e  
e x is t in g  in t e r n a l  c o n tro l  a s  a  b a s is  f o r  re l ia n c e  
th e re o n  and f o r  th e  d e te rm in a tio n  of th e  r e s u l ta n t  
e x te n t  o f th e  t e s t s  t o  which a u d it in g  procedures 
a re  to  be r e s t r i c t e d .
TI t  i s  assumed t h a t  th e  s ta n d a rd s  of r e p o r t in g .a r e  com plete ly  
independent o f th e  system  b e in g  a u d ite d  and , th e r e fo re ,  th ey  a re  no t 
g iv en  d e ta i le d  tre a tm e n t in  t h i s  s tu d y .
63 . S u f f ic ie n t  com petent e v id e n t ia l  m a tte r  i s  t o  be 
o b ta in ed  th rough  in s p e c t io n , o b se rv a tio n , in q u i r ­
i e s  and c o n firm a tio n s  to  a f fo rd  a  rea so n ab le  
b a s is  f o r  an o p in io n  reg a rd in g  th e  f i n a n c ia l  
s ta te m e n ts  under exam ination .
S tan d ard s of R eporting
1 . The r e p o r t  s h a l l  s t a t e  w hether th e  f i n a n c ia l  
s ta te m e n ts  a re  p re se n te d  in  accordance w ith  
g e n e ra l ly  accep ted  p r in c ip le s  of acco u n tin g .
2 . The r e p o r t  s h a l l  s t a t e  w hether such p r in c ip le s  
have been c o n s is te n t ly  observed in  th e  c u r re n t  
p e rio d  in  r e l a t i o n  to  th e  preced ing  p e r io d .
3« In fo rm a tiv e  d is c lo s u re s  i n  th e  f in a n c ia l  
s ta te m e n ts  a r e  t o  be regarded  a s  reaso n ab ly  
adequate  u n le s s  o therw ise  s ta te d  in  th e  
r e p o r t .
The r e p o r t  s h a l l  e i t h e r  c o n ta in  an e x p re ss io n  
o f th e  o p in io n  re g a rd in g  th e  f in a n c ia l  s ta te m e n ts , 
ta k e n  a s  a  w hole, o r an a s s e r t io n  to  th e  e f f e c t  
t h a t  an  op in io n  cannot be exp ressed . When an  
o v e r - a l l  o p in io n  cannot be ex p ressed , th e  
rea so n s  th e r e f o r  should  be s ta te d .  In  a l l  
c ases where an  a u d i t o r 's  name i s  a s s o c ia te d  
w ith  f i n a n c ia l  s ta te m e n ts  th e  re p o r t  should  
c o n ta in  a c le a r c u t  in d ic a t io n  of th e  c h a ra c te r  
o f th e  a u d i t o r 's  exam ination , i f  any , and th e  
degree  o f r e s p o n s ib i l i ty  he i s  taking.® ,
Of th e  th r e e  ty p es  of s ta n d a rd s , th e  g e n e ra l s ta n d a rd s  d e a l  w ith  
th e  a u d i t o r 's  q u a l i f ic a t io n s  and q u a l i ty  o f h is  work. F u rthe rm ore , 
th e se  g e n e ra l  s ta n d a rd s  a re  ve ry  much r e la te d  to  th e  s ta n d a rd s  o f 
f i e l d  work and re p o r t in g .
T ec h n ic a l P ro f ic ie n c y . The f i r s t  g e n e ra l s ta n d a rd  acknow ledges 
t h a t  r e g a rd le s s  o f an  in v id u a l 's  p ro f ic ie n c y  in  b u s in e ss  and f in a n c e , 
he canno t m eet th e  requ irem en ts  o f  th e  a u d it in g  s ta n d a rd s  w ith o u t s p e c i f ic
Q
Am erican I n s t i t u t e  o f C e r t i f ie d  P u b lic  A ccoun tan ts, op . c i t . ,
p . 15- 16 .
Te d u c a tio n  and ex p erien ce  in  th e  f i e l d  o f a u d i t in g .  T his s ta n d a rd  
im p lie s  t h a t  th e  a u d ito r  must have a  knowledge o f acco u n tin g  p r a c t ic e s  
and th e  system  in  u se , and t h i s ,  i n  t u r n ,  i n f e r s  an  u n d ers tan d in g  o f 
th e  b a s ic  n a tu re  of computers and e le c t r o n ic  d a ta  p ro c e ss in g  equipm ent.
John R. Spellm an, p r in c ip a l  i n  th e  Chicago o f f ic e  o f A rth u r 
Andersen and Company, in  charge of th e  f i r m 's  p ro fe s s io n a l  a c t i v i t i e s  
concerned w ith  th e  d a ta  p ro cess in g  f i e l d ,  s t a t e s :
A b a s ic  u n d ers tan d in g  o f th e  v a rio u s  equipm ent 
components com prising a  com plete d a ta -p ro c e s s in g  
system , th e  fu n c tio n s  perform ed by each  component, 
and t h e i r  in te r r e l a t io n s h ip  in  an  o p e ra tin g  system  
i s  an  e s s e n t ia l  p a r t  o f th e  a u d i t o r 's  e lem entary  
/em phasis added7 knowledge. . . . T h is i s  th e  
minimum knowledge e s s e n t i a l  t o  an  adequate  
a p p ra is a l  o f c l i e n t ' s  p ro ced u res  and  in te r n a l  
c o n tro ls .-*
Adequate te c h n ic a l  t r a in in g  i s  g e n e ra l ly  co n sid ered  t o  be composed 
o f  two p a r t s :  fo rm al ed u ca tio n  and o n - th e - jo b  in s t r u c t io n .  A c e r ta in  
amount o f EDP knowledge can be o b ta in ed  th ro u g h  exposure t o  th e  p ro ­
cedures employed du rin g  ro u tin e  a u d i t  w ork. However, a  more e f f e c t iv e  
way o f a c q u ir in g  t h i s  knowledge i s  th ro u g h  "a d i r e c t ,  w e ll-p lan n e d  
e d u c a tio n a l program of t r a in in g  f o r  a u d i t in g  under e le c t r o n ic  d a ta -  
p ro ce ss in g  system s."^®  I t  should  be em phasized t h a t  i t  i s  n o t 
m andatory t h a t  th e  a u d ito r  le a rn  t o  o p e ra te  and program th e  equipm ent, 
b u t r a th e r  t h a t  he know how an o p e ra to r  o r programmer may in f lu e n c e  
th e  p ro c e ss in g . • * .
9John R. Spellm an, "A uditing th e  EDP S y stem ," I l l i n o i s  CPA, Vol. 25 
(W in ter, 1962) ,  p . 5^*
•^Loc. c l t .
8The second g e n e ra l  s ta n d a rd  re q u ire s  th a t  th e  a u d ito r  he in d ep en d en t. 
T his i s  no t re le v a n t  i n  th e  realm  o f t h i s  study  and,. t h e r e f o r e ,  w i l l  n o t  
he d isc u sse d .
Due C are. The f i n a l  g e n e ra l  s ta n d a rd  n e c e s s i ta te s  t h a t  th e  indepen­
d en t a u d ito r  perform  h i s  work w ith  due c a re . T h is s tan d ard  o f due c a re  
imposes a  r e s p o n s ib i l i t y  upon th e  a u d i to r  t o  observe th e  s ta n d a rd s  o f 
f i e l d  work and r e p o r t in g .
The fo llo w in g  p a ra g rap h  ap p ea rin g  in  Cooley On T o rts  i s  o f te n  
c i t e d  in  d isc u ss in g  th e  due ca re  p r in c ip le .
Every man who o f f e r s  h i s  s e rv ic e  t o  an o th e r and 
i s  employed assum es th e  du ty  t o  e x e rc is e  in  th e  employ­
ment such s k i l l  a s  he p o sse sse s  w ith  reaso n ab le  ca re  
and d i l ig e n c e .  I n  a l l  th e s e  employments where p e c u l ia r  
s k i l l  i s  p r e r e q u i s i t e ,  i f  one o f fe r s  h is  s e rv ic e , he 
i s  understood  a s  h o ld in g  h im se lf  out t o  th e  p u b lic  a s  
p o ssess in g  th e  deg ree  o f s k i l l  commonly possessed  by 
o th e rs  in  th e  same employment, and, i f  h i s  p r e te n t io n s  
a re  unfounded, he commits a  sp e c ie s  o f frau d  upon 
every  man who employs him in  re l ia n c e  on h is  p u b lic  
p ro fe s s io n . But no man, w hether s k i l l e d  or u n s k i l le d ,  
undertakes t h a t  th e  ta s k  he assumes s h a l l  be perform ed 
s u c c e s s fu l ly ,  and w ith o u t f a u l t  o r e r r o r .  He under­
ta k e s  f o r  good f a i t h  and i n t e g r i t y ,  b u t not fo r  
i n f a l l i b i l i t y ,  and he i s  l i a b l e  to  h is  employer f o r  
n e g lig en c e , bad f a i t h ,  o r d ish o n e s ty , b u t no t f o r  
lo s s e s  consequen t upon pure e r r o r s  o f ju d g m e n t.^
This s ta n d a rd , a s  i t  i s  r e la te d  t o  EDP, i s  dependent upon th e  
p rev io u s  one of t e c h n ic a l  t r a i n in g .  The a u d ito r  must p o ssess  enough 
f a m i l i a r i ty  w ith  th e  equipm ent to  know w hether o r n o t he i s  e x e rc is in g  
due c a re . O bviously, an  EDP nov ice  i s  n o t in  a  p o s i t io n  t o  determ ine  
th e  amount o f ca re  n e c e s sa ry .
^ C o o le y  On T o rts  a s  quoted  from th e  American I n s t i t u t e  o f  C e r t i f ie d  
P u b lic  A ccoun tan ts, 0£ . c i t . ,  p . 21-2 .
9The s ta n d a rd s  o f f i e l d  work r e l a te  to  th e  a c tu a l  work perform ed 
on th e  a u d i t  r a th e r  th a n  to  th e  a u d i to r 's  q u a l i f ic a t io n s  t o  perform  
such  t a s k s .  These s ta n d a rd s  a re  concerned w ith :
1 . Adequate p lan n in g .
2 . E v a lu a tio n  of i n t e r n a l  c o n tro l .
3« O b ta in ing  adequate  e v id e n t ia l  m a te r ia l .
Adequate P la n n in g . The f i r s t  standard  of f i e l d  work p e r ta in s  to  
p la n n in g . The a u d i to r  shou ld  be informed as t o  th e  a p p l ic a t io n s  p ro ­
c e sse d  by th e  com puter, th u s ,  en ab lin g  him to  make any  n e c e ssa ry  changes 
i n  a u d i t  p ro ce d u re s . At th e  same tim e he w i l l  be a b le  t o  p ro v id e  advance 
n o t ic e  t o  th e  p ro ce ss in g  departm ent d e ta i l in g  th e  d a ta  r e q u ire d  f o r  th e  
a u d i t .  T h is  i s  e s p e c ia l ly  im p o rtan t where f i l e s  a re  m a in ta in e d  on 
m ag n e tic  re c o rd s  and would be d i f f i c u l t  to  r e c o n s tru c t  in  th e  f u tu r e .
In  a d d i t io n ,  advance n o tic e  o f a u d it  requ irem ents w i l l  e n ab le  th e  p ro ­
c e s s in g  departm en t t o  sch ed u le  any a d d it io n a l  com puter p ro c e ss in g  
tim e  needed .
E v a lu a tio n  of I n te r n a l  C o n tro l. The second s ta n d a rd  o f  f i e l d  
work r e l a t e s  t o  th e  review  of in te r n a l  c o n tro l. The fo u r  components 
o f i n t e r n a l  c o n tro l  a re :
1 . p la n  o f o rg a n iz a tio n ;
2 . system  of a u th o r iz a t io n  and reco rd  p ro ce d u res ;
*
3 . sound p r a c t ic e s  o f c o n tro l;  and
k .  q u a l i ty  o f p e r s o n n e l .^
T h is a re a  of i n t e r n a l  c o n tro l ' has been so m a te r ia l ly  a f f e c te d  by
^ c .  H erb ert W il l i s ,  "The A udito r and th e  Com puter," H askins and 
S e l l s  S e le c te d  P a p e rs , 196k ,  (H askins and S e l l s ,  1965) ,  P* 157*
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e le c t r o n ic  d a ta  p ro c e ss in g , t h a t  th e  s u b je c t  i s  t r e a te d  in  dep th  in  
C hapter I I I .
E v id e n tia l  M a te r ia l . The f i n a l  s ta n d a rd  o f f i e l d  work i s  th e  one 
re q u ir in g  e v a lu a tio n  o f th e  acco u n tin g  in fo rm a tio n  be ing  p ro cessed .
Kenneth G. Cadematori s t a te s  t h a t  ’’assum ptions based  upon re p re s e n ta t io n s  
o f  EDP equipment s a le s  p e rso n n e l o r even  s p e c i a l i s t  o f  th e  c l i e n t ,  do n o t 
m eet g e n e ra l ly  a cc ep ted  a u d it in g  s ta n d a rd s  r e q u ir in g  exam ination  of 
e v id e n t i a l  m a t te r . The im p lic a tio n s  o f t h i s  s ta n d a rd  w i l l  be d i s ­
cussed  th roughou t t h i s  s tu d y .
The p reced in g  s ta n d a rd s , s e t  f o r th  by th e  AICPA, a re  m andatory 
t o  any com petent a u d i t ,  w hether i t  be in d ep en d en t o r i n t e r n a l .  F u rth e r­
m ore, n o t only shou ld  th e  a u d ito r  know th e s e  s ta n d a rd s , b u t he a ls o  
shou ld  be aware o f t h e i r  im p lic a tio n s  on th e  a u d i t in g  o f e le c t r o n ic  system s. 
E f fe c t  on P rocedures
A u d itin g  s ta n d a rd s , e s ta b l is h e d  in  view o f o b je c t iv e s ,  a re  r e l a t i v e ly  
independen t o f th e  accoun ting  system . However, th e  s ta n d a rd s  o f f i e l d  
work a re  gu ides t o  p rocedure , and a u d it in g  p ro ced u res  have been a f f e c te d  
by e le c t r o n ic  d a ta  p ro ce ss in g .
These p ro c e d u ra l changes have been caused  by problem s w hich a re  
unique t o  EDP system s, among which a re :
1 . Absence of v i s ib le  re c o rd s  i n  th e  form  of l i s t i n g s  
o r punched c a rd s .
2 . Computer o p e ra tio n s  t h a t  w i l l  n o t p ro v id e  an  
a u d i t  t r a i l  back to  an o r ig in a l  document.
•^K enneth G. Cadem atori, ’’I n te r n a l  C o n tro l, A ud it T r a i l ,  and 
E le c t r o n i c s ,” New York CPA, Vol. 29 (Ju n e , 1959)# P* ^29*
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a .  M agnetic ta p e  o r punched card  reco rd s  
d e s tro y e d  b e fo re  th e  a u d ito r  a r r iv e s  
on th e  sc e n e .
b . Records t h a t  w i l l  be o r ig in a te d  du ring  
com puter p ro c e ss in g  th rough  m edia o th e r  
th a n  v i s ib le  re c o rd s .
c . M aster re c o rd s  changed in te r n a l ly  w ith in  
th e  machine w ith o u t d isc h a rg in g  th e  r e s u l t s  
on e x te r n a l  r e c o rd s .
3- I n a b i l i t y  to  t e s t  a  com puter r e s u l t  w ith o u t 
th e  use  o f s p e c ia l  program s to  s e l e c t  th e  
re q u ire d  in fo rm a tio n  f o r  p r in t - o u t  o r w ith -  . 
o u t r e p e a t in g  th e  e n t i r e  o p e ra tio n  m anually .
T h ere fo re , th e  m ajor a re a  o f a u d it in g  t h a t  has been a f f e c te d  by e le c ­
t r o n ic s  i s  th e  a re a  o f paper e v id e n ce , o r what has come to  be c a l le d  
th e  " a u d it t r a i l . "
The term  " a u d it  t r a i l "  i s  d e fin e d  a s  be ing :
a  method o f  p ro v id in g  a  p a th  o r t r a c k  which may 
be fo llo w ed  in  t r a c in g  o u tp u t d a ta  back th rough  
th e  p ro c e ss in g  s te p s  used in  co n v ertin g  in p u t 
d a ta  t o  i t s  f i n a l  o u tp u t f o r m .^
The a u d i t  o f e le c t r o n ic  system s must be designed  to  f i t  th e  s i t u a ­
t i o n ,  b u t r e g a rd le s s  o f th e  p la n  used " the  a u d i t  o f any EDP system  
must be based  on th e  sound v e r i f i c a t i o n  o f r e l i a b l e  source  d a ta .
The tec h n iq u e s  employed t o  v e r i f y  such d a ta  w i l l  be ex p lo red  in  
Chapter IV.
l4 Thomas J .  K e lly , "im pact o f E le c tro n ic  Data P ro cessin g  Upon A u d it­
in g  P ro c e d u re s ,"  I n t e r n a l  A u d ito r , Vol. 19 (W inter, 1962) , p . 21.
^ C .  O rv il le  E l l i o t  and R obert S . W asley, B usiness In fo n n a tio n  
P ro cessin g  System s, (Homewood, I l l i n o i s :  R ichard D. I rw in , I n c . ,  1968 )
P- 583.
l 6I b i d . ,  p . 337 .
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Mature o f th e  Problem
I t  h as  been seen  t h a t  th e  computer has made i t s  p resen ce  very
much f e l t  i n  th e  f i e l d  o f a u d it in g ,  and t h a t  new a u d it in g  tec h n iq u e s
a re  m andatory when fa c in g  an  e le c t ro n ic  system .
G e n e ra lly , e le c t r o n ic  system s may be d iv id e d  in to  two m ain c a te g o r ie s :
b a tc h  p ro c e ss in g  system s and o n - l in e ,  r e a l- t im e  system s.
System C h a r a c te r is t ic s
I n  b a tc h  p ro c e ss in g  system s th e  item s to  be p ro ce ssed  m ust be
coded and c o l le c te d  in to  groups b e fo re  p ro c e ss in g  can ta k e  p la c e .
Such sy s tem s, w h ile  b e in g  f a r  s u p e r io r  t o  manual m ethods, s u f f e r  from th e
s e r io u s  d isad v an tag e  t h a t  s u f f i c i e n t  item s of a  l ik e  n a tu re  m ust be
c o l le c te d  in  o rd e r  t o  make p ro ce ss in g  f e a s ib l e .  T his r e s u l t s  in  a  tim e
la g  somewhat im p a irin g  th e  u se fu ln e ss  o f th e  in fo rm a tio n . I n  l i g h t  o f
t h i s  problem  o n - l in e ,  r e a l- t im e  (OLRT) system s have been developed .
An 011- l in e  system  may be d e sc rib e d  a s
. . . one in  which th e  in p u t d a ta  e n te r  th e  com puter 
d i r e c t l y  from  t h e i r  p o in t  o f o r ig in  a n d /o r  o u tp u t 
d a ta  a re  t r a n s m it te d  d i r e c t l y  t o  where th e y  a re  
u s e d .I f
And a  system  d e fin e d  a s  r e a l- t im e  i s  one t h a t  - *
. . . c o n tro ls  an  environm ent by re c e iv in g  d a ta ,  
p ro c e ss in g  them and re tu rn in g  th e  r e s u l t s  s u f f i ­
c ie n t ly  q u ick ly  t o  a f f e c t  th e  fu n c tio n in g  of th e  
environm ent a t  t h a t  tim e . °
T h e re fo re , a  r e a l - t im e  system  fu n c tio n s  q u ite  d i f f e r e n t l y  from
a  b a tc h  p ro c e ss in g  system , in  t h a t  in  o rd e r f o r  a  r e a l - t im e  system
-  «  -----
IT James M artin , Programming R eal- Time Computer System s, (P re n t ic e -  
H a l l ,  I n c . :  Englewood C l i f f s ,  New J e rs e y , 1965) t  p . 376.
l 8 I b i d . ,  p . 378*
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t o  be o p e ra tiv e  t r a n s a c t io n s  must be p ro cessed  in  random o rd e r a s  soon 
a s  th e y  occur.
Such system s have become workable due t o  th e  fo llo w in g  te c h n o lo g ic a l  
improvements i n  th e  f i e l d  of EDP:
1. The s to ra g e  c a p a c ity  of com puters has been in c re a se d  
m anyfold w ith o u t a  commensurate in c re a s e  i n  c o s t .
2 . The speed of access  to  s to re d  d a ta  has a ls o  been 
in c re a se d  manyfold w ith o u t a  co rresp o n d in g  in c re a se  
in  c o s t .
3. The o p e ra tin g  speed of com puters has in c re a se d  from 
m il l io n th s  t o  b i l l i o n th s  of a  second f o r  one c a lc u la ­
t i o n  w ith  an a c tu a l  d ecrease  i n  c o s t  o f th e  equipm ent.
4 . T erm inals have been developed to  d i r e c t l y  l i n k  th e  
computer w ith  a  te lecom m unication  netw ork.
5. Com pletely new programming te c h n iq u e s  have been 
developed to  cope w ith  th e  problem s c re a te d  by 
t h i s  type  of d a ta  p ro ce ss in g  whereby i t  i s  p o s s i ­
b le  f o r  many rem ote te rm in a ls  t o  make in q u ir ie s  
of th e  computer a t  th e  same tim e . 19
Purpose of th e  Study
2 0Thus, i t  i s  a p p a ren t t h a t  a second r e v o lu t io n  i s  ta k in g  p lac e  in  
th e  f i e l d  o f d a ta  p ro c e ss in g . Furtherm ore, i t  i s  r a p id ly  becoming e v id e n t, 
w ith  th e  adven t o f OLRT system s, th a t  methods o f c o n tro l  and a u d it in g  
p ro ced u res d e v ise d  f o r  b a tc h  p ro ce ss in g  system s a re  becoming o b so le te .
As in fo rm a tio n  system s s h i f t  tow ard o n r l in e ,  r e a l - t im e  system s, 
th e  system  d e s ig n e rs , i n te r n a l  a u d ito rs  and e x te r n a l  a u d ito r s  face  a 
new s e t  o f problem s w ith  r e s p e c t  t o  i n t e r n a l  c o n t r o l .  I n  a d d it io n  to  th e
^ ^ E l l io t  and W asley, 0£ . c i t . , p . 325*
2®The ’’f i r s t ” re v o lu t io n  was th e  in tro d u c tio n  o f  th e  com puter. The 
second i s  th e  d e s ig n  o f OLRT system s.
Ik
lo s s  of th e  a u d i t  t r a i l  and th e  la c k  o f source documents; th e  t r a d i t i o n a l  
s e p a ra tio n  of d u t ie s ;  checks and b a la n c e s ; and netw ork o f a u th o r iz a t io n  
and l in e s  of r e s p o n s ib l i ty  m ust be reexam ined in  view o f th e  new 
environm ent.
T ra d i t io n a l ly ;  system  d e s ig n e rs ;  i n te r n a l  a u d ito r s  and e x te r n a l  
a u d ito r s  have had somewhat c o n f l i c t in g  o b je c tiv e s . The system  d e s ig n e rs  
have been in te n t  on p ro v id in g  r e le v a n t ;  tim e ly  in fo rm a tio n  in  th e  most 
econom ical manner. On th e  o th e r  hand; in te r n a l  a u d ito r s  d e s i r e  th e  
a ssu ran ce  th a t  in fo rm a tio n  t r a n s m it te d  t o  management i s  v a l id ;  b u t 
u su a lly  p re s s  on ly  f o r  a  minimum o f c o n tro l ;  w hile  th e  e x te r n a l  a u d i to r  
w i l l  demand more a ssu ra n ce  o f c o n tr o l  th a n  i s  norm ally  sought by th e  
i n te r n a l  a u d ito r .
I t  i s  f e l t  t h a t  th e  in c re a s in g  p o p u la r i ty  o f OLRT system s w i l l  see a  
convergence of th e s e  th r e e  d i f f e r e n t  o b je c tiv e s .  System d e s ig n e rs  w i l l  
fo re sak e  economy f o r  c o n tro ls ;  i n t e r n a l  a u d ito rs  w i l l  demand more c o n tro ls ;  
and e x te rn a l  a u d i to r s  w i l l  lo o k  more t o  p rocedures in c o rp o ra te d  w ith in  sy s­
tems a s  a  b a s is  f o r  e x p re ss in g  an  o v e ra l l  op in ion  abou t th e  com pany's 
f in a n c ia l  p o s i t io n .
In  an  OLRT system  i t  w i l l  no lo n g e r  be f e a s ib le  to  a u d it  "around" 
th e  computer comparing sou rce  documents w ith  f i n a l  o u tp u t. N e ith e r  
can r e l ia n c e  be p laced  on independen t co n firm atio n  or p h y s ic a l  o b se rv a tio n . 
The a u d ito r  may f in d  i t  n e ce ssa ry  t o  be on hand r e g u la r ly  in  th e  c l i e n t ' s  
p lac e  of b u s in e ss  t o  a s su re  h im se lf  t h a t  p roper c o n tro ls  a re  b e in g  
e f f e c tu a te d .  Such changes com prise w idespread  use o f a  new te c h n iq u e — 
th e  continuous a u d i t .
In  develop ing  new te c h n iq u e s  t o  a u d i t  te c h n o lo g ic a lly  advanced 
system s th e  a u d it in g  p ro fe s s io n  m ust fa c e  th e  fo llo w in g  s e le c te d  i s s u e s :
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1 . Should th e  e x te r n a l  a u d ito r  perform  a  t e c h n ic a l ly  o r ie n te d  
review  of computer programs?
2 . Should t e s t  decks he used in  rev iew ing  advanced com puter 
system s?
3* To what e x te n t  shou ld  th e  e x te rn a l  a u d ito r  p a r t i c i p a te  i n  th e  
d e s ig n  o f advanced system s?
4 . In  what tim e p e r io d  should  th e  a u d it  o f a  company w ith  an  OLRT 
system  be scheduled?
I t  is ,  t h e r e f o r e ,  th e  purpose of t h i s  study  to  p la c e  th e  p reced in g
is s u e s  w ith in  a  p ro p e r framework and s e t  down g u id e lin e s  t o  be used  in
a u d it in g  an advance com puter system .
Scope and L im ita tio n s
T his s tu d y  w i l l  c o n c e n tra te  on o v e ra l l  system  a u d i t s ,  w ith o u t
c o n s id e r in g  th e  a u d i t  of s p e c i f ic  a s s e t s ,  l i a b i l i t i e s ,  and owner e q u ity
ite m s. Such a  d e ta i l e d  a n a ly s is  would be too  cumbersome f o r  a  s tu d y
of th is  scope and to o  g e n e ra l  t o  be w orthw hile .
In  a d d i t io n ,  no a ttem p t i s  made to  d is t in g u is h  betw een th e  fu n c tio n s
of th e  i n t e r n a l  a u d i to r  and th o se  o f th e  e x te rn a l  a u d i to r .  I t  i s  f e l t
\
t h a t  i f  th e  fu n c t io n s  a re  be ing  perform ed, i t  i s  im m a te ria l a s  t o  whoL
i s  p e rfo rm ing  them .
Preview of th e  Study
S ince  i t  has been p re v io u s ly  determ ined  t h a t  i t  i s  e s s e n t i a l  t h a t  
th e  a u d i to r  have a  knowledge of th e  system  and how th e  equipm ent fu n c t io n s , 
th e  n e x t c h a p te r  d e a ls  w ith  o n - l in e , r e a l- t im e  system  d e s ig n  and r e la te d  
hardw are .
A f te r  an  adequa te  r e a l - t im e  system s background has been  e s ta b l is h e d ,  
th e  s tu d y  lo g ic a l ly  p roceeds w ith  an a n a ly s is  o f i n t e r n a l  c o n tro l .  Chapter 
I I I  c o n s id e rs  th e  changing n a tu re  of c o n tro ls  and th e  ty p e s  o f c o n tro ls  
a p p lic a b le  t o  e le c t r o n ic  system s w ith  s p e c ia l  em phasis on th o se  c o n tro ls
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p e c u l ia r  t o  OLRT system s.
A f te r  e v a lu a tin g  in te r n a l  c o n tro ls , th e  a u d i to r  m ust o b ta in  ev id en ­
t i a l  m a tte r  t o  judge th e  accuracy  of th e  in fo rm a tio n  b e in g  p ro cessed . 
T h e re fo re , C hapter IV i s  concerned w ith  th e  a u d i t in g  te c h n iq u e s  a p p lic a b le  
t o  OLRT system s in  o b ta in in g  such e v id e n t ia l  m a t te r .
C hapter V p re s e n ts  a  case study  i l l u s t r a t i n g  th e  c a p a b i l i t i e s  o f 
th e  computer in  perform ing  s e l f - a u d i t in g  t a s k s .
F in a l ly ,  C hapter VI summarizes the  s tu d y , p re s e n ts  p e r t in e n t  con­
c lu s io n s  and re  commendations, and a ttem p ts  t o  answ er th e  p re v io u s ly  
posed  q u e s tio n s  concern ing  te c h n ic a l  o r i e n ta t io n ,  use o f  t e s t  d eck s, 
system s d e s ig n , and th e  tim e p e rio d  o f th e  a u d i t .
CHAPTER I I  
REAL-TIME SYSTEMS DESIGN AND EQUIPMENT
One o f th e  r e s p o n s i b i l i t i e s  o f th e  a u d ito r  i n  an e le c t r o n ic  d a ta  
p ro c e ss in g  system  i s  t h a t  o f app rov ing  changes in  p ro ce d u res . This 
means t h a t  he must understand  th e  system  w e ll  enough t o  e v a lu a te  th e  
im p lic a tio n s  o f p ro c e d u ra l and equipm ent changes. Franz E. Ross 
s t a t e s :
The re a l- t im e  d i g i t a l  system  i s  a t  th e  b o rd e r 
o f e n g in e e rin g  and b u s in e s s . I t  i s  a  h ig h ly  complex 
system  en g in eered  from  v a rio u s  d a ta  p ro c e ss in g , 
communications and sometimes o th e r  components to  
accom plish  a  job  in  b u s in e s s , in d u s try , sc ien ce  
o r d e fe n se . I t  has t o  be understood  t o  be e f f e c t iv e ­
ly  c o n tro l le d  and a u d ite d .
T h e re fo re , th e  purpose o f t h i s  c h a p te r  i s  t o  a c q u a in t th e  re a d e r  w ith
th e  c h a r a c t e r i s t i c s ,  concep ts and c o n f ig u ra tio n s  o f r e a l- t im e  system s.
R eal- Time System A p p lic a tio n s
There a re  many d e f in i t io n s  f o r  " re a l- t im e "  in  p re s e n t  u se , n e a r ly
a l l  of which agree m a te r ia l ly  w ith  th e  fo llo w in g :
P a r a l le l in g  d a ta  p ro c e ss in g  w ith  a  p h y s ic a l  p ro cess  
in  such a  fa s h io n  t h a t  th e  r e s u l t s  o f th e  d a ta  
p ro ce ss in g  a re  im m ediately  u s e fu l  t o  th e  p h y s ic a l
o p e ra tio n .^
■^Franz E. Ross, " I n te rn a l  C o n tro l and A udit o f Real-Time D ig i ta l  
S y s tem s," The Jo u rn a l o f A ccountancy,- Vol. 119 (A p r il ,  1965)* P* 55*
2R obert V. Head, "P lann ing  f o r  Real-Tim e B usiness System s,"  
Systems and P rocedures J o u rn a l , ( Ju ly -A u g u st, 1967) ,  p . 10.
18
The q u e s tio n  a s  t o  what i s  "im m ediately u s e fu l  t o  th e  p h y s ic a l  
o p e ra tio n "  ta k e s  in to  c o n s id e ra tio n  th e  concept o f "response t im e ."
Response tim e i s  th e  tim e i t  ta k e s  th e  system  to  r e a c t  t o  a  g iv en  in p u t 
o r " the  tim e in t e r v a l  betw een th e  o p e ra to r 's  p re s s in g  th e  l a s t  key and 
th e  t e r m in a l 's  ty p in g  th e  f i r s t  l e t t e r  o f r e p l y . "3 D if f e re n t  system s 
re q u ire  d i f f e r e n t  response  tim es and w h ile  a  response tim e o f a  h a l f  an  
hour o r more i s  adequate  f o r  same u s e r s ,  and a i r l i n e  r e s e r v a t io n  system  
g iv es  a  resp o n se  tim e' o f abou t two seconds, whereas a  ra d a r  scann ing  
system  re q u ir e s  a  response  tim e of m ill is e c o n d s .
T h e re fo re , i n  o rd e r t o  be " re a l- t im e "  a  system  m ust c o n tro l  a  
s i t u a t i o n ,  and th e  speed o f th e  system  depends upon th e  p a t t e r n  o f a c t i v i t y  
b e in g  c o n tro l le d .
Same o f th e  f i r s t  a p p lic a t io n s  o f re a l- t im e  system s w ere t o  m i l i t a r y  
p u rp o ses .
M i l i t a r y  A p p l i c a t i o n s
In  th e  e x p lo ra tio n  o f o u te r  space by manned v e h ic le s ,  th e  d a ta  
p ro c e ss in g  system  fo r  PROJECT MERCURY determ ined w hether o r  n o t th e  c r a f t  
would be p ro p e r ly  in s e r te d  in to  o r b i t .  I n  th e  p ro cess  o f p la c in g  th e  
s p a c e c ra f t  i n  o r b i t ,  in p u ts  a r r iv e  a t  th e  r a t e  o f 1 ,000 b i t s  p e r second ,^  
and th e  f l i g h t  i s  c a n c e lle d  i f  th e  launch  i s  considered  u n su c c e ss fu l.
I f  th e  lau n ch  i s  s u c c e s s fu l ,  in p u t i s  t ra n s m itte d  t o  th e  com puter ' 
f o r  th e  purpose o f p re d ic t in g  th e  c r a f t ' s  p o s i t io n  and v e lo c i ty ,  c o n tro l l in g
3James M artin , D esign of R eal- Time Computer System s, (Englewood,
C l i f f s ,  New J e rs e y : P re n t ic e -H a l l ,  I n c . ,  19°7)> P* 5*
^ Ib id .
^W illiam  H. Desmonde, R eal- Time Data P ro cessin g  System s: In tro d u c to ry  
C oncepts,  (Englewood C l i f f s ,  New J e rs e y :  P re n t ic e -H a ll ,  I n c . ,  1964), p . 2 .
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th e  f i r i n g  of th e  re tro ro c k e ts *  and p re d ic t in g  th e  la n d in g  lo c a t io n  upon 
r e - e n t r y .
A nother complex s i t u a t io n  re q u ir in g  Immediate c o n tr o l  i s  th e  A ir 
F o rc e 's  Sem iautom atic Ground Environment System (SAGE) u t i l i z i n g  com puters 
f o r  th e  a i r  de fen se  o f th e  U nited  S ta te s .  In p u ts  c o n s is t in g  o f a l l  a i r ­
c r a f t  approach ing  th e  c o n tin e n t a re  read  i n to  com puter memory and a t  a l l  
t im e s  th e  computer p o ssesse s  a  p ic tu re  of th e  a i r  t r a f f i c  in  i t s  a re a .
The p resen ce  o f a  h o s t i l e  a i r c r a f t  can he a sc e r ta in e d *  and th e  computer 
can  determ ine  th e  fo rc e s  n e ce ssa ry  to  d e s tro y  th e  a i r c r a f t *  c o n ta c t 
human c o n tro l  cen te rs*  and y ie ld  in s t r u c t io n s  f o r  th e  f i r i n g  and d is p a tc h ­
in g  o f  d e fe n s iv e  weapons.
The l a s t  m ost h e ra ld e d  m il i ta r y  r e a l- t im e  system  i s  th e  B a l l i s t i c  
M is s i le  E a rly  W arning System (EMEWS) used i n  th e  d e te c t io n  o f m is s i le s  
app roach ing  th e  c o n tin e n ta l  U nited  S ta te s .  T h is system  o p e ra te s  in  
much th e  same manner a s  SAGE.
A lthough r e a l- t im e  system s such as th e s e  have been  o p e ra tin g  
s u c c e s s fu l ly  f o r  s e v e r a l  years*  th e  e a r ly  1960 ' s  have marked th e  t r u e  
b eg in n in g  of th e  r e a l- t im e  e ra .  Im portan t n o n m ili ta ry  concern  in  r e a l ­
tim e  problem  so lv in g  d u rin g  t h i s  period* p a r a l le l e d  w ith  te c h n o lo g ic a l  
advancem ent and equipm ent a v a i l a b i l i t y  have made com m ercial a p p lic a t io n s  
o f such system s f e a s ib l e .
Commercial A p p lic a tio n s
Perhaps th e  b e s t  known commercial re a l- t im e  system  i s  American 
A i r l in e s  SABRE system . Through t h i s  system* more th a n  one thousand  a g e n ts  
s c a t t e r e d  th ro u g h o u t th e  U nited  S ta te s  a re  a b le  t o  h and le  app rox im ate ly
£
R obert V. Head* lo c .  c i t .
"40,000 passenger r e s e r v a t io n s , 30>000 s e a t  a v a i l a b i l i t y  i n q u i r i e s , and
20.000  t i c k e t  s a le s ''^  d a i ly .  When a  custom er re q u e s ts  a  r e s e rv a tio n  th e  
a g e n t checks th e  SABRE com puter t o  de term ine  i f  th e  d e s ire d  space i s  
a v a i la b le .  I f  i t  i s ,  th e  r e s e r v a t io n  i s  made and a l l  p e r t in e n t  in fo rm a­
t i o n  i s  s to re d  in  th e  com puter. T his system  i s  an  a c t iv e  c o n tro l  f a c i l i t y ,  
f o r  i t  keeps up w ith  changes i n  th e  s ta tu s  o f r e s e rv a tio n s  a n d /o r  th e  
f l i g h t  o p e ra tio n s .
A nother a re a  in  w hich th e  use of OLRT computers i s  becoming w e ll  
e s ta b l is h e d  i s  banking . Banks and o th e r  f i n a n c ia l  i n s t i t u t i o n s  a re  
u s in g  o n -lin e  d a ta  t ra n s m is s io n  to  send t r a n s a c t io n s  from branches to  a  
c e n t r a l  computer i n s t a l l a t i o n .  R ea l-tim e  te rm in a ls  a re  u t i l i z e d  a t  
t e l l e r s '  windows to  check c u s to m e rs ' b a lan ces  and to  produce s ta te m e n ts  
and p ro cess  cu stom ers ' n e g o t ia t io n s .
R eal-tim e system s a re  a ls o  o f m ajor im portance in  th e  au tom ation  o f 
c e r t a in  ty p es  of p la n ts  and f a c t o r i e s ,  and in  th e  c o n tro l  o f i n d u s t r i a l  
p ro c e s s e s . In d u s tr ie s  where r e a l - t im e  c o n tro ls  a r e  u t i l i z e d  in c lu d e  
petro leum  r e f in in g ,  s te a m -e le c t r ic  g e n e ra tin g , paper making, and ch em ica ls , 
cem ent, and s t e e l  m an u fac tu rin g . I t  i s  e s tim a te d  t h a t  approx im ate ly
4 .000  re a l- t im e  p ro cess  c o n tr o l  system s w i l l  be i n s t a l l e d  by 1970.®
F u tu re  a p p lic a t io n s  o f r e a l - t im e  system s d e f ie s  im ag in a tio n .
R eal- Time Concepts
In  o rd er to  u n ders tand  th e  t e c h n ic a l  w orkings of th e  p re v io u s ly  
d e sc r ib e d  re a l- tim e  a p p l ic a t io n s ,  i t  i s  f i r s t  n ecessa ry  t o  understand
^W illiam  H. Desmonde, op . c i t . , p . 4 .
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th e  "basic concep ts p e c u l ia r  t o  such system s.
S tan d ard  In te r f a c e
The prim ary  te c h n ic a l  c h a r a c te r i s t i c  which makes a  re a l - t im e  system  
p o s s ib le  i s  th e  concept of th e  "s tan d ard  I n t e r f a c e ."  An in te r f a c e  i s  a  
"boundary betw een system s o r p a r t s  on a  system . An in p u t/o u tp u t  ( i /o )  
i n t e r f a c e ,  th e r e f o r e ,  i s  th e  "boundary betw een an  l /O  d ev ice  and a  
ch an n e l. A cross t h i s  boundary must flow  s ig n a ls  t h a t  c o n tro l  l /O
d ev ice  o p e ra tio n  a s  w e ll  a s  th e  l /O  d a ta  i t s e l f .
!
P rev io u s com puter system s were c h a ra c te r iz e d  by th e  l im i te d  in p u t /  
o u tp u t d e v ic e s  which th e y  cou ld  u se . T h e re fo re , a  system  was e i t h e r  
a  "ca rd  system " or a  " tape  system ", b u t n o t b o th . T his p a s t  l im i ta t io n  on 
th e  use o f i / o  d ev ices  was due t o  th e  f a c t  t h a t  each  ty p e  o f d ev ice  
r e q u ire d  a  d i f f e r e n t  s e r i e s  o f c o n tro l  s ig n a ls  f o r  i t s  o p e ra tio n .
The new d e s ig n  d e p a rtu re  r e s t s  in  having each  ty p e  o f l /O  u n it  
a s s o c ia te d  w ith  i t s  own c o n tro l  u n i t ,  and in  co n n ec tin g  th e  c o n tr o l  
u n i t  t o  th e  ch an n e l. Then, i n  response  t o  l /O  commands s e n t  by th e  
ch an n e l, th e  c o n tro l  u n i t  can tra n s m it  th e  s p e c i f ic  c o n tr o l  s ig n a ls  
re q u ire d  by i t s  l /O  d e v ic e . The a b i l i t y  o f a  system  t o  use many d i f f e r e n t  
l /O  u n i t s  i s  th e  concept o f th e  "s tan d ard  i n t e r f a c e . "
Channels
One o f th e  c h a r a c t e r i s t i c s  o f comm ercial d a ta  p ro c e ss in g  i s  a  h igh  
r a t i o  o f  in p u t/o u tp u t  a c t i v i t y  t o  a  low r a t i o  o f c e n t r a l  p ro c e ss in g  u n i t  
(CHJ) a c t i v i t y .  The problem  of id le  CRJ tim e w h ile  th e  equipm ent i s  
w a itin g  t o  execu te  l /O  commands i s  so lved  th rough  th e  use o f c h a n n e ls .
Programmed I n s t r u c t io n  Course, In tro d u c t io n  t o  System /360 ,
(IBM, F eb ru a ry , 1968), p . 3-
10I b i d .
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Channels a re  sm all computers w hich u t i l i z e  "main s to ra g e  to
h o ld  programs which th ey  s e le c t  and e x e c u te , i n  resp o n se  t o  i n i t i a l
11i n s t r u c t io n s  from th e  CRJ." These channels d i r e c t  and. c o n tro l  th e  
flow  of d a ta  betw een i / o  dev ices and main s to ra g e .  The e x ec u tio n  of 
one o f th e s e  programs r e s u l t s  in  channel commands t o  th e  c o n tro l  u n it, ' 
th e re b y  r e l i e v in g  th e  CHJ o f th e  burden o f c o n tr o l l in g  l/O  o p e ra tio n s .
Once th e  channel program has been  i n i t i a t e d ,  th e  CHJ can  s t a r t  
a n o th e r  in p u t o p e ra tio n , o r continue p ro c e ss in g  d a ta  f o r  th e  same o r 
a n o th e r  jo b . Jfy keep ing  th e  c e n t r a l  p ro c e ss in g  u n i t  a c t iv e  in  t h i s  way 
th e  system  has th e  a b i l i t y  t o  in p u t, p ro c e ss , and o u tp u t d a ta  
c o n c u rre n tly .
There a re  two ty p e s  o f channe ls , ( l )  th e  m u lt ip le x o r  and (2 ) th e  
s e l e c to r .  The m u ltip le x o r  i s  in ten d ed  f o r  use w ith  r e l a t i v e l y  slow 
speed  d ev ices  such a s  card  and paper tap e  r e a d e r s ,  conso le  ty p e w r i te r s ,  
and th e  l i k e ,  w h ile  th e  s e le c to r  i s  designed  f o r  use w ith  h ig h  speed 
d e v ic e s  such  a s  m agnetic  tap e  or d is k .
O pera ting  System
In  o rd e r  t o  analyze, an  OLRT computer system  a  b a s ic  u n d e rs tan d in g  o f 
th e  o p e ra tin g  system  i s  n ece ssa ry . "An o p e ra tin g  system  i s  a  group o f 
program s, in  re s id e n c e  in  th e  computer system , w hich f a c i l i t a t e s  every
„1P
phase of system  o p e ra tio n . The two b a s ic  components o f an  o p e ra tin g
%
system  a re  th e  c o n tro l  o r su p e rv iso ry  program s and th e  a p p l ic a t io n  o r 
p ro c e ss in g  program s.
•^Op. c i t . ,  p . 5* 
c i t . , p . 13 .
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The c o n tro l  program schedu les th e  d a ta  p ro ce ss in g  jobs* handles 
th e  ro u tin e  ta s k s  w ith in  th e  jo b s , d e a ls  w ith  in p u t and o u tp u t d a ta , 
and i s  always lo c a te d  in  m ain s to ra g e . The p ro c e ss in g  programs c a rry  
ou t th e  re q u ire d  d a ta  p ro ce ss in g  m essages, co rrespond  to  th e  d a ta  
p ro c e ss in g  programs o f co n v en tio n a l sy stem s, and a re  unique to  each 
system . Thus, th e  c o n tro l  programs c o o rd in a te  and schedu le  th e  work of 
th e  p ro c e ss in g  programs and c a rry  ou t s e rv ic e  fu n c tio n s  f o r  them.
D ire c t Access S to rage
Before th e  adven t o f d i r e c t  a c c e ss  s to ra g e  d ev ices  (DASD) f i l e s  
were s to re d  on m edia which were re a d  s e q u e n t ia l ly  and had to  be so r te d  
f re q u e n tly  t o  p la c e  them in  an  o rd e r  s u i t a b le  f o r  p ro c e ss in g . D ire c t 
a c c e ss  s to ra g e  ( u t i l i z i n g  drums, d is k s  and d a ta  c e l l s )  i s  h igh  c ap a c ity  
a u x i l i a r y  s to ra g e  w ith  a  wide range o f d a ta  speeds.. I t s  prim ary  charac ­
t e r i s t i c  i s  i t s  a b i l i t y  t o  lo c a te  any re c o rd  d i r e c t l y ,  w ith o u t having to  
scan  th e  p receed in g  re c o rd s .
Many d a ta  p ro ce ss in g  jo b s , due to  t h e i r  n a tu re , a re  b e s t  perform ed 
s e q u e n t ia l ly ,  such a s  p a y ro l l ,  w h ile  o th e rs  len d  them selves t o  a  random 
app roach . When random p ro ce ss in g  i s  i n  o rd e r  DASD g e n e ra lly  in c re a se  
p ro ce ss in g  e f f ic ie n c y :
1. W ith th e  l i b r a r i e s  o f  p ro c e ss o r  program s on DASD 
(alw ays a v a i la b le  to  th e  sy stem ), th e  le n g th  of 
tim e re q u ire d  f o r  a  job  i s  reduced by th e  red u c ­
t i o n  o f se tu p  tim e .
2. W ith th e  d a ta  f i l e s  o n - l in e ,  p r e s o r t in g  i s  
reduced  or e l im in a te d .
3», Peak loads can be reduced  by p ro c e ss in g  more 
o f te n , w ith  sm a ll b a tc h e s , o r by perform ing  
some jobs i n l i n e .13
•*-3op. c i t . ,  p . 211.
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F urtherm ore , DASD o f f e r  f l e x ib le  p ro c e ss in g , a f fo rd in g  th e  fo llo w in g  
ad v an tag es over s e q u e n t ia l  d e v ic e s :
1 . They can a c c e ss  any re c o rd , w ith o u t e x te n s iv e  se a rc h in g  
o f o th e r  re c o rd s . T his a llo w s:
a .  I n l in e  p ro c e ss in g  of t r a n s a c t io n s .
b . A ccessing  re c o rd s  from one f i l e  du rin g  th e
p ro c e ss in g  o f t r a n s a c t io n s  a g a in s t  a n o th e r  
f i l e ,  w ith  b o th  f i l e s  on th e  same d e v ic e .
c . P ro c ess in g  a  f i l e  o f re c o rd s  e i t h e r  d i r e c t l y ,
a s  t r a n s a c t io n s  a re  re p o r te d , o r s e q u e n t ia l ly  
i n  a  b a tc h .
2 . They reduce  se tu p  tim e by h o ld in g  p ro ce ss in g  program s 
and a c c e ss in g  them when needed.
3 . They d e c rea se  th e  le n g th  of tim e re q u ire d  f o r  jo b s , 
by red u c in g  se tu p  tim e and red u c in g , o r e l im in a t in g , 
p r e s o r t in g .  ^
The f e a tu r e s  o f DASD g r e a t ly  f a c i l i t a t e  many d a ta  p ro c e ss in g  ta s k s  
and w ith o u t i t  some would be im possib le  to  perform .
T e l e p r o c e s s i n g ^
T eleprocessing- (TP) i s  an  IBM r e g is te r e d  term  combining th e  words
telecom m unica tions and d a ta  p ro c e ss in g . The term  deno tes "system s t h a t
1 ^
tr a n s m it  d a ta  from  one p o in t  t o  a n o th e r  in  th e  course o f p ro c e s s in g ."
A te le p ro c e s s in g  system  a llo w s p ro ce ss in g  of d a ta  t o  ta k e  p la c e  a t
a  p o in t  rem ote from  th e  o r ig in  of th e  d a ta  th rough  th e  use o f tra n s m is s io n
f a c i l i t i e s .  Where comm unication m ust be immediate and where co n v en tio n a l
%
d a ta  tra n s m is s io n  i s  to o  slow , te le p ro c e s s in g  a f fo rd s  a  s ig n i f ic a n t
lk
Ojo. c i t . ,  p . 213*
•^Tradem ark o f IBM,
^ R o b e r t  V. Head, Real-Time B usiness System s, (New York: H o lt, R in e h a rt, 
and W inston, I n c . ,  196k ) ,  p . 35^»
advan tage  th rough  rem ote d a ta  p ro c e ss in g . Data may he in tro d u c e d  in to  
th e  system  a t  i t s  so u rc e , im proving th e  t im e lin e s s  o f r e p o r t s .
O ther advan tages r e s u l t in g  from  be ing  a b le  to  c a p tu re  d a ta  a t  i t s  
so u rce  and e n te r  i t  in to  th e  system  a re  a s  fo llo w s:
1 . Because d a ta  can be e n te re d  in to  th e  system  a t  i t s  
sou rce  a n d .in  r e l a t i v e l y  raw c o n d itio n , th e  tim e  
re q u ire d  t o  r e f l e c t  th e  e f f e c t  o f t h a t  d a ta  on 
th e  system  i s  reduced .
2 . The e f f o r t  t o  e n te r  th e  d a ta  in to  th e  system  i s  
reduced . S im p lic ity  o f p re p a ra tio n  o f d a ta  f o r  
e n try  in to  th e  system  i s  u su a lly  designed  in to  
th e  TP o p e ra tio n .
3 . The expense i s  reduced , a g a in  by a c c e p tin g  th e  e n try  
o f r e l a t i v e l y  raw d a ta ,  th e  expense o f c o n v e rtin g  
and communicating th e  d a ta  by o th e r  m ethods a re  
s ig n i f i c a n t ly  re d u c e d . ^
The th r e e  m ajor ty p e s  of te le p ro c e s s in g  a re  ( l )  d a ta  t r a n s m is s io n ,
(2 ) d a ta  c o l l e c t io n ,  and ( 3 ) d a ta  communication.
High speed and h ig h  volume c h a ra c te r iz e  d a ta  tra n s m is s io n .
M agnetic ta p e - to -c o m p u te r  comm unications a re  examples o f d a ta  tra n s m is s io n .
D ata c o l l e c t io n  i s  th e  p ro c e ss  of in fo rm a tio n  b e ing  t r a n s m it te d  from  
s c a t t e r e d  rem ote p o in ts  t o  one c o n tro l  lo c a t io n .  I t  i s  g e n e ra l ly  a s so ­
c ia te d  w ith  l im ite d  amounts o f d a ta  and slow speed tra n s m is s io n  d e v ic e s .
F in a l ly ,  d a ta  comm unication may have elem ents o f b o th  d a ta  tra n s m is s io n  
and d a ta  c o l le c t io n .  B esides d a ta  be ing  e n te red  from  rem ote d e v ic e s , 
i n q u i r i e s  may a ls o  be made a t  th e  te rm in a l  o f some c e n t r a l ly  h e ld  d a ta .  
G enerally) th e  volume of d a ta  b e in g  tr a n s m it te d  makes th e  o p e ra t io n  appear 
c lo s e ly  r e l a t e d  to  d a ta  tra n s m is s io n ; however, a t  o th e r  tim e s  numerous
•^ IEM  Programmed I n s t r u c t io n  C ourse, op. c i t . , p . 319*
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t r a n s a c t io n s  may be e n te re d  a t  each te rm in a l  and th e  system  becomes p re ­
dom inantly  one of d a ta  c o l le c t io n .
Every te le p ro c e s s in g  system  i s  composed o f ( l )  t e im in a ls ,  ( 2 ) lin e s*  
and ( 3 ) c o n tro ls .  In  TP* an  l/O  dev ice  a t  th e  end o f  a  tra n s m is s io n  
f a c i l i t y  i s  c a l le d  a  te rm in a l , and d a ta  t o  and from  th e  te rm in a ls  a re  
c a r r i e d  by " l in e s "  w hich may be composed o f te le p h o n e  lin e s*  cab les*  
m ic ro  wave lin k s*  and s im ila r  m edia. C o n tro ls  r e f e r  t o  th e  in te rc o n n e c ­
t i o n  betw een th e  computer and lin e *  w hich may o r  may n o t be made d i r e c t l y  
i n to  a  ch an n e l.
M u ltip ro c e ss in g
T e lep ro c ess in g  in v o lv es  e n te r in g  d a ta  in to  a  com puter a n d /o r  r e c e iv ­
in g  d a ta  from  a  com puter. A unique case  o f  te le p ro c e s s in g  where d i r e c t  
com m unication ta k e s  p lace  betw een com puters i s  known as m u ltip ro c e ss in g .
I n  m u ltip ro ce ss in g *  more th a n  one p ro c e ss in g  u n i t  i s  r e q u ire d .
Each p ro c e sso r  ru n s a s  an independent u n i t  and a l l  may have d i r e c t  
a c c e s s  t o  th e  m ain s to ra g e  a re a  of a n o th e r . In  o rd e r  f o r  one p ro ce sso r 
t o  a c c e ss  a n o th e r 's  m ain sto rage*  one CPU m ust be a b le  t o  communicate 
t o  th e  o th e r  CPU t h a t  such an  a c t io n  i s  abou t t o  ta k e  p la c e . This 
com m unication m ust occur because only  one o p e ra tio n  may ta k e  p la c e  in  
m ain s to ra g e  a t  any g iven  tim e . T herefore* CHJs may n o t a c c e ss  m ain 
s to ra g e  s im u lta n e o u s ly . M u ltip ro c ess in g  system s a r e  d isc u sse d  f u r th e r  
i n  a  subsequent s e c t io n  of t h i s  c h a p te r .
M ultiprogram m ing
"M ultiprogramm ing" i s  a  tech n iq u e  t h a t  has been  developed t o  f u r th e r  
in c re a s e  th e  usage o f th e  p ro ce ss in g  tim e a v a i la b le  on th e  com puter.
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M ultiprogramming i s  d e f in e d  a s  a  "techn ique f o r  han d lin g  s e v e ra l  programs 
sim u ltaneously  by o v erlap p in g  o r  in te r le a v in g  t h e i r  ex ec u tio n .
One s o lu t io n  to  e l im in a tin g  CHJ id le  tim e i s  t o  s to re  more th a n  one 
p ro ce ss in g  program  in  memory a t  th e  same tim e . Whenever one program  
p au ses , c o n tro l  i s  t r a n s f e r r e d  to  an o th e r program . The more program s 
s to re d  in  memory, th e  g r e a te r  i s  th e  p o s s i b i l i t y  o f having  a  program 
a v a i la b le  t o  use th e  CHJ whenever a n o th e r  program  i s  s t a l l e d .
I t  i s  Im portan t t o  u n d e rs tan d  t h a t  program s a re  execu ted  c o n c u rre n tly  
and no t s im u lta n e o u s ly . T h is i s  due t o  ttwo s ig n i f ic a n t  c h a r a c t e r i s t i c s  o f 
th e  computer.
F i r s t ,  r e g a rd le s s  o f th e  number o f program s in  main s to ra g e , th e  
CHJ execu tes on ly  one i n s t r u c t io n  a t  a  t im e . S im ultaneous e x e c u tio n  
o f two programs canno t occu r w ith  one c e n t r a l  p ro ce ss in g  u n i t .
Second, channel program s perform  th e  a c tu a l  in p u t/o u tp u t o p e ra t io n s , 
and a re  execu ted  in d ep en d en tly  o f th e  program  usin g  th e  CPU. While 
channel o p e ra tio n s  a re  o c c u rr in g , th e  c e n t r a l  p ro ce ss in g  u n i t  i s  a v a i l ­
a b le  f o r  f u r th e r  e x e c u tio n  of i n s t r u c t io n s .
T h ere fo re , program s may o v e rla p  and ru n  c o n c u rre n tly  a lth o u g h  
e x ecu tio n  of in s t r u c t io n s  canno t occur s im u lta n eo u s ly .
R eal- Time Hardware
Once th e  a u d i to r  i s  f a m i l i a r  w ith  th e  concepts, of a  r e a l- t im e  system  
i t  i s  m andatory t h a t  he become a cq u a in ted  w ith  th e  hardw are t h a t  c a r r i e s  
ou t th e  r e a l - t im e  a p p l ic a t io n s .  This s e c t io n  i s  in ten d ed  a s  a  g e n e ra l
^ R o b e r t  V. Head, og. c i t . ,  p . 3^7*
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in tro d u c tio n  o n ly , s in c e  a  d e ta i l e d  a n a ly s is  o f  a l l  th e  equipm ent 
s p e c i f ic a t io n s  o f  a l l  th e  EDP equipm ent m anufactu rers i s  beyond th e  
scope o f  t h i s  s tu d y . F u rtherm ore , w ith  a l l  o f  the  equipment o p tio n s  
a v a i la b le  to d ay , each r e a l - t im e  system  .a p p lic a tio n  must be s tu d ie d  
in d iv id u a l ly  by th e  a u d i to r .  However, th e  fo llow ing  hardware g e n e r a l i t i e s  
ho ld  t r u e  f o r  m ost OLRT system s.
C e n tra l P ro c ess in g  U n it
R eal-tim e  CPUs a re  g e n e ra l ly  t h i r d  g en era tio n  computers w ith  la rg e  
h ig h -sp eed  s to ra g e  c a p a c i t i e s ,  numerous communication f a c i l i t i e s ,  and 
f ix e d  and v a r ia b le - le n g th  f i e l d  c a p a b i l i t i e s .  This d esig n  has been  
brough t abou t by  a  te c h n o lo g ic a l  change—s o l id  lo g ic  techno logy  (SLT)— 
th e  m ic ro -m in ia tu r iz a tio n  o f  components and c i r c u i t s .  There a re  numerous 
d e s ir a b le  f e a tu r e s  t h a t  any r e a l- t im e  p ro c e ss in g  u n i t  should  p o s s e s s ,  
v a ry in g  w ith  th e  com plex ity  o f  th e  system . Some o f  th e  more common 
ones a re  d is c u s se d  h e re .
S to rage  and Equipment A d d it io n s . D ata p ro ce ss in g  h i s to r y  shows 
th a t  th e  main b a r r i e r  to  expanding th e  amount o f  work done on a  com puter 
has been th e  amount o f  a d d re ssa b le  co re  s to ra g e  th a t  i s  a v a i la b le .  
T h ere fo re , th e  com puter shou ld  be such t h a t  a d d it io n a l  co re  s to ra g e  can be 
r e a d i ly  added.
B esides u t i l i z i n g  more co re  s to ra g e , i t  may, a t  tim e s , be  n e c e ssa ry
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to  add more p e r ip h e r a l  equipm ent, o r  t o  tak e  advantage o f  improved l/O  
d e v ic e s . T h e re fo re , th e  system  must be  open-ended a llow ing  f o r  an 
equipm ent expansion  w ith o u t a  majo r  upheava l.
System I n te r r u p t s  ♦ I t  i s  most d e s ir a b le  th a t  any r e a l - t im e  system , 
o th e r  th an  th e  v e ry  s im p le s t ,  have an in te r r u p t  f e a tu r e .  An in te r r u p t io n  
system  i s  an  a u to m atic  p ro ced u re  t h a t  a l e r t s  th e  system  to  e x c e p tio n a l
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c o n d it io n s  ( r e c e ip t  o f  a  new m essage, th e  end o f  an l /O  o p e ra t io n , 
m achine e r r o r ,  and so on) and execu tes th e  a p p ro p r ia te  ro u tin e  fo llo w ­
in g  th e  d e te c t io n  o f  such an e v e n t.
C oncurren t In p u t/O u tp u t. In p u t/o u tp u t d e v ic e s  shou ld  be indepen­
d e n t o f  th e  CPU. The p ro c e ss in g  u n i t  should  n o t rem ain  id l e  d u rin g  th e  
l/O  o p e ra t io n , w a itin g  fo r  some a c t io n  to  be com pleted . A channel 
d i r e c t s  th e  flow  o f  in fo rm a tio n  between th e  p ro c e s s in g  u n i t ' s  main 
s to ra g e  and th e  l/O  u n i t  t h a t  th e  channel c o n tr o l s ,  th e re b y  r e l i e v in g  
th e  p ro c e s s in g  u n i t  o f  d i r e c t l y  communicating w ith  in p u t/o u tp u t  and 
p e rm it t in g  p ro c e ss in g  to  tak e  p la c e  c o n c u rre n tly  w ith  l/O  o p e ra t io n s .
Time S h a rin g . Many system s p o ssess  tim e s h a r in g  c a p a b i l i t i e s ,  
e n a b lin g  numerous u s e r s  a t  rem ote te rm in a ls  to  u t i l i z e  th e  CPU a s  i f  
each  w ere i t s  o n ly  u s e r .  The p ro ce ss in g  u n i t  a c t u a l l y  sw itch es among 
many te rm in a ls ,  p ro c e ss in g  many program s, g iv in g  each  a  sm a ll p o r t io n  
o f  th e  a v a i la b le  tim e .
W ith many u s e r s  a c c e ss in g  main s to ra g e , i t  i s  q u i te  p o s s ib le  t h a t  
a t  any  one tim e th e  s iz e  o f  a l l  programs b e in g  p ro c e sse d  may exceed th e  
c a p a c i ty  o f  main s to ra g e . Through th e  use o f  dynamic a d d re ss  t r a n s l a t i o n ^  
o n ly  th e  a c t iv e  p o r t io n  o f  programs re s id e  in  c o re  s to r a g e ;  th e  rem ain­
in g  p a r t s  a re  d isp o sed  on secondary s to ra g e  d e v ic e s . When th e se  p a r t s  
a re  summoned in to  main s to ra g e  a s  needed, th e y  a re  p u t  in  any a v a i la b le  
l o c a t io n .
W hile th e s e  c a p a b i l i t i e s  o f  th e  CPU a re  im p re s s iv e , even g r e a te r  
c a p a b i l i t i e s  a re  ach iev ed  th rough  p ro p er use  o f  p e r ip h e r a l  equipm ent.
■^IBM Systems R eference Library, IBM System/3 6 0 System  Summary.
File No. S36-00, Form A22-6810-8, p. 15.
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Telecom m unication F a c i l i t i e s
There a re  two m ajor d i f f e r e n c e s  betw een OLRT system s and th e  more 
common b a tc h  p ro c e ss in g  system s. F i r s t ,  b a tc h  p ro c e ss in g  in p u t i s  
schedu led  w h ile  re a l- t im e  in p u t i s  unschedu led . Second, b a tc h  p ro c e ss in g  
i s  u s u a l ly  s e q u e n t ia l ,  w hereas r e a l - t im e  p ro c e ss in g  i s  random. These 
two d if f e r e n c e s  re q u ire  th e  u se  o f  te lecom m unica tions equipment in  
r e a l- t im e  system s.
R equirem ents o f  T elecom m unications. Mo.st d a ta -h a n d lin g  system s 
u t i l i z e  e x is t in g  te lecom m unication  f a c i l i t i e s  such a s  te le p h o n e , te le g ra p h , 
m icro wave, and broadband te le p h o n e . Any te lecom m unication  f a c i l i t y  must
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meet th e  fo llo w in g  req u irem en ts :
1 . T ransm ission  c o n tro l  c a p a b i l i ty —Since  th e  system  w i l l  be 
s e rv ic in g  many rem ote lo c a t io n s  on common o r  s e p a ra te  l i n e s ,  th e  equipm ent 
must be capab le  o f h an d lin g  m u lt ip le  random in p u ts .
2 . Program sw itch in g —The c o n tro l  program  i n i t i a t e s  s e v e ra l  sw itches 
among v a r io u s  program s d u rin g  th e  p ro c e ss in g  o f  a  s in g le  t r a n s a c t io n ;  
th e r e f o r e ,  th e  CPU must be d e s ig n ed  to  accom plish  v e ry  r a p id  sw itc h in g .
3 . Program r e lo c a t io n —The p ro c e s s in g  u n i t  must p o sse ss  th e  a b i l i t y - 
to  r e lo c a te  program s in  s to ra g e  d u rin g  norm al p ro c e s s in g , because v a r io u s  
ty p es  o f  t r a n s a c t io n s  may n e c e s s i t a t e  c a l l in g  a  program  from, p e r ip h e ra l  
s to ra g e  in to  a  lo c a t io n  in  main s to ra g e .
U. S to rage  p r o te c t io n —W ith many program s r e s id in g  in  s to ra g e  and 
c o n s ta n t sw itch in g  an -re lo c a tin g  ta k in g  p la c e ,  i t  i s  m andatory t h a t  th e r e  
be an a v a i la b le  f a c i l i t y  t h a t  can p re v e n t one program  from a l t e r in g
2Q0P. c i t . ,  p .  65.
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a n o th e r 's  in s t r u c t io n s  and d a ta .
T ransm ission  D ir e c t io n s . T ransm ission  l in e s  may e n te r , com puter 
equipm ent o n - l in e  o r  o f f - l i n e ,  and th e  c i r c u i t s  may be o f  th r e e  ty p e s ;  
sim plex , h a lf -d u p le x , o r  d u p lex . These c i r c u i t  ty p e s  d e sc r ib e  d i r e c ­
t io n a l  c a p a b i l i t i e s  o n ly .
Sim plex c i r c u i t s  t ra n s m it  d a ta  in  one d i r e c t io n  o n ly , w h ile  h a l f ­
duplex  c i r c u i t s  t r a n s m it  in  two d i r e c t io n s ,  b u t o n ly  in  one d i r e c t i o n  
a t  a  tim e . On th e  o th e r  hand, dup lex  c i r c u i t s  can tra n s m it  in  b o th  
d i r e c t io n s  s im u lta n e o u s ly .
T ransm ission  G rades. T ransm ission  speed i s  d e sc r ib e d  in  b au d s , 
one baud b e in g  one b i t  o f  d a ta  p e r  seco n d .21 C irc u i ts  a re  g raded  in to  
fo u r  ty p e s ,  b ased  on t h e i r  tra n s m is s io n  r a t e s  in  term s o f  c h a ra c te r s  
p e r  second , b i t s  p e r  second , o r words p e r  second.
Broad band c i r c u i t s ,  such a s  m icro wave o r  ra d io  s ig n a ls ,  t r a n s m it  
d a ta  a t  a  speed  t h a t  i s  l im i te d  o n ly  b y  th e  band w id th  a v a i la b le .
Voice g rade  c i r c u i t s  t ra n s m it  2 ,^00  b i t s  p e r  second, w h ile  subvoice  
grade c i r c u i t s  o p e ra te  a t  a  tra n s m iss io n  r a t e  o f  l e s s  th a n  600 b i t s  p e r  
second.
F in a l ly ,  te le g ra p h  c i r c u i t s  t ra n s m it  a t  g e n e ra lly  b$ t o  75 b a u d s .
Modes. D ata tra n s m iss io n  can be e i th e r  synchronous, asynchronous, 
o r  p a r a l l e l .
Asynchronous tra n sm iss io n  (sometimes r e f e r r e d  to  a s  s t a r t / s t o p )  
r e q u ire s  th e  u se  o f  s t a r t  and s to p  b i t s  to  d e s ig n a te  th e  b eg in n in g  and 
ending o f  c h a r a c te r s .  T his type  o f  tra n sm iss io n  i s  used  on t e l e p r i n t e r s  
and keyboard d e v ic e s  w ith o u t a  b u f f e r ,  and a ls o  f o r  con tinuous tra n s m is s io n .
21M a rtin , 0£ . c i t . ,  p .  279*
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Synchronous tra n s m is s io n , used  when two d e v ic e s  t r a n s m it  to  each 
o th e r  c o n tin u o u s ly , e lim in a te s  th e  need f o r  s t a r t  andsbop h i t s .  Here 
a  s p e c ia l  p a t t e r n  o f  b i t s  i s  p e r io d ic a l ly  s e n t ,  k eep in g  th e  t r a n s m i t te r  
and  r e c e iv e r  o p e ra tin g  in  u n iso n .
P a r a l l e l  tra n sm iss io n  p e rm its  a l l  b i t s  o f  a  c h a r a c te r  to  be 
t r a n s m it te d  s im u ltan eo u s ly  by  p ro v id in g  one c i r c u i t  f o r  each  b i t  in  
th e  code s t r u c tu r e .
M odu la tion . Data i s  no rm ally  tra n s m it te d  in  b in a r y  form . Modula­
t i o n  i s  th e  p ro c e ss  o f  c o n v e rtin g  d i g i t a l  s ig n a ls  o f  b u s in e s s  m achines 
in to  aud io  frequency  s ig n a ls  f o r  tra n sm iss io n  over com m unications l i n e s .  
D em odulation re c o n v e r ts  th e  d a ta  fo r  machine u se . The c i r c u i t r y  fo r  
c a r ry in g  o u t th e  p ro c e ss  o f  m odulation  and dem odulation  i s  g e n e ra l ly  
r e f e r r e d  to  a s  a  modem o r  d a ta  s e t .
T erm inals
"T erm inals"  r e f e r  to  th o se  d ev ices  which e n te r  and re c e iv e  d a ta  
t r a n s m it te d  over communications l i n e .  The scope o f  t h i s  d e f in i t i o n  
ran g es from  an e n t i r e  d a ta  p ro c e ss in g  system  to  a  s in g le  d e v ic e  such 
a s  a  t e l e p r i n t e r ,  s p e c ia l  keyboard , l i g h t  d is p la y ,  and so  on.
S ince  th e r e  a re  numerous te rm in a l d ev ices w hich can be  a tta c h e d  
to  a  com puter, and s in c e  th e  te rm in a ls  chosen depend on th e  p a r t i c u l a r s  
o f  th e  a p p l ic a t io n ,  t h i s  s u b je c t  can be handled  in  g e n e r a l i t i e s  o n ly . 
However, i n  d e c id in g  th e  ty p e  o f  te rm in a ls  to  secu re  th e  fo llo w in g  
m ust be c o n s id e re d .
F i r s t ,  th e  n a tu re  o f  th e  in p u t d a ta  must be c o n s id e re d . T his 
in c lu d e s  d e te rm in in g  answerB to  th e  fo llo w in g  q u e s t io n s .
33
1 . What i s  th e  p h y s ic a l  m edia o f  th e  d a ta :  p ap er ta p e ,  punched 
c a rd s , m agnetic ..tape, and so on?
2 . What i s  th e  volum e, freq u e n cy , and message le n g th  o f  d a ta  
tra n sm itte d ?
3. I s  th e  in fo rm a tio n  to  he  t r a n s m it te d  num eric o r  alphanum eric? 
Second, th e  type o f  o u tp u t d e s ir e d  must be c o n s id e re d , f o r  o f te n
a  dev ice  must be u t i l i z e d  f o r  o u tp u t a s  w e ll  a s  in p u t.  O utput r e q u i r e ­
ments d e a l w ith  th e  fo llo w in g :
1 . I s  a  perm anent re c o rd  o f  th e  o u tp u t n e c e ssa ry , o r  w i l l  v i s u a l  
o r  aud io  o u tp u t su f f ic e ?
2 . W ill th e  u se r  o f  th e  o u tp u t be an in d iv id u a l  o r a  group?
3 . What i s  th e  p h y s ic a l  q u a n t i ty  o f  th e  o u tp u t in fo rm ation?
The answ ers to  th e  above q u e s tio n s  w i l l  de term ine  th e  te rm in a ls
most s u i ta b le  f o r  each system . In  d e s ig n in g  th e  use o f  te rm in a ls  f o r  
man-machine in te r a c t io n ,  th e  te rm in a l  and th e  way “in  which i t  i s  
u t i l i z e d  must appear a s  f a m i l i a r  and a s  easy  to  u n d e rs tan d  a s  p o s s ib le .
System  C o n fig u ra tio n s  
With a  fundam ental knowledge o f  r e a l - t im e  concep ts and equipm ent, 
an u n d e rs tan d in g  o f  th e  b a s ic  com binations o f  th e s e  components i s  
n e c e ssa ry . An exam ination  o f  th e  b a s ic  r e a l - t im e  system  c o n fig u ra tio n s  
w i l l  p ro v id e  a  framework in  w hich th e  a u d it  fu n c tio n  must be perform ed.
The most common c l a s s i f i c a t i o n  o f  system  c o n fig u ra tio n s  c o n s is t  o f :  
( l )  sim plex system ; (2 ) m a s te r /s la v e  system ; (3 ) s h a r e d - f i le  system ;
(4 ) duplex  system ; and (5 ) m u lt ip ro c e s s in g  system .
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Sim plex System
A system  in  w hich th e r e  i s  no standby  equipm ent to  ta k e  over 
p ro c e ss in g  when th e  CPU becomes u n o p e ra tiv e  i s  r e f e r r e d  to  a s  a  
sim plex  system  (F ig u re  l ) .
T erm inals
CPU
F i le s
F ig u re  1 . Sim plex System
T his c o n f ig u ra tio n  p e rm its  s im p l ic i ty  in  th e  softw are subsystem , 
and o f f e r s  s u b s ta n t ia l  sav in g s in  equipm ent r e n t a l s  and programming 
c o s t s .  Of c o u rse , th e s e  sav ings a re  o f f s e t  by  decreased  perform ance 
s ta n d a rd s  when th e  c e n t r a l  p ro c e ss in g  u n i t  i s  no t o p e ra tiv e .
The sim plex  system  j u s t  d e sc r ib e d  can be m odified  by  th e  a d d it io n  
o f  m u lt ip le x o rs .  M u ltip le x o r channe ls se p a ra te  th e  o p e ra tio n s  o f  h ig h ­
speed d e v ic e s  from  th o se  o f  lo w er-sp eed  d e v ic e s . The m u ltip le x o r  i s  
a  s to re d  program  com puter in  i t s  own r i g h t ,  and th e  autonomy p e rm itte d  
th e  m u lt ip le x o r  may v a ry  c o n s id e ra b ly , and i t  may'be a b le  to  o p e ra te  
even though th e  c e n t r a l  p ro c e ss in g  u n i t  i s  u n a v a ila b le .
A system  may sim p ly  be a  sim plex  system  w ith  l/O  m u ltip le x o r  
(F igu re  2 ) ,  i n  w hich case  i t  can communicate in fo rm atio n  to  and re c e iv e  
in fo rm a tio n  from  th e  p ro c e s s in g  u n i t ,  perfo rm ing  a l l  in p u t/o u tp u t  
f u n c t io n s .




M u ltip le x o r
F ig u re  2 . Sim plex System w ith  In p u t/O u tp u t M u ltip le x o r
On th e  o th e r  hand* th e  CPU can .be s t r ip p e d  o f a l l  comm unication 
fu n c t io n s  by n o t only  th e  a d d it io n  o f an l/O  m u ltip le x o r , b u t a ls o  
by a  f i l e  m u lt ip le x o r  (F ig u re  3)* T h is m u ltip le x o r  I s s u e s  commands 





M u ltip le x o r
F ig u re  3 . Sim plex System w ith  l /O  and F i le  M u ltip le x o rs
M aste r/S la v e  System
Where two o r  more computers a re  o p e ra tin g  jo in t ly ,  one i s  sometimes 
a  m as te r and th e  o th e r  s la v e s  (F ig u re  4 ) .  The m aster can in te r r u p t  th e  
s la v e s  upon re q u e s t  o n ly . In  t h i s  system  a l l  housekeeping and sc h ed u lin g  
o p e ra tio n s  a r e  perform ed by th e  m a s te r , le a v in g  th e  s la v e  f r e e  t o  
c o n c e n tra te  on problem  so lv in g .







F igu re  If. M aster/S lave  System
S h a re d -F ile  System
The s h a r e d - f i l e  system  (F igure  5) i s  somewhat s im i la r  in  purpose  
and o rg a n iz a tio n  to  th e  m a s te r /s la v e  system . Here A i s  th e  c o n t r o l le r  
and s c h e d u le r , r e c e iv in g  job  re q u e s ts  from te rm in a ls  and p la c in g  them 
in  f i l e  s to ra g e  a cco rd in g  to  a  p r i o r i t y  sequence in  a  p red e te rm in ed  
lo c a t io n .  When B i s  lo o k in g  f o r  a  job  i t  checks t h i s  lo c a t io n  and 
commences p ro c e s s in g .
T erm inals
F i le sCHJ A CHJ B
F ig u re  5* S h a red -F ile  System
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Duplex System
I n  a  duplex  system  (F ig u re  6 ) th e  re q u ire d  hardw are i s  e x a c tly  
d u p lic a te d  so t h a t  a  sw itchover can occur i f  th e  o n - l in e  system  f a i l s .
I n  t h i s  system* e i t h e r  A o r B p ro c e sse s  a l l  th e  o n - lin e  t r a n s ­
a c t io n s ;  and th e  o th e r  com puter perform s o th e r  work. I f  th e  o n - l in e  
computer f a l l s ;  a  sw itch  over o c cu rs .
T erm inals
M u ltip lex o r M u ltip le x o r
CHJ CHJ
• F i le s F i le s
F igure  6 . Duplex System .
38
M u ltip ro c ess in g  System
A M u ltip ro cessin g  system  (F ig u re  7)> in  c o n tr a s t  t o  th e  duplex 
system , does no t use one com puter s o le ly  aB a  standby  in  case  o f 
equipm ent m a lfu n c tio n .
I n  a  m u ltip ro c e ss in g  system  s e v e r a l  s e p a ra te  i n t e r r e l a t e d  opera­
t io n s  a re  c a r r ie d  on s im u lta n eo u s ly  by two o r more com puters, each 
c o n c e n tra tin g  on a  p a r t i c u l a r  a ss ig n m en t, b u t capab le  o f communicating 
w ith  th e  o th e rs .
I t  m ust be remembered t h a t  th e  p rec ed in g  c o n f ig u ra tio n s  a re  only 
b a s ic  and many v a r ia t io n s  o f  them  may ap p ea r in  a c t u a l i t y .
F i le sF i le sF i le s
CPU .CPUCPU
M u ltip le x o rM u ltip lex o r M u ltip le x o r
T erm inals
F igu re  7* M u ltip ro c e s s in g  System
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Summary
A re a l- t im e  system  i s  one in  which th e  p ro ce ss in g  o f d a ta  w ith in  
an  environm ent ta k e s  p la c e  in  such a  manner t h a t  th e  r e s u l t s  o f th e  
d a ta  p ro ce ss in g  a re  im m ediate ly  u s e fu l  t o  th e  environm ent.
In  o rd e r to  be " r e a l - t im e "  a  system  m ust c o n tro l  a  s i t u a t i o n ,  and 
th e  speed re q u ire d  o f th e  system  depends upon th e  p a t te r n  o f a c t i v i t y  
c o n tro l le d . Same o f th e  f i r s t  a c t i v i t i e s  t o  be c o n tro l le d  by OLRT 
system s were o f a  m i l i t a r y  n a tu re ,  such a s  PROJECT MERCURY, SAGE and
mms.
Im portan t n o n m ilita ry  concern  in  r e a l - t im e  problem  so lv in g  in  th e  
e a r ly  i 9601s , coupled  w ith  te c h n o lo g ic a l  advancement and equipm ent 
a v a i l a b i l i t y  have made com m ercial a p p lic a t io n s  o f such system s f e a s i b l e .  
Perhaps th e  b e s t  known com m ercial r e a l - t im e  a p p lic a t io n  i s  Am erican 
A i r l i n e ’s SABRE system . O ther com m ercial a p p lic a t io n s  in c lu d e  bank ing , 
au tom ation  o f c e r t a in  ty p e s  of p la n ts  and f a c to r ie s  and th e  c o n tr o l  
o f some i n d u s t r i a l  p ro c e s s e s .
Such a p p l ic a t io n s  have become p o s s ib le  due t o  th e  developm ent o f  
th e  fo llo w in g  r e a l - t im e  co n ce p ts .
1 . S tandard  in t e r f a c e —th e  a b i l i t y  o f  a  system  to  use many d i f f e r e n t  
l /O  d e v ic e s .
2 . C hannels—sm a ll com puters which d i r e c t  th e  flow o f d a ta  b e - 
tw een l/O  d e v ic e s  and m ain s to ra g e .
3 . O perating  system —a  group o f program s, in  re s id en c e  in  th e  
computer system , w hich f a c i l i t a t e s  every  phase o f system  o p e ra t io n .
4. Direct access storage— high capacity auxiliary storage with
a wide range of data speeds. Its primary characteristic is its ability
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t o  lo c a te  any rec o rd  d i r e c t l y ,  w ith o u t having  t o  scan  th e  p reced ing  
re c o rd s .
5 . T e le p ro c e ss in g —tra n s m it t in g  d a ta  from  one p o in t  t o  a n o th e r  
i n  th e  cou rse  o f p ro c e ss in g .
6 . M u ltip ro c e ss in g —communication betw een com puters.
7 . M ultiprogram m ing—a  tech n iq u e  f o r  h an d lin g  s e v e ra l  programs
t
c o n c u rre n tly  by o v e rlap p in g  t h e i r  e x ec u tio n .
Once th e  a u d ito r  i s  f a m i l ia r  w ith  th e  co n cep ts  o f a  r e a l- t im e  
system , i t  i s  m andatory t h a t  he became a c q u a in te d  w ith  th e  a p p lic a b le  
hardw are .
R ea l-tim e  p ro c e ss in g  u n i ts  a re  g e n e ra lly  t h i r d  g e n e ra tio n  com puters 
w ith  la rg e  h ig h -sp eed  s to ra g e  c a p a c i t ie s ,  numerous comm unication 
f a c i l i t i e s ,  and f ix e d  and v a r ia b le - le n g th  f i e l d  c a p a b i l i t i e s .
Seme o f th e  most b a s ic  f e a tu re s  o f any r e a l - t im e  CHJ should  
in c lu d e  th e  fo llo w in g :
1 . th e  c a p a b i l i ty  o f in c re a s in g  core  s to ra g e  and add ing  more 
p e r ip h e r a l  equipm ent when th e  need a r i s e s ;
2 . th e  p o sse ss io n  o f an  in te r r u p t io n  system  w hich a l e r t s  th e  
CHJ t o  e x c e p tio n a l  c o n d itio n s  and ex ecu tes  th e  a p p ro p r ia te  ro u tin e  
fo llo w in g  th e  d e te c t io n  of such an  ev en t;
3 . I /O  d ev ices  independen t o f th e  CHJ, p e rm itt in g  p ro ce ss in g  
t o  ta k e  p la c e  c o n c u rre n tly  w ith  I/O  o p e ra tio n s ; and
I*, th e  p o sse ss io n  o f tim e sh a r in g  c a p a b i l i t i e s ,  e n ab lin g  numerous 
u se rs  a t  rem ote te rm in a ls  t o  u t i l i z e  th e  CHJ c o n c u rre n tly .
In an OLRT system, the transmission of data to and from the pro­
cessing unit requires the use of telecommunication facilities.
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Telecom m unication f a c i l i t i e s  must meet th e  req u ire m e n ts  o f: ( l )  t r a n s ­
m iss io n  c o n tro l  c a p a b i l i ty ;  ( 2 ) program sw itc h in g ; ( 3 ) program r e l o ­
c a t io n ;  and (^ )  s to ra g e  p ro te c tio n . Telecom m unication c i r c u i t s  may 
be sim plex , h a lf -d u p le x , o r duplex , depending upon t h e i r  d i r e c t i o n a l  
c a p a b i l i t i e s .
T erm inals a re  th o se  dev ices  which e n te r  and  re c e iv e  d a ta  t r a n s ­
m itte d  over comm unications l i n e .  The ty p e  o f te rm in a ls  used w i l l  depend 
upon th e  n a tu re  o f th e  in p u t and th e  req u irem en ts  f o r  o u tp u t. T erm inals 
in c lu d e  such d e v ic e s  a s  te lep h o n e s , t e l e p r i n t e r s ,  s p e c ia l  keyboards, 
l i g h t  d is p la y s ,  and so  on.
R eal-tim e system  c o n fig u ra tio n s  may be c l a s s i f i e d  a s  fo llo w s:
1 . Sim plex system —a system  in  w hich th e r e  i s  no standby  e q u ip ­
ment t o  ta k e  over p ro c e ss in g  when th e  CHJ becomes u n o p e ra tiv e .
2 . M a s te r/s la v e  system —two o r more com puters o p e ra tin g  j o i n t l y ,  
one of w hich perform s a l l  th e  schedu ling  and housekeep ing  fu n c t io n s ,  
le a v in g  th e  o th e rs  f r e e  t o  co n cen tra te  on problem  s o lv in g .
3 . S h a re d - f i le  system —very s im ila r  t o  th e  m a s te r /s la v e  system .
k.  Duplex system —a  system  in  which th e  r e q u ir e d  hardw are i s
e x a c tly  d u p lic a te d  so t h a t  a  sw itch  over can o ccu r i f  th e  o n - lin e  
system  f a i l s .
5 . M u ltip ro c e ss in g  system —a  system  in  w h ic h 's e v e ra l  s e p a ra te  
i n t e r r e l a t e d  o p e ra tio n s  a re  c a r r ie d  on s im u lta n e o u s ly  by two o r  more 
com puters, each, c o n c e n tra tin g  on a  p a r t i c u l a r  a ss ig n m en t, b u t capable 
of communicating with the others.
CHAPTER I I I
THE EDP INTERNAL CONTROL SYSTEM
Once th e  a u d ito r  i s  f a m i l ia r  w ith  th e  system  c o n f ig u ra tio n  and 
equipm ent c a p a b i l i t i e s , he i s  i n  a  p o s i t io n  t o  perfo rm  th e  second 
. s ta n d a rd  of f i e l d  work w hich s t a t e s :
There i s  t o  be a  p ro p er s tu d y  and e v a lu a tio n  
of th e  e x is t in g  in t e r n a l  c o n tr o l  a s  a  b a s is  fo r  
r e l ia n c e  th e re o n  and f o r  th e  d e te rm in a tio n  o f  th e  
r e s u l ta n t  e x te n t  o f th e  t e s t  t o  w hich a u d it in g  
p rocedures a re  t o  be r e s t r i c t e d .
An Overview o f I n t e r n a l  C o n tro l
Q uite  o f te n  in te r n a l  c o n tro l  i s  c o n s id e re d  to  be c o n tro l  over
item s such as cash  and in v e n to r ie s  in  o rd e r  t o  p rec lu d e  th r e a t  of
t h e f t  and to  en su re  d e te c t io n  o f  f r a u d . W hile t h i s  i s  one p a r t  of
th e  o v e r - a l l  c o n tro l  p la n , th e  p re c is e  d e f i n i t i o n  o f i n t e r n a l  c o n tro l
i s  more in c lu s iv e .
I n te r n a l  c o n tro l  com prises th e  p la n  o f o rg a n iz a tio n  
and a l l  o f th e  c o -o rd in a te  m ethods and m easures 
adopted  w ith in  a  b u s in e ss  t o  sa feg u a rd  i t s  a s s e t s ,  
check th e  accu racy  and r e l i a b i l i t y  o f i t s  accoun ting  
d a ta ,, promote o p e ra tio n a l, e f f i c ie n c y ,  and encourage 
adherence to  p re s c r ib e d  m an a g e ria l p o l i c i e s .2
**AICPA, op. c i t . , p . 27•
The scope o f t h i s  d e f in i t i o n  ta k e s  in to  c o n s id e ra tio n  more th a n  
j u s t  th e  p ro te c t io n  o f a s s e t s , reco g n iz in g  t h a t  a  system  of i n t e r n a l  
c o n t r o l  ex tends beyond m a tte r s  d i r e c t l y  r e la te d  t o  f i n a n c ia l  fu n c t io n s .
I t  i s  concerned w ith  th e  o v e r - a l l  o p e ra tio n s  of a  company.
S ince e le c t r o n ic  d a ta  p ro ce ss in g  equipm ent a re  g e n e ra l ly  accep ted  
a s  th e  m ost a c c u ra te  d ev ices  ev er u t i l i z e d  in  a c c o u n tin g , i t  would 
appear t h a t  th e  re c o rd s  produced a re  alw ays a c c u ra te  and r e l i a b l e — 
t h a t  i n t e r n a l  c o n tro l  i s  in h e re n t in  an  e le c t r o n ic  system  owing to  
th e  h ig h  in h e re n t  r e l i a b i l i t y  o f th e  m achines. However, EDP does 
n o t  le s s e n  th e  need f o r  an e v a lu a tio n  o f  th e  i n t e r n a l  c o n tr o l  system  
i n  any m anner.
On th e  c o n tra ry , i t  seems th a t  in c re a se d  em phasis m ust be p laced  
on th e  review  o f i n te r n a l  c o n tro l  to  a s c e r t a in  i t s  e f f e c t iv e n e s s .  T his 
i s  due t o  th e  c e n t r a l i z a t i o n  and c o n c e n tra tio n  o f d a ta  p ro c e ss in g  in  
an  EDP system  and th e  appearance of new c o n tro ls  w hich m ust be e v a lu a te d . 
E s s e n t ia ls  o f  I n te r n a l  C o n tro l
I n t e r n a l  c o n tro l  in  an EDP system  i s  " b a s ic a l ly  th e  c o n tr o l  o f 
d a ta  f e d  in to  th e  system , c o n tro l  of th e  machine o p e ra tio n  and c o n tro l  
o f th e  o u tp u t o f th e  m achine. "3 I t  i s  g e n e ra lly  recommended t h a t  th e  
same b a lan ce  o f c o n tro ls  a s  e x is te d  in  th e  p red e ce sso r system  be 
m a in ta in e d . T his i s  accom plished by r e q u ir in g  t h a t 'a  new c o n tro l  be 
e s ta b l is h e d  t o  re p la c e  each c o n tro l  l o s t  due t o  th e  n a tu re  o f th e  
EDP system . In  an  a tte m p t t o  m a in ta in  t h i s  ba lance  i t  i s  f i r s t
3F rank  J . Curka, " E ffe c t o f E le c tro n ic  D ata P ro c e ss in g  on A u d i t in g ," 
N. A. A. B u l le t in , Vol. k2 (A p r il ,  1961) ,  p . 85 .
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n e c e ssa ry  t o  u n d ers tan d  th e  e s s e n t ia l s  o f  a  good system  of i n t e r n a l  
c o n tro l
The f i r s t  e s s e n t i a l  o f a  good system  o f i n t e r n a l  c o n tro l  i s  th e  
s e p a ra t io n  o f d u t ie s  and r e s p o n s i b i l i t i e s  among em ployees o r groups 
of employees in  such a  manner t h a t  no one p e rso n  has com plete 
acco u n tin g  c o n tro l  over s u b s ta n t ia l ly  a l l  phases o f a  b u s in e ss  t r a n s ­
a c t io n .  S ince th e  d e f in i t i o n  of i n te r n a l  c o n tro l  i s  t i e d  so c lo s e ly  
t o  th e  concept o f s e p a ra t io n  of d u tie s*  th e r e  i s  a  f a i l u r e  t o  d i s t in g u is h  
s e p a ra t io n  of d u t ie s  w ith in  th e  accoun ting  p ro c e ss  from  th e  fundam enta l 
s e p a ra t io n  re q u ire d . The b a s ic  fundam ental i s  t h a t  th e r e  shou ld  be a  
s e p a ra t io n  betw een th o se  people who a u th o r iz e  a  t r a n s a c t io n ,  a s  w e ll  
a s  th o se  re q u ire d  t o  have custody o f any a s s e t  a c q u ire d , from  th o se
people  who re c o rd  th e  a c c o u n ta b il i ty  f o r  th e  a s s e t .  T h is b a s ic
s e p a ra t io n  in  acco u n tin g  a s  w e ll  a s  in  o th e r  f u n c t io n s ,  m ust be 
r e ta in e d  in  o rd e r t o  have s a t i s f a c to r y  i n t e r n a l  c o n t r o l .^
The second e s s e n t i a l  o f good in te r n a l  c o n tr o l  c o n s is t s  o f p ro ­
cedu res  fo rm u la ted  t o  ensure  th e  accu racy  and com pleteness o f  th e  
o r ig in a l  r e p o r t in g  o f th e  source d a ta .
The t h i r d  requ irem en t o f a  good system  o f i n t e r n a l  c o n tro l  i s  
th e  e x is te n c e  of p ro ced u res  to  ensure  c o n s is te n t  and a c c u ra te  p ro ­
c e s s in g  o f source d a ta .  • '
The fo u r th  n e c e s s i ty  o f  in te r n a l  c o n tro l  i s  an  in te rm e d ia te  
review  of documents and rec o rd s  by a u th o r iz e d , know ledgable em ployees.
^Gregory M. B onl, "Impact of EDP on A u d i t in g ," The Jo u rn a l  o f
A ccountancy, Vol. 116 (Septem ber, 1963) ,  p . 42.
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F in a lly *  th e  l a s t  e s s e n t i a l  o f good c o n tro l  i s  review  and 
in te r p r e t a t i o n  of th e  end r e s u l t s  o f th e  acco u n tin g  system .
E f fe c ts  o f EDP on C o n tro l and th e  E stab lish m en t o f A lte rn a t iv e s
There i s  no th ing  in  th e  n a tu re  o f e le c t r o n ic  d a ta  p ro ce ss in g  
w hich i s  b a s ic a l ly  in c o n s is te n t  w ith  th e  afo rem en tioned  e s s e n t ia l s  
o f good in te r n a l  c o n tro l .  However* th e  means o f im plem enting th e se  
fundam entals have been a l t e r e d  in  some in s ta n c e s .
S e p a ra tio n  o f D u tie s . The o p p o r tu n it ie s  f o r  d iv id in g  d u t ie s  
and r e s p o n s i b i l i t i e s  among em ployees a r e  r e s t r i c t e d  by th e  in te g ra te d  
n a tu re  o f EDP* which c o n c e n tra te s  much o f th e  r e s p o n s ib i l i t y  w ith in  
th e  equipm ent and in  th e  hands o f a few employees c o n tr o l l in g  th e  
equipm ent.
P r io r  to  th e  adven t o f e le c t r o n ic  system s m ost in d iv id u a l  d e p a r t- ,  
m ents perform ed t h e i r  own c l e r i c a l  work to  a  g r e a t  e x te n t .  Today* in  
o rd e r  t o  e s t a b l i s h  co n tro l*  a  new o rg a n iz a t io n a l  e n t i t y  has em erged-- 
th e  d a ta  p ro c e ss in g  c e n te r—and t h i s  e n t i t y  g e n e ra te s  r e p o r ts  f o r  th e  
v a r io u s  o p e ra tin g  departm en ts a s  th e  b a s is  f o r  c a r ry in g  on t h e i r  
in d iv id u a l  o p e ra tin g  a c t i v i t i e s .
Furtherm ore* e le c t r o n ic  system s a re  c h a ra c te r iz e d  no t only  by 
c e n t r a l i z a t io n  of r e p o r t  g en era tio n *  b u t a ls o  by p h y s ic a l  c e n t r a l i ­
z a t io n  o f d a ta  p ro ce ss in g  a c t i v i t i e s  due to  r e l a t i v e l y  h ig h  equipment 
c o s t .  This c e n t r a l i z a t io n  of d a ta  p ro c e ss in g  fu n c tio n s  in to  one 
departm ent em phasizes th e  im portance o f  p ro p er c o n tro l  o f th e  d a ta  
p ro c e ss in g  c e n te r .
To combat t h i s  c e n t r a l iz a t io n *  th e  d a ta  p ro c e ss in g  c e n te r  should 
be e s ta b l is h e d  a s  a  s e p a ra te  r e s p o n s ib i l i t y  c e n te r  Independent o f th e
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employees o r ig in a t in g  o r a u th o r iz in g  sou rce  d a ta  and of th e  em ployees 
u t i l i z i n g  o r approv ing  th e  end r e s u l t s .  I n  a d d i t io n ,  c o n tro ls  .should 
be e s ta b l is h e d  over employees o p e ra tin g  th e  equipm ent by:
1 . C lo se ly  acco u n tin g  f o r  p ro c e ss in g  tim e , s in ce  
human in te rv e n t io n  n e ce ssa ry  t o  any manipu­
l a t i o n  by th e  o p e ra to r  i s  q u ite  tim e - 
consum ing.
2 . Management review  o f p ro c e ss in g  tim e and 
th e  p r i n t  ou t o f th e  conso le  ty p e w rite r ;
3 . R eq u irin g  two o p e ra to rs  t o  be p re s e n t  f o r  
a l l  p ro c e s s in g , and r o t a t in g  o p e ra to rs  
betw een s h i f t s  t o  avo id  hav ing  th e  same 
o p e ra to rs  c o n tro l l in g  th e  same p ro ce ss in g  
ru n s  each  tim e .^
In  p r a c t ic e  i t  i s  im p e ra tiv e  t h a t  in p u t ,  o u tp u t, p ro ce ss in g
and c o n tro l  fu n c t io n s  be c a r e f u l ly  se g re g a te d . The d iv is io n  o f
r e s p o n s ib l i ty  w i th in  th e  EDP departm ent m ust be s u b s t i tu te d  f o r
<■»
a  d iv is io n  of r e s p o n s ib i l i t y  w ith in  th e  company.
Source D ata C o n tro l. C o rrec t and com plete source d a ta  a re  
im p o rtan t no t on ly  f o r  c o n tro l  p u rp o ses , b u t a ls o  f o r  e f f e c t iv e  
u n in te r ru p te d  equipm ent o p e ra tio n . The c a p a b i l i ty  o f an  e le c t r o n ic  
system  t o  a c c e p t d a ta  in  i t s  o r ig in a l  form , w ith o u t r e f in in g ,  s o r t in g ,  
and sum m arizing, e l im in a te s  th e  need f o r  many of th e  norm al o p e ra tin g  
p rocedures p re s e n t  under a  'W n u a l"  system . T h ere fo re , th e  fo llo w in g  
methods o f add ing  t o  th e  r e l i a b i l i t y  o f sou rce  data* have been 
developed:
^Kenneth G. C adem atorl, "E xperience o f A u d ito rs  w ith  EDP," 
P r ic e  W aterhouse Review, Vol.if (Summer, 1959)* P» 20.
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1. r e q u ir in g  more e x te n s iv e  c o n tro ls  and checks in  th e  
o p e ra tin g  departm en ts a t  th e  tim e when th e  d a ta  i s  f i r s t  
re c o rd ed ;
2 . u s in g  independen t c o n tro l  t o t a l s  o f source d a ta  t o  check 
th e  e le c t r o n i c a l ly  p ro cessed  t o t a l s ;
3 . m achine e d i t in g  o f in p u t f o r  th e  lo g ic a l  r e l a t i o n  o f  d a ta  
and l i m i t  checks;
4 . m achine l i s t i n g  o f th e  sou rce  d a ta  p rocessed  to  he re p o r te d  
hack  to  th e  p o in t  o f o r ig in  f o r  review ; and
5. rev iew  o f  th e  f i n a l  p ro cessed  d a ta  hy p erso n n el a t  th e  
so u rce  a re a .
P ro c ess in g  C o n tro l. B arring  human in te rv e n tio n , e le c t r o n ic  
equipm ent can p ro ce ss  d a ta  w ith  r i g id  co n sis ten cy  and accu racy  f a r  
su rp a ss in g  any p re v io u s ly  a v a i la b le  method. In  a d d it io n  t o  t h i s  
in h e re n t accu racy  and th e  b u i l t - i n  c o n tro ls  of EDP equipm ent, f u r t h e r  
c o n tro l  i s  o f f e r e d  hy p re v e n tiv e  m aintenance designed  to  d e te c t  e q u ip ­
ment m a lfu n c tio n s , and programmed checks.
In te rm e d ia te  and F in a l  Review. E le c tro n ic  d a ta  p ro c e ss in g  s e v e re ly  
l i m i t s  i n t e l l i g e n t  review  o f in te rm e d ia ry  reco rd s  due to  th e  sp a rse  
amount o f v i s i b l e  in te rm e d ia ry  re c o rd s  re q u ire d  in  an  e le c t r o n ic  
system . T h is problem  has been somewhat overcome hy re q u ir in g  a  
p r in t - o u t  o f  a  com putation  o r t r a n s a c t io n .  However, in  t h i s  a re a ,  
th e re  i s  g e n e ra l ly  a  w i l l in g n e s s  t o  r e ly  on th e  accuracy  o f  th e  e q u ip ­
ment and th e  end r e s u l t s .
One of th e  advantageous a s p e c ts  o f  an  e le c tro n ic  system  i s  i t s  
a b i l i t y  t o  p roduce  v a rio u s  a n a ly se s  and re p o r ts  of end r e s u l t s  n o t 
a v a i la b le  under p re d e c e sso r manual system s. I t  i s  now p o s s ib le  t o  
o b ta in  in fo rm a tio n  h ig h lig h t in g  u nusua l t r a n s a c t io n s ,  r e g a rd le s s  o f 
th e  n a tu re  o f  t h e i r  o r ig in .
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Thus# fo rm er c o n tro ls#  no lo n g er p o s s ib le  due t o  th e  c o n c e n tra tio n  
of r e s p o n s ib i l i ty #  have been  rep la c e d  by making more e x te n s iv e  use o f 
th e  a c c u ra c y  and f l e x i b i l i t y  of th e  EDP equipm ent t o  p ro v id e  a l t e r n a ­
t i v e  c o n t r o l s .
The N ature  of EDP C ontro ls
The adequacy o f in te r n a l  c o n tro l  e s t a b l i s h e s  
a  p o in t  of d e p a r tu re  in  a u d it in g  s in c e  i t  s e rv e s  
a s  a  guage of th e  e f fe c t iv e n e s s  o f a  system  in  
fo llo w in g  i t s  p ro ce d u res . Therefore# a  c o n s id e r ­
a t i o n  o f th e  e f f e c t  of e le c t ro n ic  d a ta  p ro c e ss in g  
on a u d it in g  shou ld  p lace  c o n s id e ra b le  em phasis 
on th e  n a tu re  o f th e  in te r n a l  c o n tro l  system  
w hich a r i s e s  in  c o n ju n c tio n  w ith  th e  use o f 
com puter p ro c e ss in g .
The purpose  o f t h i s  s e c t io n  i s  t o  b r i e f ly  r e a c q u a in t  th e  re a d e r  
w ith  ty p e s  o f c o n tro ls  commonly used in  a  c o n v e n tio n a l o f f - l i n e  EDP 
system . T h is i s  n e ce ssa ry  in  o rd e r to  p o in t ou t th e  in a d e q u a c ie s  o f 
such c o n tr o ls  in  an  OLRT system# and fu r th e r#  t o  se rv e  a s  a  b a s is  
f o r  th e  subsequen t d is c u s s io n  of OLRT c o n tro ls .
I n  d is c u s s in g  c o n tro ls  a  d i s t in c t io n  i s  u s u a l ly  made betw een
a d m in is t r a t iv e  c o n tro ls  and in te r n a l  accoun ting  c o n tr o ls .  The Committee
on A u d itin g  P rocedures o f th e  American I n s t i t u t e  o f C e r t i f i e d  P u b lic
A ccoun tan ts  makes t h i s  d i s t in c t io n  in  th e  fo llo w in g  m anner:
a .  A ccounting c o n tro ls  comprise th e  p la n  o f o rg a n i­
z a t io n  and a l l  methods and p ro ced u res t h a t  a re  
concerned m ain ly  with# and r e l a t e  d i r e c t l y  to# 
sa feg u a rd in g  o f a s s e ts  and th e  r e l i a b i l i t y  o f
^ F e lix  Kaufman# E le c tro n ic  Data P ro cessin g  and A u d it in g # (New York: 
The Ronald P re s s  Co.# 19^1)# P* 123*
9^th e  f i n a n c ia l  r e c o rd s .  They g e n e ra lly  
inc lude  such  c o n tro ls  as th e  system s of 
a u th o r iz a t io n  and a p p ro v a l; s e p a ra t io n  o f 
d u t ie s  concerned w ith  re c o rd  keep ing  and 
accoun ting  r e p o r ts  from  th o se  concerned 
w ith  o p e ra tio n s  o r a s s e t  cu stody ; p h y s ic a l  
c o n tro ls  over a s s e t s ;  and in te r n a l  a u d i t in g .
b . A d m in is tra tiv e  c o n tr o ls  com prise th e  p la n  of 
o rg a n iz a tio n  and a l l  methods and p ro ced u res 
t h a t  a re  concerned  m ain ly  w ith  o p e ra t io n a l  
e f f ic ie n c y  and adherence  t o  m an ag eria l 
p o l ic ie s  and u s u a l ly  r e l a t e  only  i n d i r e c t ly  
t o  th e  f i n a n c ia l  r e c o rd s . They g e n e ra lly  
in c lu d e  such  c o n tr o ls  as  s t a t i s t i c a l  a n a ly se s ;  
tim e and m otion  s tu d ie s ;  perform ance r e p o r t s ;  
employee t r a i n i n g  program s; and q u a l i ty  
c o n tro ls .T
Bower and S c h lo sse r  s t a t e  t h a t  " th e  b a s ic  pu rposes o f in te r n a l
Q
c o n tro ls  a re  to  b rin g  r e l i a b i l i t y  in to  th e  f i n a n c ia l  in fo rm a tio n ."
And w h ile  i t  appears from  th e  above d i s t i n c t io n  t h a t  th e  a u d ito r  i s  
p r im a r i ly  concerned w ith  "acco u n tin g  c o n t r o l s ; ". c e r t a in  "a d m in is tra tiv e  
c o n tr o ls "  a re  a b s o lu te ly  e s s e n t i a l  t o  a  w e ll  p lanned ; p ro p e r ly  fu n c tio n ­
ing  EDP system .
A d m in is tra tiv e  C on tro ls
A d m in is tra tiv e  c o n tro ls  i n  e le c t r o n ic  system s shou ld  be r e la te d  
t o  th e  fo rm atio n ; docum entation  and im plem enta tion  o f o p e ra tin g  p rocedures 
in  system s d esig n ; programming; and com puter o p e ra t io n s . I t  would 
ap p ea r t h a t  th e se  a d m in is t r a t iv e  c o n tro ls  a re  more e s s e n t i a l  t o  OLRT
TAICPA; op . c i t . ;  p . 28.
®James B. Bower and R obert E. S c h lo sse r ;  " I n te r n a l  C o n tro l- - I t s  
True N a tu re ;"  A ccounting Review; Vol. 40 (A p r il ;  1965 ) ;  p . 339.
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system s th a n , to  t h e i r  p re d e c e s s o rs .
Systems D esign . The com plex ity  o f e le c t r o n ic  system s n e c e s s i ta te s  
d e ta i le d  system s d e s ig n  w hich m ust be s u f f i c i e n t l y  documented in  o rd er 
t o  e v a lu a te  and a l t e r  th e  system . W ithout p ro p e r  docum entation manage­
ment i s  unable  t o  d e te rm in e  th e  s ta g e  o f system  im plem entation  and what 
f u r th e r  s te p s  m ust be ta k e n  in  o rd e r  t o  make th e  system  o p e ra t io n a l .  ! 
Furtherm ore, when ad eq u a te  docum entation  i s  a b s e n t ,  s e r io u s  d e lay s 
i n  system s m o d if ic a t io n  occurs a s  a  r e s u l t  o f  employee tu rn o v e r .
Why i s  .docum entation any more im p o rtan t t o  an  OLRT system  th a n  to
a  c o n v en tio n a l sy s ta n ?  R obert V. Head, Vice P re s id e n t  and Manager f o r
th e  Systems P lan n in g  D iv is io n  o f th e  S e c u r i ty  F i r s t  N a tio n a l Bank
o f  Los A ngeles, s t a t e s :
A l l  of th e  a s p e c ts  o f r e a l - t im e  system s—s iz e ,  
com p lex ity , new ness, v i t a l i t y ,  and d i s r u p ta b i l -  
i t y —add up t o  an  in te g r a t io n  approach  d i f f e r e n t  
i n  degree i f  n o t i n  k ind  from  n o n -re a l- tim e  
- com m ercial i n s t a l l a t i o n s .9
I n  c o n v en tio n a l sy s tem s, docum entation  r a r e l y  c o n s is ts  of l i t t l e  
more th a n  th e  diagram s so  f a m i l ia r  t o  b a tc h  p ro c e ss in g . (See i l l u s t r a ­
t i o n  in  F ig u re  8 . )  These d iagram s, when coupled w ith  in p u t reco rd  
la y o u ts  and th e  fo rm at o f th e  o u tp u t were s u f f i c i e n t  to  a llow  th e  
p re p a ra tio n  o f d e ta i l e d  f lo w c h a r ts ,  program  coding  and system  t e s t i n g .  
W hile th e se  same b a s ic  s te p s  a re  n e ce ssa ry  i n  an  OLRT system , th e y  m ust 
be much more s t r i n g e n t ly  d e f in e d .
^Head, oj>. c i t . ,  p . 75*
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P r in t
C u rren t
F i le
S o r t
Out
f  New 
M aster 
. F i le
f  Old 
M aster 
F i le
P ro cessin g
Run
F ig u re  8 . I l l u s t r a t i o n  o f B atch P ro cessin g  Docum entation
Programming. Computer programming d e a ls  w ith  th e  p re p a ra t io n  o f 
f lo w c h a r ts , program  l i s t i n g s  and computer o p e ra tin g  in s t r u c t io n s .  
During th e  p lan n in g  and i n s t a l l a t i o n  o f a  system  o r  a p p lic a t io n , 
i t  i s  n e c e ssa ry  t o  document a l l  f a c e t s  o f program developm ent a s  p re ­
c is e ly  a s  p o s s ib le .  T his docum entation  i s  more v i t a l  in  OLRT system s 
th a n  th o se  o f a  c o n v e n tio n a l n a tu re ,  due t o  th e  numerous in te g ra te d  
r e la t io n s h ip s  found in  a  r e a l- t im e  system . James M artin  o f th e  
Systems R esearch  I n s t i t u t e  o f IBM s t a t e s :
I n  w r i t in g  programs f o r  a  b a tc h -p ro c e ss in g  
. com m ercial a p p l ic a t io n  or f o r  s c i e n t i f i c  c a lc u ­
l a t i o n s ,  th e  program s o p e ra te  la rg e ly  indepen­
d e n tly  o f one a n o th e r . The w ork-of one programmer 
does n o t i n t e r a c t  w ith  t h a t  o f o th e r s ,  excep t 
in  a  v e ry  m inor way when i t  uses th e  same r e ­
co rds o r  in p u t d a ta .  One o f th e  b ig  d if fe re n c e s  
in  r e a l - t im e  sy s t ems . . .  i s  t h a t  th e  programs 
a l l  f i t  i n to  an  in te g r a te d  system . They a re  
a l l  i n  th e  machine a t  th e  same tim e , and , 
a lth o u g h  th e y  a re  n o t a l l  i n  co re  a t  once, many 
d i f f e r e n t  com binations o f them  w i l l  be i n  core
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to g e th e r .  There a r e  many d i f f e r e n t  i n te r a c t io n s  
betw een them . One program  a f f e c t s  th e  f u n c t io n ­
in g  o f  o th e r s  i n  many, and som etim es s u r p r i s in g  
w ays .'*-0
T h e re fo re , ad eq u a te  program  docum enta tion  i s  m andato ry . W illiam
H. Desmonde o f ’IBM a d v o ca te s  t h a t  such docum en ta tion  in c lu d e  th e  f o l lo w
in g  in fo rm a tio n  i n  th e  fo llo w in g  o rd e r:
- \ l ' : T i t l e  index  from  th e  assem bly  program-1-1- ( t i t l e s
. a re  th e  h ead in g s  p rec ee d in g  i n s t r u c t i o n  g ro u p s ) .  • ' *
■ ,- ' 2 . . L i s t  o f  th e  in s t r u c t io n s  from  th e  assem bly
program . * / ■
C o n stan ts  and a re a s  a f t e r  assem bly . ;
T;7 .If. ‘ Sym bolic a n a ly z e r  assem bly (c ro s s  in d ex  o f  w here 
; v a r io u s  d a ta  and c o n s ta n ts  a re  r e f e r r e d  t o  i n  
■, th e  p ro g ram .) T his i s  u s e fu l  when changes m ust 
7 ; be  in tro d u c e d  in to  th e  program .
 ^  ^ i ' * 1 ^5. Memory p r i n t  o f th e  program  b lo c k .
’6 .’ B atches ( i n s e r t s )  l i s t i n g s .  I t  i s  o f te n  n o t 
.■ econom ical t o  reassem ble  a  program  when a n
a l t e r a t i o n  i s  n e c e ssa ry . T h is i s  p a r t i c u l a r l y  \
' . ' t h e  case  when e r r o r s  a re  found in 'd e b u g g in g ,
,s ;• o r  when system  req u irem en ts  a re  .changed.
7» D e ta i le d  f lo w c h a r t ,  c ro s s - re fe re n c e d  a g a in s t  
cod ing  by page and l in e  number.
^  James M a rtin , D esign o f R eal- Time Computer System s, op. c i-t.', p . 137*
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'. 'An. assem bly program  i s  what i s  more common,ly known a s  an  o b je c t
program', o r  th e  machine language v e rs io n  of th e  source  program .
■^"Block" i s  used in  r e a l - t im e  system s to  d e sc r ib e  I/O  o f working 
s to ra g e  a re a s  i n  m ain memory and u n i ts  o f rec o rd  s to ra g e  in  a u x i l i a r y  
memory. ■ (From .Robert V. Head, op; c i t . ,  p . 3 3 5 .)
8 . Program s p e c i f ic a t io n s .
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9 . D ata s p e c i f i c a t io n s .
F u rtherm ore , in  a d d it io n ,  and p r io r  to  program docum enta tion , 
a  programming m anual should  be developed and m a in ta in e d , c o n ta in in g  
a  w r i t te n  re c o rd  o f a l l  p o l i c i e s ,  p rocedures a n d tech n iq u es  which a re  to  
be s ta n d a rd  th ro u g h o u t th e  o rg a n iz a tio n . I t s  e x is te n c e  w i l l  f a c i l i t a t e  
comm unication and p rev en t th e  development o f d u p l ic a t io n  o f p rocedures 
o r  c o n f l i c t in g  p ro ce d u res .
Computer O p e ra tio n s . Computer o p e ra tio n s  a r e  c l a s s i f i e d  a t  tim es 
a s  p ro c e d u ra l c o n tro ls  r a th e r  th a n  a s  a d m in is tr a t iv e  c o n tr o ls .  There-' 
f o r e ,  i t  ap p ea rs  t h a t  th e  a p p lic a b le  p rocedures can be d isc u sse d  more 
l o g ic a l ly  in  th e  subsequent s e c t io n .  I t  w i l l  s u f f i c e  h e re  t o  sim ply 
s t a t e  t h a t  t i g h t  d i s c ip l in e  on th e  o p e ra to rs  o f an  o n - l in e  system  
i s  e s s e n t i a l .
P ro c e d u ra l C o n tro ls
Once th e  p la n  of o rg a n iz a tio n  has been determ ined  and a d m in is tra ­
t i v e  c o n tro ls  d e s ig n ed , a  system  m ust be developed w hich re c o rd s , 
p ro c e s s e s , summarizes and r e p o r ts  t r a n s a c t io n s  i n  acco rdance  w ith  
o rg a n iz a t io n a l  r e s p o n s ib i l i ty  and p o lic y . In  o rd e r  t o  a s s u re  th e  
accu racy  o f in fo rm a tio n  and adherence t o  company p o l ic y ,  p ro c e d u ra l 
c o n tro ls  r e l a t i n g  to  in p u t,  p ro c e ss in g , and o u tp u t m ust be developed 
and s t r i c t l y  fo llo w ed .
In p u t C o n tro ls . S tr in g e n t  c o n tro ls  m ust be e s ta b l is h e d  w ith  
r e s p e c t  t o  th e  in p u t o f  d a ta  in to  a  computer system , f o r  m achines w i l l
■'"^William H. Desmonde, op. c i t . ,  p . 1^3*
o p e ra te  j u s t  a s  e f f e c t iv e ly  w ith  In c o r re c t  d a ta  a s  w ith  c o r r e c t  d a ta .
P ro fe s s o rs  E l l i o t  and W asley f e e l  t h a t  th e re  a re  th r e e  problem  
a re a s  a s s o c ia te d  w ith  e r r o r  e l im in a tio n  in  th e  in p u t f u n c t io n .
These problem s a re :  t o  a ssu re  t h a t  raw d a ta  
a re  p ro p e r ly  t r a n s c r ib e d  in to  m ach in e-accep tab le  
language, t h a t  th e  d a ta  t o  be processed, in c lu d e  
a l l  o f th e  t r a n s a c t io n s  t h a t  to o k  p la c e , and . 
t h a t  th e  t r a n s a c t io n s  a re  p ro cessed  on ly  once. ^
The two m ajor c a te g o r ie s  o f in p u t c o n tro ls  used t o  combat th e se  
problem s a re  t r a n s c r ip t io n  c o n tro ls  and c o n tro l  t o t a l s .  C o n tro ls  which 
check  th e  accu racy  of th e  co n v ersio n  o f raw d a ta  in to  a  m achine accep ­
t a b l e  m edia a re  r e f e r r e d  t o  a s  t r a n s c r ip t io n  c o n tro ls .  A f te r  th e  
d a ta  has been  co nverted  t o  m ach in e -sen sib le  form , some ty p e  o f v e r i ­
f i c a t i o n  m ust be perform ed t o  ensure  th e  accuracy  of th e  c o n v ers io n .
The m ethods of v e r i f i c a t i o n  vary  depending upon th e  m edia o f in p u t;  
how ever, th e  fo llo w in g  a re  among th e  more caramon:
1 . M echanical key s tro k e  v e r i f i c a t i o n —A fte r  th e  key 
punched ca rd  i s  produced i t  i s  p laced  i n  a  v e r i ­
f i e r  w hich i s  s im ila r  t o  th e  key puncher ex cep t 
t h a t  i t s  fu n c t io n  i s  to  compare th e  h o le s  a lre a d y  
punched w ith  th e  v e r i f i e r  o p e ra to r 's  key s t r o k e s .
2 . V isu a l v e r i f i c a t i o n —I f  p r in te d  m a te r ia l  i s  p ro ­
duced and punched c a rd s  o r paper ta p e s  a r e  c r e ­
a te d  as a  b y -p ro d u c t, a  v is u a l  check of th e
, . r p r in te d  copy w i l l  a ls o  be a  check o f th e  m achine 
in p u t .
3 . V e r if ic a t io n  by s e l f  checking n u m b e rs - - Id e n tif ic a t io n  
numbers can be v e r i f i e d  by a' type  o f redundancy 
check w hich uses se lf -c h e c k in g  d i g i t s .
I k  '
E l l i o t  and  W asley, oj>. c i t . , p .  3^3 •
55
If. M echanical v e r i f i c a t io n  d u rin g  c r e a t io n —
C e rta in  punching d ev ices  have add and sub­
t r a c t  a b i l i t i e s .  Batch t o t a l s  a re  e n te re d  
and in d iv id u a l  ca rd s a re  s u b tra c te d  a s  
th e y  a re  punched, to  a r r iv e  a t  a  zero  
b a la n c e .
5 . T ab u la tin g  l i s t i n g s —A nother method o f  
• p ro v in g  th e  accu racy  o f key punching o f  
q u a n t i ta t iv e  d a ta  i s  th rough  th e  ta b u la ­
t i o n  o f  in p u t t r a n s a c t io n s  on ta b u la t in g  
equipm ent o r on th e  computer and v e r i f y ­
in g  th e  r e s u l t in g  t o t a l s . ! 5
The u se  o f  c o n tro l  t o t a l s  a id s  in  d i r e c t in g  th e  movement o f  
d a ta  th ro u g h  th e  system . C on tro l t o t a l s  a re  u s u a l ly  tak en  on b a tc h e s , 
o r  g ro u p s, o f  source documents 'which a re  p r e s e le c te d  and sequenced 
lo g ic a l  t r a n s a c t io n  g roups. The th re e  m ajor ty p e s  o f  c o n tro l  t o t a l s  
a re  b a tc h  t o t a l s ,  hash  t o t a l s  and reco rd  c o u n ts .
A b a tc h  t o t a l  i s  th e  sum o f  s p e c i f ic  d a ta  c o n ta in ed  in  documents
\
having  s im ila r  c h a r a c t e r i s t i c s .  T his type  o f  t o t a l  h e lp s  a s su re  t h a t  
a l l  th e  d a ta  o f  th e  b a tc h  have been p ro p e r ly  p ro c e sse d . The summa­
t io n  o f  n o n s ig n if ic a n t  item s (such as custom er numbers o r  in v e n to ry  
numbers) a re  r e f e r r e d  to  as hash t o t a l s .  The t o t a l  i s  used  m ere ly  
f o r  check ing  p u rp o se s , and no im portance i s  a t ta c h e d  to  th e  num eric 
v a lu e  o f  th i s ;  ty p e  o f  t o t a l .  Record count c o n tro ls  v a ry  c o n s id e ra b ly , 
depending upon th e  p a r t i c u l a r  system  in  u s e . . I f  prenum bered documents 
a re  u se d , a  check may be made to  determ ine t h a t  a l l  documents a re  
accoun ted  f o r .  On th e  o th e r  hand, when d a ta  a re  reco rd ed  in  punched 
c a rd s , a  sim ple card  count i s  a  good c o n tro l  te c h n iq u e .
"^R obert Young, " I n te r n a l  C o n tro l in  E le c t ro n ic  D ata P ro c ess in g  
S ystem s,"  The New York CPA, Vol. 37 (Jan u ary , 1967 )» p .  *f5*
While in  a  co n v en tio n a l EDP system  th e  use  o f  th e  above m entioned 
in p u t c o n tro ls  prove to  be ad eq u a te , in  an o n - l in e ,  r e a l - t im e  system  
th e y  become v i r t u a l l y  o b so le te . The va lue  o f  t r a n s c r ip t i o n  c o n tro ls  
becomes n e g lig ib le  in  many in s ta n c e s ,  due to  th e  absence o f  source  
docum ents. Data i s  d i r e c t l y  e n te re d  in to  th e  system  a t  th e  p o in t  
o f  o r ig in .  C o n tro l t o t a l s  a ls o  become u s e le s s ,  s in c e  in  an OLRT 
system  d a ta  i s  v e ry  r a r e ly  accum ulated and p ro c e sse d  in  l o g ic a l  
t r a n s a c t io n  g roups, and th e se  c o n tro ls  cannot be a p p lie d  b e fo re  th e  
p ro c e ss in g  o c c u rs .
P ro cess in g  C o n tro ls . The accu racy  o f  th e  a c tu a l  p ro c e s s in g  o f  
d a ta  i s  dependent upon th e  accu racy  o f  th e  programming and programmed 
checks in c lu d ed  in  th e  program s, and th e  checks d esig n ed  and b u i l t  
in to  th e  equipm ent by  th e  m an u fac tu rer.
The e x te n t  to  w hich programmed c o n tro ls -a re  u t i l i z e d  depends 
upon th e  o r i g i n a l i t y  o f  th e  programming s t a f f ,  th e  demands o f  t h e i r  
s u p e r io rs ,  th e  c a p a b i l i t i e s  o f  th e  equipm ent, and th e  need f o r  c o n tro ls  
as  opposed to  th e  c o s ts  in c u rre d  due to  th e  a d d i t io n a l  p ro c e ss in g  
tim e re q u ire d . In  e f f e c t ,  programmed c o n tro ls  p ro v id e  an au to m atic  
means o f  d e te c t in g  th re e  k inds o f  e r ro r s :
1 . e rroneous o r  incom plete  d a ta ;
2 . machine m a lfu n c tio n in g ; and . *
3 . o p e ra to r  m a lfu n c tio n in g .1^
^ R o b e r t  G. W righ t, "How Do You A udit EDP?" H askins and S e l ls  
S e le c te d  P a p e rs , 1965, c .  1965> p .  139.
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Some o f  th e  more common programmed checks in c lu d e  th e  com position  
check , which t e s t s  th e  com pleteness o f  d a ta ;  th e  l im i t  check to  d e te r ­
mine th e  re a so n a b len e ss  o f  d a ta ;  th e  coding check to  t e s t  th e  v a l i d i t y  ' 
o f  t r a n s a c t io n  codes o r  employee numbers; and th e  com bination  checks 
t o  de te rm ine  th e  independence o f  d a t a . ^
R ecen tly  David H. L i o f  th e  U n iv e rs ity  o f  W ashington has d e v ised
18a  new programmed c o n tro l—a  s t r u c tu r a l  check o f  in p u t d a ta .  Pro­
f e s s o r  L i ' s  check t e s t s  th e  l o g ic a l  r e la t io n s h ip  betw een d e b i t  and 
c r e d i t  acco u n ts  by  means o f  a  c h a r t  o f  t r a n s a c t io n  co m b in a tio n s, and 
he a d v o ca te s  i t s  u se  in  com puters w ith  m u lt ip le -a c c e s s  c a p a b i l i t i e s  
(a  c h a r a c t e r i s t i c  o f  OLRT sy s tem s).
In  a d d it io n  to  programmed c o n tro ls ,  a l l  EDP equipm ent m an u fac tu re rs
have checks b u i l t  in to  th e  equipment to  a s c e r ta in  t h a t  d a ta  i s  c o r r e c t ly
re a d ,  p ro c e sse d , and t r a n s f e r r e d  w ith in  th e  system  and rec o rd ed  on
o u tp u t m edia. These ch eck s, sometimes r e f e r r e d  to  a s  "hardw are" 
c o n tr o l s ,  in c lu d e  p a r i t y  checks, dua l re a d -w rite  h e ad s , d u a l  c i r c u i t r y
and f i l e  p ro te c t io n  r in g s .  These c o n tro ls  a re  d e s c r ib e d  in  d e t a i l  in
th e  v a r io u s  m anuals p re p a re d  b y  th e  equipment m a n u fa c tu re rs .
The u se  o f  o n - l in e , r e a l - t im e  system s h as g r e a t ly  in c re a s e d  th e  
im portance o f  e x is t in g  p ro c e ss in g  c o n tro ls  and h as  g iv en  r i s e  to  new 
c o n tr o ls .  These new p ro c e ss in g  c o n tro ls  a re  d is c u s se d  su b seq u en tly .
•^H ask ins and S e l l s .  I n te r n a l  C ontro l in  E le c tro n ic  A ccounting 
System s, (New York: 1965 ) ,  pp . 73-84; W. Thomas P o r te r ,  J r . ,  A ud iting  
E le c t ro n ic  System s, (Belm ont, C a lifo rn ia :  Wadsworth P u b lish in g  Company, 
1 9 6 6 ), p p . 17-19 .
l 8David H. L i, "A S t r u c tu r a l  Check o f  A ccounting  In p u t Data in  
a  Computer System ," The Jo u rn a l  o f  Accountancy, V ol. 123 (June , 1967) ,  
p p . 5^ -7 . Joseph A. G reco, "Comments on th e  S t r u c tu r a l  Check o f  In p u t 
D ata  in  a  Computer System ," The Jo u rn a l o f  A ccountancy, V ol. 125 
(Ju n e , 1968) ,  p .  46 -52 .
O utput C o n tro ls . O utput c o n tro ls  de term ine  t h a t  th e  p ro ce ssed  
d a ta  do no t in c lu d e  any u n au th o rize d  a l t e r a t i o n s  hy  th e  com puter 
o p e ra tio n s  s e c t io n ,  t h a t  d a ta  a re  s u b s ta n t i a l ly  c o r r e c t  and re a so n a b le , 
and t h a t  a l l  e r r o r s  d e te c te d  in  p ro c e ss in g  have been  c o r re c te d . Good 
o u tp u t c o n tr o l  r e q u ire s  a  r e g u la r ,  sy s te m a tic  rev iew  to  de te rm ine  
w hether th e  e s ta b l is h e d  req u irem en ts  a re  b e in g  m et, by making use 
o f  such y a rd s t ic k s  a s  d e p a rtm e n ta l b u d g e ts  and s ta n d a rd s . O utput 
c o n tro l  i s  b a s i c a l l y  th e  same, r e g a rd le s s  o f  th e  ty p e  o f  e le c t r o n ic  
system  in  u se .
Thus, w ith  a  b a s ic  u n d e rs tan d in g  o f  th e  c o n tro ls  found in  a  
co n v en tio n a l EDP system , i t  i s  now p o s s ib le  to  an a ly ze  th o se  c o n tro ls  
p e c u l ia r  to  an  OLRT system .
C on tro ls  in  On-Line Real-Tim e Systems
The o n ly  way in  which an a u d i to r  can ach iev e  th e  n e c e ssa ry  
con fidence  in  th e  o p e ra tio n  o f  an OLRT system  i s ' th ro u g h  a  b a s ic  
u n d e rs tan d in g  o f  how th e  system  o p e ra te s ,  how r e s u l t s  a re  o b ta in e d , 
and what sa feg u a rd s  have been i n s t i t u t e d  and a re  a c tu a l ly  u t i l i z e d .
The p re v io u s ly  d isc u sse d  c o n v en tio n a l c o n tro l  c o n ce p ts , p a in ­
s ta k in g ly  desig n ed  over th e  p a s t  y e a rs  f o r  b a tc h  p ro c e s s in g  system s 
a re  no lo n g e r  ad eq u a te . The u t i l i z a t i o n  o f  o n - l in e  communication 
f a c i l i t i e s ,  dup lex  equipment c o n f ig u ra tio n s , m u ltip ro c e ss in g  and 
m ultiprogram m ing n e c e s s i ta te s  th e  developm ent o f  a d d i t io n a l ,  more 
complex c o n tr o ls ,  i f  th e s e  system s a re  to  p ro c e ss  in fo rm a tio n  a c c u ra te ly  
and e f f i c i e n t l y .
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On-Line C on tro ls
The concept o f  u s in g  comm unication l in e s  to  t r a n s m it  d a ta  in  
OLRT system s re q u ire s  th e  use  o f  an  o n - l in e  rem ote te rm in a l  th rough  
which m essages a re  t r a n s m it te d  t o ,  o r  re c e iv e d  from , a  com puter.
When o p e ra tin g  in  t h i s  manner i t  i s  im p o rtan t to  en su re  t h a t  a l l  
d a ta  t r a n s m it te d  a re  re c e iv e d  and p ro p e r ly  p ro c e sse d . To p re v e n t 
m essages from b e in g  l o s t  o r  im properly  p ro c e sse d , th e  fo llo w in g  con­
t r o l s  p ro v id e  a  ro u t in e  check on m essages se n t th ro u g h  th e  system .
Message I d e n t i f i c a t i o n . E very  m essage t r a n s m it te d  i s  norm ally  
composed o f  two p a r t s :  h ead e r and t e x t .  The h ead er c o n ta in s  in fo rm a- 
t i o n  n e ce ssa ry  t o  d i r e c t  th e  message to  i t s  d e s t in a t io n ,  in  a d d it io n  
to  o th e r  c o n tro l  in fo rm a tio n . The t e x t  i s  t h a t  p o r t io n  o f th e  message 
which i s  to  he re c e iv e d  h y  a n o th e r  te rm in a l  o r  p ro c e sse d  hy a  
program .
U su a lly  th e  message h ead er c o n ta in s  c o n tro l  in fo rm a tio n  such a s :
1 . One o r  more d e s t in a t io n  codes.
2 . The code name f o r  th e  o r ig in a t in g  te rm in a l .
3• The in p u t sequence num ber.
k .  A message ty p e  in d ic a to r .
5 .  Any o th e r  n e c e ssa ry  c o n tr o l  type  d a t a . ^9
The d e s t in a t io n  codes i d e n t i f y  th e  te rm in a l( s ^  o r  p ro c e ss in g  
program  which i s  to  re c e iv e  th e  m essage. The message type  in d ic a to r  
can he used to  i d e n t i f y  a  message t h a t  i s  to  he p ro c e sse d  in  a s p e c ia l
IQ
IBM Systems R eference L ib ra ry , IBM System /360, D isk O pera ting  
System QTAM Message C o n tro l Program , T h ird  e d i t i o n ,  J u ly  i 960 , F i le  
No. S360-30, Form C30-5004-2, p .  23 .
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m anner. Any o th e r  n ecessa ry  c o n tro l  in fo rm a tio n  may a ls o  be in c lu d e d , 
such a s  th e  d a te  and tim e th e  m essage i s  s e n t ,  th e  d a te  and tim e i t  
i s  re c e iv e d , and th e  o u tp u t sequence number.
The above in fo rm a tio n  i s  n e c e ssa ry  to  en su re  p ro p e r m essage flow  
and p ro c e s s in g . I f  a message w ith  an in c o r r e c t  header i s  re c e iv e d , 
i t  shou ld  be re ro u te d  fo r  c o r r e c t io n  o r  r e j e c te d  w ith  a  re q u e s t  to
20th e  o r ig in a t in g  te rm in a l f o r  r e tr a n s m is s io n  o f  th e  e n t i r e  m essage.
Message T ransm ission  C o n tro ls . Message tra n s m is s io n  c o n tro l  i s  
accom plished by  a s s ig n in g  each m essage a  number and su b seq u e n tly  
v e r i f y in g  th e  sequence o f  th e  m essage numbers re c e iv e d . These 
s e q u e n t ia l  message numbers may be  e i t h e r  o p e ra to r-a d d e d  o r  com puter- 
added . 21
W ith o p e ra to r-ad d ed  s e r i a l  num bers, th e  o p e ra to r  a s s ig n s  a  sequen­
t i a l  number t o  each message s e n t .  The re c e iv in g  computer checks to  
a s c e r t a in  t h a t  th e  s e r i a l  number on th e  message i s  one h ig h e r  th a n  th e  
number on th e  l a s t  message s e n t  from  th e  te rm in a l  in  q u e s tio n . I f  th e  
system  becomes u n o p e ra tiv e  and r e s t a r t s  a f t e r  a  p e r io d  o f  down tim e , 
each o p e ra to r  re tra n s m its  h i s  l a s t  m essage and th e  com puter checks 
to  be  c e r t a in  t h a t  a l l  s e r i a l  numbers a re  in  th e  p ro p e r sequence and 
t h a t  no message i s  s to re d  tw ic e . F u rth e rm o re , in  a d d it io n  to  th e  
o p e ra to r  s e q u e n t ia l ly  numbering each  m essage t r a n s m it te d  t o  th e  computer, 
th e  computer m a in ta in s  a  s e q u e n t ia l  number l i s t  f o r  each m essage se n t
20R obert F. Moloney, "New G en era tio n  EDP C o n tro ls ,"  Management 
S e rv ic e s , (M arch-A pril, 1968) ,  p .  16 .
21James M a rtin , Design o f  Real-Tim e Computer System s, o£ . c i t . , 
p .  550-52.
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t o  each te rm in a l . T h e re fo re , th e  o p e ra to r  i s  a b le  to  determ ine 
w hether o r  n o t a l l  o u tp u t s e n t  by  th e  computer has been  re c e iv e d .
On th e  o th e r  hand, in  some system s i t  i s  n o t th e  o p e ra to r  who 
a s s ig n s  th e  message a  sequence number, b u t r a th e r  th e  computer i t s e l f .  
The s e r i a l  number i s  te m p o ra r i ly  w r i t te n  on th e  f i l e  re c o rd s  which 
th e  message causes to  be u p d a ted . I f  i t  i s  n e c e ssa ry  fo r  r e s t a r t  
p ro ced u res to  occur th e  com puter i s  th e n  capab le  o f  de te rm in in g  
w hether o r  n o t a  c e r t a in  f i l e  has been  updated  b y  a  p a r t i c u l a r  message 
number.
D e tec tio n  o f  T ransm ission  E r r o r s . While th e  assignm ent o f  sequence 
numbers p ro v id es  an adequate  c o n tr o l  in  a s s u r in g  t h a t  a l l  m essages se n t 
a re  re c e iv e d , i t  in  no way d e te rm in es  th e  c o rre c tn e s s  o f  th e  in fo rm a tio n  
re c e iv e d . Communication c i r c u i t s  o f  o n - l in e  system s a re  s u b je c t  to  a 
v a r i e ty  o f  env ironm enta l c o n d itio n s  t h a t  do n o t a f f e c t  o f f - l i n e  
o p e ra t io n s . Some o f  th e s e  c o n d itio n s  (nearby  h ig h  v o lta g e  l i n e s ,  
a c c id e n ta l  in d u c tio n  betw een c i r c u i t s ,  im pulses caused by  l ig h tn in g )  
may c re a te  "n o ise"  in  th e  c i r c u i t  and cause u n p re d ic ta b le  e r r o r s  in  
t r a n s m it te d  m essages. A n e c e ssa ry  r e q u i s i t e  f o r  a c c u ra te  system  
perform ance i s  th e  a b i l i t y  fo r  d e te c t io n  o f  such e r r o r s ,  and c o r re c t io n  
where p o s s ib le .
On most system s, some form o f  redundancy i s  b u i l t  in to  messages
so t h a t ,  when th e y  a re  re c e iv e d , th e y  may be in sp e c te d  fo r  e r r o r s .
T h is in s p e c tio n  can be  perform ed a t  th e  c h a ra c te r  l e v e l  a n d /o r  a t
th e  message l e v e l .  C h a ra c te r  check ing  i s  norm ally  accom plished th rough
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22th e  a d d it io n  o f  an e x t r a  b i t  to  th e  d a ta  b i t s  com prising th e  c h a ra c te r  
code so t h a t  th e  t o t a l  number o f  1  b i t s  in  any c h a ra c te r  i s  alw ays
pO
odd (o r alw ays e v en ). . The re c e iv in g  u n i t  checks each c h a ra c te r  fo r  
p ro p e r p a r i t y .  T his method o f  checking i s  c a l le d  v e r t i c a l  redundancy 
checking (VRC).
W hile VRC d e te c t s  a l l  e r r o r s  in v o lv in g  th e  p ic k in g  up o r  d ropp ing  
o f  a  s in g le  b i t ,  i t  i s  in c a p a b le  o f  d e te c t in g  double e r r o r s .  I t  does 
no t d e te c t  m u lt ip le  b i t  e r r o r s  o r  m issin g  c h a ra c te r s .  To overcome th e s e  
d e f ic ie n c ie s ,  i t  i s  n e c e ssa ry  to  accum ulate p a r i t y  lo n g i tu d in a l ly
2ka long  a message a s  w e ll  a s  v e r t i c a l l y  a c ro s s  c h a ra c te r s .  In  t h i s  
te c h n iq u e , known a s  lo n g i tu d in a l  redundancy checking  (LRC), a s p e c ia l  
c h a ra c te r  i s  in s e r te d  a t  th e  end o f  a  message o r  message b lo ck  so t h a t  
th e  t o t a l  o f  th e  s e t t in g s  a lo n g  th e  same b i t  p o s i t io n  in  a l l  c h a ra c te r s  
i s  alw ays odd. T h e re fo re , th ro u g h  LRC m iss in g  c h a ra c te rs  a re  d e te c te d . 
Data P ro te c t io n  C o n tro ls
Due to  th e  o n - l in e  c a p a b i l i ty  in h e re n t  in  r e a l- t im e  system s, 
th e se  system s must be m ust more r e l i a b l e  th an  c o n v en tio n a l e le c t r o n ic  
system s. The rea so n s  f o r  t h i s  a re :  f i r s t ,  th e  system  i s  more au to m atic  
and e r r o r s  can e a s i l y  rem ain u n d e tec ted  and second , due to  th e  n a tu re  
o f  th e  system , s e r io u s  inconven iences occu r when th e  system  ceases  
to  fu n c tio n .
' * 22C o n tra c tio n  o f  b in a ry  d i g i t .
23IBM Systems R eference  L ib ra ry , IBM System /360, In tro d u c tio n  to  
T e le p ro c e ss in g , Second e d i t io n  ( J u ly , 1968), F i l e  No. S360-30, Form 
C30-2007-1, p .  20.
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Since in fo rm a tio n  housed in  memory i s  a v a i la b le  to  te rm in a l  
o p e ra to rs  upon t h e i r  r e q u e s t ,  th e re  i s  a  good p o s s ib i l i t y  o f  d a ta  b e in g  
used by  u n a u th o riz e d  p e rs o n n e l, o r  d e s tro y e d  o r  im properly  p ro ce ssed  
due to  c a r e le s s n e s s .  T h e re fo re , programmed c o n tro ls  must be d e v ised  
which w i l l  .e lim in a te  any p o s s i b i l i t y  o f  im proper use  o f  d a ta ,  in c o r r e c t  
f i l e  u p d a tin g , and d e s t r u c t io n  o f  d a ta  and program s s to re d  in  memory.
U nau tho rized  D ata Usage. The p re v e n tio n  o f  u n au th o rized  d a ta  
usage can u s u a l ly  be  accom plished  by  th e  u se  o f  lockwords and a u th o r i ty  
l i s t s . L o c k w o r d s ,  o th erw ise  known a s  "keywords" o r  "passw ords", 
a re  composed o f  s e v e r a l  c h a ra c te rs  in  a  d a ta  f i l e  which th e  in p u t  
message m ust m atch in  o rd e r  to  g a in  a c c e ss  to  th e  f i l e .  T his ty p e  
o f  c o n tro l  can be s o p h is t ic a te d  th ro u g h  th e  use  o f  s e v e ra l lo c k ­
w ords. Thus, one s e t  o f  c h a ra c te rs  t r a n s m it te d  to  th e  f i l e  would 
a llow  th e  f i l e  to  be  r e t r i e v e d  f o r  re a d in g  pu rposes on ly ; a n o th e r  
group o f  c h a ra c te r s  would a llo w  th e  f i l e  to  be r e t r ie v e d  f o r  re a d in g  
from and w r i t in g  in to  th e  f i l e .  Such lockw ords should be e n te re d  
in to  th e  system  in  a  n o n -p r in t  mode to  p re v e n t u n au th o rized  u s e r s  from 
g a in in g  a c c e ss  t o  th e  code.
A nother form  o f  d a ta  p r o te c t io n  i s  th e  u se  o f  a u th o r i ty  l i s t s .
In  t h i s  in s ta n c e  th e  passw ord i d e n t i f i e s  th e  p erson  t r a n s m it t in g  
from th e  rem ote te rm in a l .  A f te r  th e  o p e ra to r  has made c o n ta c t and 
i d e n t i f i e d  h im s e lf ,  th e  computer checks to  determ ine what type  o f  
in fo rm a tio n  th e  in d iv id u a l  i s  a u th o r iz e d  to  sen d  . and re c e iv e .
25R obert F . M oloney, op,, c i t . , p .  17 .
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The use  o f  lockw ords and a u th o r i ty  l i s t s  p ro v id e  adequate  p ro ­
t e c t i o n  p ro v id e d  th e  code system  rem ains unbroken. In  a d d it io n  to  th e  
u se  o f  such co d es, a  m on ito rin g  ro u tin e  should  he developed  which would 
count th e  number o f  u n su c c e ss fu l a tte m p ts  made to  e n te r  th e  system  
and a f t e r  some p red e te rm in ed  number o f  a tte m p ts  f a i l e d ,  would s ig n a l  
a  dow nline s t a t i o n  o f  th e  a p p a ren t u n au th o rized  a c t i v i t y .
In c o r r e c t  F i le  U pda ting . The ty p e s  o f  e r r o r s  w hich can o ccu r 
d u rin g  d a ta  tra n s m is s io n  a re  e a s i l y  d e te c te d  th ro u g h  e d i t  ro u t in e s  
and th e  u se  o f  th e  p re v io u s ly  d e sc r ib e d  c o n tro ls .  However, s e r io u s  
consequences can a r i s e  in  a  m ultiprogram med system  when two t r a n s ­
a c t io n s  a tte m p t to  p ro c e ss  th e  same f i l e  s im u lta n eo u s ly . W ithout 
p ro v is io n s  to  en su re  t h a t  o n ly  one t r a n s a c t io n  can update  a  f i l e  a t  
a  tim e , th e  changes c re a te d  by  one t r a n s a c t io n  w i l l  be e ra se d  when 
a n o th e r  t r a n s a c t io n ,  o c c u rr in g  s im u lta n eo u s ly , i s  rec o rd ed .
In  th e  IBM system  so ftw are  package th e re  i s  a  p ro ced u re
( r e f e r r e d  to  a s  "e x c lu s iv e  c o n tro l" )  which p e rm its  o n ly  one t r a n s a c t io n
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a t  a  tim e  to  u p d a te  a  f i l e .  T his "ex c lu s iv e  c o n tro l"  i s  ach iev ed  
by r e q u ir in g  each  t r a n s a c t io n  to  g a in  th e  p e rm iss io n  o f  th e  su p e r­
v is o ry  program  to  update  a  f i l e .  I f  th e  f i l e  i s  a v a i la b le ,  th e  
su p e rv iso ry  program  g ra n ts  p e rm iss io n  and th e  r e q u e s tin g  t r a n s a c t io n  
u p d a te s  th e  f i l e .  D uring t h i s  p e r io d  no o th e r  t r a n s a c t io n  i s  g ra n te d  
p e rm iss io n  to  a c c e ss  th e  f i l e .
D e s tru c t io n  o f  I n t e r n a l ly  S to red  In fo rm a tio n . In  a  m ultiprogram m ed 
system  th e  c o n tr o l  program , o p e ra t io n a l  program s, and queues o f  m essages
(a w a itin g  p ro c e ss in g  o r  in  th e  a c t  o f  b e in g  p ro c e sse d )  w i l l  a ll- be  
s to re d  in  memory.. Through a  program  o r  machine e r r o r  (u s u a l ly  th e  
fo rm er) an o p e ra t io n a l  program  could  exceed i t s  a p p lic a b le  s to ra g e  
a r e a ,  th e re b y  a l t e r i n g  o r  d e s tro y in g  b th e r  i n t e r n a l l y  s to re d  i n f o r ­
m ation . T h e re fo re , ev e ry  system  must p ro v id e  some ty p e  o f  memory 
p r o te c t io n .
Damage to  f i l e s  occu rs v e ry  in f r e q u e n tly ,  b u t when i t  does happen 
a  d e ta i l e d  means o f  f i l e  r e c o n s tru c t io n  must be  p r e s e n t .  The t r a d i ­
t i o n a l  m agnetic  ta p e  system  u se s  th e  concept o f  ’’g ra n d fa th e r ,"  
" f a t h e r ,"  and "son" ta p e s .  A re c o rd  i s  re a d  from th e  f a th e r  t a p e ,  
upda ted  and w r i t te n  on th e  son ta p e  (w ith o u t e ra s in g  th e  f a t h e r ) .
I f  th e  son i s  d e s tro y e d , i t  can be re c o n s tru c te d  from  th e  f a th e r  
ta p e .  L ikew ise , i f  n e c e ssa ry , th e  f a th e r  can be re c o n s tru c te d  from 
th e  g ra n d fa th e r .
However, in  a  r e a l- t im e  system  such a  p ro ced u re  i s  im p o ss ib le . 
Here a  re c o rd  i s  re a d , u p d a ted , and th e  new re c o rd  w r i t te n  back  in  
th e  same lo c a t io n ,  e ra s in g  th e  p re v io u s  one. In  t h i s  case  th e  f i l e  
may be p e r io d ic a l ly  ’’dumped" le a v in g  s u f f i c i e n t  in fo rm a tio n  in  some 
tem porary  s to ra g e  m edia to  r e c o n s tru c t  changes made s in c e  th e  f i l e  
was l a s t  dumped.
A nother method o f  f a c i l i t a t i n g  re c o n s tru c t io n  p ro ce d u res  i s  
th ro u g h  th e  u se  o f  a  lo g  which i s  a  c o n s ta n t ly  k e p t re c o rd  o f  th e
27t r a n s a c t io n s  b e in g  p ro c e sse d . Subsequent to  a  com puter f a i l u r e  
th e  r e s t a r t  p ro ced u res  c e n te r  around th e  use o f  th e  lo g .  The t r a n s ­
a c t io n  lo g  i s  k e p t by  th e  com puter, and i t  i s  g e n e ra l ly  d e s i r a b le
27 James M a rtin , ££ . c i t . , p .  552.
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t h a t  th e  w r i t in g  o f  th e  lo g  he th e  f i r s t  a c t io n  tak en  when a  message 
i s  re c e iv e d .
The p rim ary  c o n tro l  tech n iq u e  to  ensure  t h a t  a  program  a n d /o r  
d a ta  do no t in f r in g e  upon p re v io u s ly  a l lo c a te d  s to ra g e  i s  th e  concept 
o f  th e  boundary r e g i s t e r .  T his type  o f  c o n tro l  r e q u ir e s  a d d i t io n a l  
equipm ent, in  th e  form o f  an upper and low er boundary  r e g i s t e r .
S p e c ia l  in s t r u c t io n s  d e fin e  th e  upper and low er co re  s to ra g e  
a d d re sse s  o f  a  program  when i t  i s  loaded  in to  th e  p ro c e s s o r .  Then 
th e  machine compares ev e ry  in s t r u c t io n  to  be p ro c e sse d  w ith  th e  boun­
d a ry  r e g i s t e r s .  I f  th e  ad d re ss  o f  an in s t r u c t io n  i s  o u ts id e  th e se  
l i m i t s ,  i t  i s  n o t ex ecu ted . In  t h i s  in s ta n c e  an  i n t e r r u p t  o c c u rs , 
and c o n tro l  i s  t r a n s f e r r e d  to  th e  su p e rv iso r  program  f o r  a p p ro p r ia te  
a c t io n .
T h e re fo re , i t  can be seen th a t  th e  approaches to  p r o te c t in g  memory 
v a ry , depending upon th e  equipm ent in  u se .
Emergency P rocedures
R eal-tim e system s must o p e ra te  w ith o u t s to p p in g  f o r  f ix e d  p e r io d s  
o f  tim e , th e  d u ra tio n  depending upon th e  system  c o n f ig u ra tio n . When 
a  m a lfu n c tio n  occu rs in  some component w hile  th e  system  i s  in  o p e ra ­
t i o n ,  a  d e c is io n  must be made as to  w hether to  h a l t  th e  p ro c e ss in g  
o r  to  co n tinue  a f t e r  sw itch in g  to  some ro u tin g  to  h an d le  th e  problem . 
W ith re s p e c t  to  OLRT system s, th e  ru le  i s  t o  keep th e  system  o p e ra tin g  
i f  a t  a l l  p o s s ib le .  The two m ajor methods o f  r e in f o r c in g  computer 
r e l i a b i l i t y  d u rin g  p e r io d s  o f  hardware m a lfu n c tio n  a re  f a l l - b a c k  and 
d u p lex in g .
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F a ll-B a c k . F a ll-b a c k , sometimes r e f e r r e d  to  a s  " g ra c e fu l
d e g ra d a tio n ,"  occu rs in  a  non-duplexed system  when an equipm ent
component becomes u n o p e ra tiv e  b u t th e  lo s s  i s  n o t s e r io u s  enough to
c lo se  down th e  e n t i r e  system .
F a llb a ck  means t h a t  th e  system  m o d ifie s  
i t s  mode o f  o p e ra tio n  to  circum vent th e  
e r r o r .  . . .A system  may be desig n ed  
w ith  more th an  one com puter, sp a re  f i l e  
u n i t s ,  and a l t e r n a t iv e  d a ta  p a th s  so
t h a t  some type  o f  f a l lb a c k  can be used  
whenever a  s in g le  component f a i l u r e  
o c c u rs . . . .Any fu n c tio n s  f o r  which 
a  f a s t  response  i s  no t m andatory may be 
te m p o ra r ily  sh e lv ed . 28
There a re  fo u r  c la s s e s  o f  equipm ent f a i l u r e  f o r  which f a l l - b a c k
p ro ced u res  must be d e v ise d . These a re :
1 . F a i lu re  o f  an in p u t o r  o u tp u t u n i t .  Under 
th e s e  c ircum stances th e  u n o p e ra tiv e  u n i t  may 
be re p la c e d  by an a l t e r n a t iv e  u n i t .
2 . F a i lu re  o f  a  f i l e  o r drum. Use o f  an a l t e r ­
n a tiv e  f i l e  o r drum means t h a t  two co p ies
o f  im portan t d a ta  f i l e s  shou ld  u s u a l ly  be  
k e p t updated .
3 . F a i lu re  o f  a m u ltip le x o r  o r  l i n e  in p u t d e v ic e .
T his f a i l u r e  d r a s t i c a l l y  c u r t a i l s  th e  p e r f o r ­
mance o f  th e  system , u n le s s  sw itchover t o  a
d u p lic a te  m u ltip le x o r  can be made. However, 
key  in fo rm a tio n  may s t i l l  re a ch  th e  p ro c e ss o r  
th rough  a l t e r n a t iv e  i/O  u n i t s .
4 . F a i lu re  o f  th e  main com puter. The d es ig n in g  
o f  a  system  w ith  a s a t e l l i t e  com puter p re v e n ts  
com plete f a i l u r e  when th e  main com puter b e ­
comes u n o p e ra tiv e .29
28James M a rtin , oj>. c i t . , pp . 5^ -5 .
^ Ja m e s  M artin , Programming Real-Time Computer System s,
(Englewood C l i f f s ,  New Je rse y : P re n t ic e -H a l l ,  I n c . ,  1965) ,  pp . 236-37*
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In  systems which o p e ra te  2^ hours a  day , f a l l - b a c k  p ro ced u res 
a re  n ecessa ry  no t o n ly  f o r  equipm ent f a i l u r e ,  b u t  a l s o ,  f o r  th e  
perform ance o f  p re v e n tiv e  m ain tenance .
D uplexing. I f  th e  f a l l - b a c k  p rocedure  does n o t p ro v id e  s u f f i c i e n t  
r e l i a b i l i t y ,  i t  may be n e c e ssa ry  to  duplex  th e  main com puter. This 
i s  accom plished th rough  th e  u se  o f  d u p l ic a te  com puters and f i l e s ,  
so t h a t  in  th e  even t o f  any  p a r t i c u l a r  component f a i l u r e  an  a l t e r n a ­
t i v e  one can enab le  th e  system  to  .continue o p e ra t in g . (See F igu re  6 , 
page 3 7 . )
T h e re fo re , i t  can be seen  t h a t  emergency p ro ced u res  must be 
co n sid e red  from th e  b eg in n in g  in  th e  d e s ig n  o f  a  r e a l - t im e  system .
I t  has been shown t h a t  i f  a u d i to r s  a re  to  rev iew  such com pli­
c a te d  a p p lic a t io n s ,  i t  i s  n e c e ssa ry  t h a t  th e y  be f a m i l ia r  w ith  th e  
r e a l- t im e  c o n tro ls  n e c e ssa ry  to  en su re  t h a t  th e  d e sired - r e s u l t s  
a re  produced.
Summary
The scope o f  th e  d e f i n i t i o n  o f  i n t e r n a l  c o n tro l  ta k e s  in to  
c o n s id e ra tio n  more th an  j u s t  th e  p r o te c t io n  o f  a s s e t s ,  re c o g n iz in g  
t h a t  a  system  o f  i n t e r n a l  c o n tro l  ex tends beyond m a tte rs  d i r e c t l y  
r e l a t e d  to  f in a n c ia l  fu n c t io n s . I t  i s  concerned w ith  th e  o v e r - a l l  
o p e ra t io n s .
In te r n a l  c o n tro l  in  an  EDP system  encompasses c o n tro l  o f  d a ta  
in p u t ,  machine p ro c e s s in g , and o u tp u t, and in c re a s e d  em phasis must 
be  p la c e d  on th e  review  o f  c o n tro ls  due to  c e n t r a l i z a t io n  and concen­
t r a t i o n  o f  d a ta  p ro c e ss in g  in  an e le c t r o n ic  system .
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The e s s e n t ia l s  o f  c o n tro l  in  any system  ( e le c t r o n ic  o r  o th e rw ise ) 
c o n s is ts  o f :
1 . th e  s e p a ra tio n  o f  d u t ie s  and r e s p o n s i b i l i t i e s  among 
employees in  such a  manner t h a t  no one p e rso n  has 
com plete acco u n tin g  c o n tr o l  ov e r s u b s ta n t ia l ly  a l l  
phases o f  a  b u s in e ss  t r a n s a c t io n ;
2 . fo rm u la tio n  o f  p ro ced u res  t o  en su re  th e  accu racy  and 
com pleteness o f  th e  o r ig in a l  re p o r t in g  o f  th e  sou rce  
d a ta .
3 . th e  e x is te n c e  o f  p ro ce d u res  to  en su re  c o n s is te n t  and 
a c c u ra te  p ro c e ss in g  o f  sou rce  d a ta ;
*4-. th e  in te rm e d ia te  rev iew  o f  documents and re c o rd s  by  
a u th o r iz e d , know ledgable em ployees; and
5 . rev iew  and in te r p r e t a t i o n  o f  th e  end r e s u l t s  o f  th e  
accoun ting  system s.
There i s  n o th in g  in  th e  n a tu re  o f  e le c t r o n ic  d a ta  p ro c e ss in g 'w h ic h  i s
b a s ic a l ly  in c o n s is te n t  w ith  th e s e  e s s e n t i a l s ;  however, th e  means o f
im plem enting them have been a l t e r e d .
In  d is c u s s in g  c o n tro ls  a  d i s t i n c t i o n  i s  u s u a l ly  made betw een 
a d m in is tra t iv e  c o n tro ls  and a cc o u n tin g  c o n tr o ls .  A d m in is tra tiv e  
c o n tro ls  in  e le c t r o n ic  system s sh o u ld  be r e l a t e d  to  th e  fo rm a tio n , 
docum entation and im plem enta tion  o f  o p e ra tin g  p ro ced u res  in  system s 
d e s ig n , programming, and com puter o p e ra t io n s .  A ccounting  c o n tro ls  
must r e l a t e  to  in p u t,  p ro c e s s in g  and o u tp u t.
S tr in g e n t  c o n tro ls  must be e s ta b l is h e d  w ith  r e s p e c t  to  th e  in p u t 
o f  d a ta  in to  a  computer system , f o r  m achines w i l l  o p e ra te  j u s t  a s  
e f f e c t i v e ly  w ith  in c o r re c t  d a ta  a s  w ith  c o r r e c t  d a ta .  The two m ajor 
ty p es  o f  in p u t c o n tro ls  a re  t r a n s c r ip t i o n  c o n tro ls  and c o n tro l  t o t a l s ;  
however, th e y  become v i r t u a l l y  o b s o le te  in  an  OLRT system . The v a lu e  
o f  t r a n s c r ip t io n  c o n tro ls  becomes n e g l ig ib le  in  many in s ta n c e s ,  due
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t o  th e  absence o f  source documents. D ata i s  d i r e c t l y  e n te re d  in to  
th e  system  a t  th e  p o in t  o f  o r ig in .  C o n tro l t o t a l s  a ls o  become u s e le s s ,  
s in c e  in  an OLRT system , d a ta  i s  v e ry  r a r e l y  accum ulated  and p ro cessed  
in  lo g ic a l  t r a n s a c t io n  groups, and th e s e  c o n tro ls  cannot be a p p lie d  
b e fo re  th e  p ro c e ss in g  occu rs .
P ro cessin g  c o n tro ls  in c lu d e  programmed, machine and o u tp u t 
c o n tro ls .  The use  o f  OLRT system s h as  g r e a t ly  in c re a s e d  th e  impor­
ta n c e  o f  e x is t in g  p ro ce ss in g  c o n tro ls  and h as g iven  r i s e  to  new 
c o n t r o l s .
The concept o f  u sin g  communication l i n e s  to  t ra n s m it  d a ta  in  
OLRT system s re q u ire s  th e  use o f  o n - l in e  rem ote te rm in a ls  th rough  
which m essages a re  t ra n s m itte d  t o ,  o r  re c e iv e d  from , a  com puter.
When o p e ra tin g  in  t h i s  manner i t  i s  im p o rtan t to  en su re  t h a t  a l l  
d a ta  tr a n s m it te d  a re  rec e iv e d  and p ro p e r ly  p ro c e sse d . To p re v e n t 
m essages from  b e in g  l o s t  o r im p ro p erly  p ro c e ss e d , th e  fo llo w in g  
c o n tro ls  must be p re s e n t:
1 . Message i d e n t i f i c a t i o n —to  e n su re  p ro p e r  message flow  
and p ro c e ss in g .
2 . Message tra n sm iss io n  c o n tro l—to  en su re  t h a t  a l l  m essages 
s e n t  a re  rec e iv e d .
3 . D e tec tio n  o f  tra n sm iss io n  e r r o r s —t o  de term ine  th e  c o rre c tn e s s  
o f  th e  in fo rm atio n  re c e iv e d .
In fo rm ation  housed in  th e  memory o f  an  o n - l in e  system  i s  a v a i la b le  
to  te rm in a l  o p e ra to rs  upon t h e i r  r e q u e s t .  T h e re fo re , a  good p o s s i b i l i t y  
e x i s t s  o f  d a ta  be ing  used by u n a u th o riz e d  p e rs o n n e l, o r  d e s tro y ed  
o r  im properly  p ro cessed  due to  c a r e le s s n e s s .  Thus, programmed c o n tro ls  
must be d ev ised  which w i l l  e lim in a te  any  p o s s i b i l i t y  o f  im proper d a ta  
u sag e , in c o r r e c t  f i l e  u p d a tin g , and d e s t r u c t io n  o f  d a ta  and program s
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s to re d  in  memory.
Furtherm ore , r e a l - t im e  system s must o p e ra te  w ith o u t s topp ing  
f o r  f ix e d  p e r io d s  o f  t im e , th e  d u ra t io n  depending upon th e  system  
c o n f ig u ra tio n . When a  m a lfu n c tio n  occu rs in  some component w hile  
th e  system  i s  in  o p e ra t io n , p ro ced u res m ust e x i s t  to  ensu re  th e  
con tinuance  o f  th e  system .
CHAPTER IV
PRESENT AND PROPOSED ELECTRONIC SYSTEMS AUDITING TECHNIQUES
Once th e  adequacy o f i n t e r n a l  c o n tro ls  has been e s ta b lish e d ., th e  
a u d ito r  may b e g in  c o l le c t in g  com petent e v id e n t i a l  m a te r ia l .  The manner 
in  w hich t h i s  t a s k  i s  c a r r i e d  ou t i n  in v e s t ig a t in g  an  e le c t ro n ic  system  
d i f f e r s  s ig n i f i c a n t ly  from  in v e s t ig a t in g  a  co n v en tio n a l p en -and -ink  
system , due t o  th e  lo s s  o f th e  a u d it  t r a i l  (a s  d isc u sse d  i n  C hapter l ) .
I n  o rd e r  t o  p la c e  th e  e x e c u tio n  o f th e  a u d i t  fu n c tio n  in  p ro p er 
p e rs p e c t iv e , i t  i s  n e c e ssa ry  t o  look  a t  th e  a u d i t  tech n iq u es  a p p lic a b le  
t o  e le c t r o n ic  system s w hich a re  c u r r e n t ly  b e in g  employed.
P re se n t E le c tro n ic  Systems A u d itin g  Techniques
Under a  m anual system , each t r a n s a c t io n  i s  m an ipu la ted  a  s te p  a t  a  
tim e , w ith  j u s t i f i c a t i o n  f o r  each  s te p  a p p ea rin g  in  w r i t te n  form .
However, in  an  e le c t r o n ic  system  th e  com puter perform s a l l  manipu­
l a t io n s  i n t e r n a l l y  w ith  o u tp u t p rov ided  in  th e  form  of end r e s u l t s  on 
m agnetic ta p e  o r d is k .  The j u s t i f i c a t i o n  f o r  in te rm e d ia te  m an ip u la tio n s  
or o u tp u t i s  la c k in g .
These changes c re a te  new d i f f i c u l t i e s  f o r  th e  a u d i to r .  Due t o  th e  
la c k  of w r i t t e n  r e c o rd s , th e  t r a d i t i o n a l  m ethods of a u d it in g  in  th e  a re a  
o f e v id e n t i a l  m a tte r  can no lo n g er be r e a d i ly  accom plished.
I n  th e  fa c e  o f t h i s  dilemma two approaches t o  t e s t i n g  and v e r i fy in g  
th e  accu racy  o f so u rce  d a ta  used in  e le c t r o n ic  system s have developed— 
th e  ^around th e  m achine" approach  and th e  " th rough  th e  m achine" app roach .
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"Around th e  M achine" Approach
In  a  m a jo r ity  o f e le c t ro n ic  system s a u d i t s  w hich have heen perform ed 
th e  "around th e  m achine" approach has heen  u t i l i z e d .  T his method 
" in v o lv e s  a  d i r e c t  v e r i f i c a t i o n  of th e  o u tp u t from  th e  source  d a ta  w ith ­
o u t r e a l l y  c o n s id e r in g  th e  method of sou rce  d a ta  co n v ersio n  t o  i t s  
com puter in p u t form  o r th e  a c tu a l  method o f p ro c e ss in g  th e  d a ta .
The prim ary  assum ption  under t h i s  method i s  t h a t  i f  th e  in p u t to
th e  system  i s  c o r r e c t  and th e  ou tpu t i s  p ro p e r ly  handled* th e n  the
2
in te rm e d ia te  p ro c e ss in g  i s  n e c e s s a r i ly  c o r r e c t .
The advan tages in  th e  use of t h i s  a u d i t in g  method a re  s im p lic i ty  
and f a m i l i a r i t y  t o  th e  au d ito r*  coupled w ith  th e  f a c t  t h a t  th e  "around 
th e  m achine" approach  m inim izes th e  need f o r  s p e c ia l iz e d  knowledge con­
c e rn in g  th e  o p e ra tio n  of e le c t ro n ic  p ro c e ss in g  system s.
However* th e  s im p lic i ty  o f t h i s  app roach  i s  outw eighed by th e  
fo llo w in g  th r e e  a s s o c ia te d  problem s:
F ir s t*  th e  ap p aren t o r a c tu a l  d isa p p ea ran c e  of th e  
a u d it  t r a i l  may make i t  d i f f i c u l t *  i f  n o t im possib le*  
t o  t r a c e  o th e r  th a n  very  la rg e  groups o f d a ta  from  
i t s  o u tp u t form back to  i t s  so u rc e . Second* changes 
i n  o p e ra tin g  in s t r u c t io n s  m ight make th e  sampled 
item s used in  a  t e s t  a p p lic a b le  t o  o n ly  a  l im i te d  
number o f t r a n s a c t io n s .  And th ird *  a  la rg e  v a r ie ty  
o f t r a n s a c t io n s  coupled w ith  a  la r g e  volume can 
make th e  t e s t i n g  of samples o f d a ta  im p ra c t ic a l  
from  th e  s ta n d p o in t o f c o s t i n  com parison  w ith  th e  
r e s u l t s  o b ta in e d .3
-^C. O rv il le  E l l i o t  and Robert S. Was ley* B usiness In fo rm a tio n  
P ro c e ss in g  Systems * R evised e d itio n *  (Homewood* I l l i n o i s :  R ichard  D.
Irw in*  In c .*  1968) ,  p . 337*
2Donald H. Sanders* Computers in  B u s in e ss : An I n tro d u c t io n * (New York: 
M cGraw-Hill Book Company* 19°8)* P«~3^3-
3 E l l lo t  and Wasley* o£. c i t . ,  pp. 337-38 .
In  s p i te  o f th e s e  d isa d v a n ta g e s , th e  m a jo r ity  o f th e  e le c t r o n ic  system s
a u d its  w hich have heen made have u t i l i z e d  th e  "around th e  m achine"
4approach.
"Through th e  M achine" Approach
The a l t e r n a t iv e  t o  th e  p re v io u s ly  d isc u sse d  m ethod o f a u d it in g
e le c t ro n ic  system s i s  th e  "th rough  th e  m achine" ap p ro ach . "This method
in v o lv es a  d e ta i l e d  exam ination  o f EDP o p e ra tio n s  and an  e v a lu a tio n  o f
th e  accu racy  and p ro p r ie ty  o f th e se  p rocedures." '*
The lo g ic  o f t h i s  appraoch  i s  t h a t  i f  th e  so u rce  d a ta  i s  c o r r e c t
and in t e r n a l  m achine p ro c e ss in g  i s  p ro p e rly  conducted , th e n  th e  o u tp u t
can he assumed c o r r e c t .  W hile t h i s  approach i s  p r e f e r a b le  f o r  l a r g e ,
s o p h is t ic a te d  sy stem s, th e  a p p l ic a t io n  re q u ire s  com prehensive knowledge
of e le c t r o n ic  d a ta  p ro c e ss in g .
In  u t i l i z i n g  th e  " th rough  th e  m achine" approach  th e  t e s t i n g  of
rec o rd s  i s  de-em phasized , and c o n c e n tra tio n  r e s t s  upon t e s t i n g  th e  system
t h a t  p roduces th e  re c o rd s .  The m ost common means o f perfo rm ing  a  t e s t
on th e  system  c o n s is t s  o f th e  use of t e s t  decks.
T es t decks a re  s e t s  o f punched card s designed  by th e  a u d i to r  t o
t e s t  computer program s. The decks a re  u su a lly  composed o f im aginary
t r a n s a c t io n s ,  however i t  i s  n o t uncommon to  in c lu d e  a c t u a l  t r a n s a c t io n s
6s e le c te d  from  th e  c l i e n t ' s  f i l e s .  I n  a d d it io n , th e  t e s t  decks may
%
^Donald H. S anders , l o c . c i t .
^ E l l io t  and W asley, og. c i t . , p . 338.
^R obert 0 . W righ t, "How Do You A udit E D P ? B ask in  and S e l ls  S e le c te d  
P ap e rs , 1964, c . 19&5# P» 143•
in c lu d e  t r a n s a c t io n s  t h a t  a r e  e rro n eo u s i n  one way o r a n o th e r  t o  t e s t  
th e  e f fe c t iv e n e s s  of programmed c o n tr o ls .  The a u d i to r  m anually  determ ines 
th e  c o r re c t  answ ers f o r  th e  t e s t s  and compares th e s e  w ith  th e  computer 
r e s u l t s  t o  determ ine th e  accu racy  of p ro c e ss in g  p ro c e d u re s .
I n  develop ing  and u s in g  t e s t  decks* th e r e  a re  s e v e r a l  im portan t 
f a c to r s  w hich th e  a u d i to r  m ust r e f l e c t  upon. These a r e :
! I
1 . th e  e x a c t p o in t  in  th e  system  where th e  t e s t  
decks a re  t o  he e n te re d ^
2 . th e  ty p e s  of t r a n s a c t io n s  t o  he in c lu d ed  in  
th e  t e s t s  decks;
3* when to  o b ta in  th e  m as te r  re c o rd s  t o  p ro c e ss
a g a in s t  th e  t e s t  t r a n s a c t io n s  and t o  compute 
th e  p red e te rm in ed  r e s u l t s  f o r  com parison w ith  
th e  o u tp u t r e s u l t i n g  from  th e  t e s t  p ro c e ss in g ;
4 . c o n s id e ra tio n  o f th e  e f f e c t s  t h a t  th e  p ro c e ss in g  
of t e s t  t r a n s a c t io n s  w i l l  have on th e  r e s u l t s
of th e  system  produced under norm al o p e ra tin g  
c o n d itio n s ;
5. o b ta in in g  th e  c l i e n t ' s  r e g u la r  p ro c e ss in g  p ro ­
grams and a s s u r in g  h im se lf  t h a t  th e  program
i s  used t o  p ro cess  a c tu a l*  a s  w e ll  a s  t e s t*  
d a ta ; and
6. making n e c e ssa ry  arrangem en ts t o  g e t  th e  t e s t  
d a ta  p rep a red  and p ro ce ssed 7and to  g e t  th e  
ou tpu t in  th e  d e s ir e d  form . ‘
In  s p i t e  of th e  co m p lex ities*  th e  t e s t  deck te c h n iq u e  i s  here  to
s ta y  and i s  much s u p e r io r  t o  te c h n iq u e s  employed under th e  "around
8th e  m achine" approach.
7w. Thomas P o rte r*  -"E valuating  I n t e r n a l  C on tro ls  i n  EDP Systems*" 
The Jo u rn a l o f Accountancy* (A ugust, 1964)* p . 36 .
®Wayne S. B o u te ll ;, "A uditing  Through th e  Computer*" The Jo u rn a l 
o f A ccountancy* (November* 1965 )* P« 4-3.
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Future  Problems In h e re n t  in  P re se n t A u d itin g  Techniques
The p roponen ts o f each  o f th e  p re s e n t  approaches to  a u d it in g  e le c ­
t r o n ic  system s a re  q u i te  adamant in  t h e i r  v iew s.
Advocates o f th e  "around th e  m achine" approach contend t h a t  sound 
conclusions re g a rd in g  i n t e r n a l  c o n tro l  can be developed w ith o u t a  rev iew  
of computer p ro c e d u re s . I n  su p p o rt o f t h i s  th e y  s t r e s s  th e  fo llo w in g  
f a c t s :  ( l )  i t  i s  im p ra c tic a b le  t o  review  p rocedu res which a re  o f te n  
poorly  documented; and (2 )  th e  im p o rtan t c o n tro ls  a re  found o u ts id e  th e  
machine room—th e y  a re  p la c e d  upon th e  d a ta  p ro ce ss in g  departm ent by 
o u ts id e  dep artm en ts . The r e s u l t s  o f t h e i r  c o n te n tio n s  i s  th e  p e rm itt in g  
of in te r n a l  c o n tr o l  rev iew s t o  be made by acc o u n ta n ts  having no s p e c ia l iz e d  
EDP knowledge.
On th e  o th e r  hand; a d v o ca te s  o f th e  "th rough  th e  machine" app roach  
i n s i s t  t h a t  th e  e ssen ce  o f i n t e r n a l  c o n tro l  in .a n  e le c tro n ic  system  i s  
th e  m achine’s program  o f i n s t r u c t io n s .  They w i l l  concede t h a t  o u ts id e  
c o n tro ls  upon th e  p ro c e ss in g  departm ent a re  indeed  n e ce ssa ry , b u t 
n o t s u f f i c i e n t .  The inadequacy  o f o u ts id e  c o n tro l  a lone  stem's from , 
two causes: ( l )  th e  c o n tro ls  may be imposed by o u ts id e  p e rso n n e l who 
a re  no t s u f f i c i e n t l y  c o n tr o l  minded; a n d /o r  (2 ) th e  mechanized p ro ced u res 
may be so complex t h a t  o u ts id e  c o n tro ls  a lo n e  a re  in ad eq u ate . T h e re fo re , 
th e  advocates o f t h i s  app roach  f e e l  i t  i s  a b s o lu te ly  n ecessa ry  t o  review  
computer p ro c e d u re s .
The r e a l  problem  h e re  i s  n o t a  case  o f "around th e  m achine" v e rsu s  
"through th e  m ach in e ,"  f o r  th e s e  term s te n d  t o  be m is lead in g . A u d itin g  
"around th e  m achine" seems t o  im ply t h a t  th e  computer can be com ple te ly  
ig n o red , b u t t h i s  i s  n o t  th e  c a se . The a u d ito r  should  always c o n s id e r  
th e  c o n tro l  framework i n  w hich  th e  computer p ro c e ss in g  i s  c a r r ie d  o u t ,
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i r r e g a r d l e s s  o f th e  a u d it in g  method be ing  em ployed. In  a d d i t io n ,  bo th  
app roaches a re  p re d ic a te d  upon th e  t e s t i n g  and v e r i f y in g  o f  source 
d a ta .  In  r e a l i t y ,  in  choosing an  a u d it  approach  th e  p o in t  a t  is su e
shou ld  be th e  d e te rm in a tio n  o f th e  e f f e c t iv e n e s s  o f th e  c o s t  o f th e  computer
p rocedure  v e rsu s  th e  e f fe c t iv e n e s s  and c o s t  o f  th e  m anual a l t e r n a t iv e s .
W hile a  com bination  o f th e  two approaches has p roven adequate  fo r  
e le c t r o n ic  b a tc h -p ro c e ss in g  system s, t h i s  w i l l  n o t be th e  case  w ith  
te c h n o lo g ic a l  advancement be ing  made in  th e  developm ent and ad o p tio n  
o f o n - l in e ,  re a l- t im e  system s. Although such system s w i l l  have no 
e f f e c t  on th e  fu n c tio n s  of th e  a u d ito r ,  th e y  w i l l  se rv e  a s  im petus fo r
a  d r a s t i c  change in  te c h n iq u e s , because n e i th e r  an  "around th e  m achine,"
n o r a  "th rough  th e  m achine" approach i s  a p p lic a b le  t o  an  o n - l in e ,  r e a l ­
tim e system .
T h is s ta tem en t can be made in  l i g h t  o f th e  fo llo w in g  two f a c to r s .
F i r s t ,  i n  a  com plete ly  r e a l- tim e  system  th e r e  i s  an  absence o f source 
documents in  a  m a jo r ity  o f in s ta n c e s . T his i s  due t o  in fo rm a tio n  being  
e n te re d  d i r e c t l y  in to  th e  system  a t  th e  p o in t  o f o r ig in ,  r e s u l t i n g . i n  
v i r t u a l l y  a  t o t a l  lo s s  of th e  a u d it  t r a i l .  Second, s in c e  any e r r o r  in  
such a  system  can e a s i l y  go unde tec ted  i n d e f i n i t e ly ,  due t o  th e  absence 
o f sou rce  documents and in te rm e d ia te  r e p o r t s ,  te c h in q u e s  must be im ple­
mented w hich w i l l  d isc o v e r  e r r o r s  a t  t h e i r  i n i t i a l  in t ro d u c tio n  in to  
th e  system .
I t  m ust be emphasized t h a t  s a c r i f i c e  o f th e  a u d i t  t r a i l  i s  a  sm all 
p r ic e  t o  pay f o r  th e  type  o f re p o r t in g  a f fo rd e d  by an  o n - l in e ,  r e a l ­
tim e system , and th e  a u d ito r  must be p rep a red  t o  a d ju s t  a c c o rd in g ly .
Proposed E le c tro n ic  System s A u d itin g  Techniques
V alid  achievem ent i n  th e  a re a  of r e a l- t im e  
management in fo rm a tio n  i s  y e t  to  come. . . .  I t  
i s  d o u b tfu l t h a t  any b u t th e  very  la rg e  o rg an i­
z a tio n s  w i l l  be e f f e c t iv e ly  u sin g  re a l- t im e  
management in fo rm a tio n  system s* in  th e  f u l l  
sense of th e  term* w ith in  th e  n ex t f iv e  y e a rs .
R eal-tim e system s f o r  m edium -sized o rg an iza ­
t io n s  a re  perhaps t e n  y e a rs  a w a y .9
W ith th e  coming advance and im p lem en ta tion  o f t h i s  type  o f system  
th e  a u d ito r  w i l l  have t o  update  h i s  techn iques*  ad o p tin g  a l t e r n a t iv e  
p ro ced u res  and p la c in g  more em phasis on th e  use o f th e  computer to  
perform  a u d it in g  ta sk s*  r a th e r  th a n  a u d it in g  around i t .
Furtherm ore* th e  o p p o r tu n ity  f o r  th e  a u d ito r*  t r a in e d  in  e le c t ro n ic  
d a ta  p rocessing*  t o  in c re a s e  th e  scope o f h i s  c o n tr o l  can be immensely 
expanded th rough  th e  u t i l i z a t i o n  o f e le c t r o n ic  d a ta  p ro c e ss in g  equipm ent.
A udit checks i n  an  OLRT system  m ust be con tinuous and occur 
s im u ltan eo u sly  w ith  p ro cess in g *  and n o t be dependent upon r e t ro s p e c t iv e  
e v a lu a t io n s . T his can be accom plished  p r im a r ily  th rough  more s t r in g e n t  
use o f programmed c o n tro ls  and th e  use o f th e  computer t o  perform  
c u r re n t ly  m anual a u d i t in g  t a s k s .
In c re a se d  Use o f Programmed C o n tro ls
The re a l- t im e  environm ent n e c e s s i t a te s  t h a t  a  c o n tro l  system  be 
designed  and i n s t a l l e d  a s  an  i n t e g r a l  p a r t  o f th e  o v e ra l l  p ro ce ss in g  
system . A lthough e le c t r o n ic  p ro c e ss in g  i s  f a r  from* unerring*  numerous 
s e lf -c h e c k s  and c o n tro ls  can  be programmed in to  a l l  computer system s.
I f  t h i s  i s  done* th e  p o s s i b i l i t y  o f an  e r r o r  i n  p ro ce ss in g  once d a ta  a re
9«J. D. Maclean* "Real-Time System s—A New Tool f o r  Management," 
Canadian C harte red  A ccountant* Vol. 92* Wo. 1* (January* 1968 )* p .
c o r r e c t ly  in tro d u c e d , i s  sm a ll i n  m ost w e l l  designed  system s where an 
adequate number o f b u i l t - i n  and programmed checks and c o n tro ls  a re  
prov ided  and a re  o p e ra t in g .-
E s s e n t ia l  In p u t , P ro c e s s in g , and Output C o n tro ls . The u t i l i z a t i o n  
o f o n -lin e  com m unication f a c i l i t i e s ,  dup lex  equipm ent c o n f ig u ra tio n s , 
m u ltip ro c e ss in g  and m ultiprogram m ing n e c e s s i t a te s  th e  developm ent of 
a d d i t io n a l ,  more complex programmed c o n tr o ls .  These c o n tro ls  were 
d isc u sse d  in  d e t a i l  i n  C hapter I I I .  However, i t  w i l l  s u f f ic e  a t  t h i s  
p o in t t o  b r i e f l y  r e a c q u a in t  th e  re a d e r  w ith  th e  e s s e n t i a l  in p u t,  p ro ­
c e s s in g , and o u tp u t c o n tro ls  n e ce ssa ry  t o  OLRT system s.
1 . In p u t C o n tro ls . When o p e ra tin g  in  an  o n - l in e , re a l- t im e  mode, 
i t  i s  im p o rtan t t o  a s c e r t a i n  t h a t  a l l  in fo rm a tio n  se n t i s  re c e iv e d  and 
p ro p e rly  p ro c e sse d . T h is i s  accom plished  th rough  use o f message i d e n t i ­
f i c a t i o n  and message tra n s m is s io n  c o n tr o ls ,  and c o n tro ls  t o  d e te c t  
tra n sm iss io n  e r r o r s .
2 . P ro c e ss in g  C o n tro ls . S ince in fo rm a tio n  housed in  memory i s  
r e a d i ly  a v a i la b le  t o  te rm in a l  o p e ra to rs , c o n tro ls  m ust be i n s t i t u t e d  
which w i l l  p re v e n t u n a u th o rize d  d a ta  tra n s m is s io n , d e s tru c t io n  of 
in te r n a l ly  s to re d  d a ta  and sim ultaneous up d a tin g  o f i n te r n a l ly  s to re d  
f i l e s .
3 . Output C o n tro ls . The m ost im p o rtan t ou tpu t c o n tro l  i s  th e  
a ssu ran ce  t h a t  only  o u tp u t te rm in a ls  c le a re d  fo r  c o n f id e n t ia l  d a ta  
can re c e iv e  such in fo rm a tio n .
Use of T es t T ra n s a c t io n s . Perhaps th e  most im p o rtan t c o n tro l  a t  
th e  d is p o s a l  o f th e  a u d i to r  1b th e  in tro d u c tio n  o f t e s t  t r a n s a c t io n s  
in to  th e  system .
The t e s t  d a ta ,  p re p a re d  by th e  a u d i to r ,  shou ld  be designed  so a s  
to  check on th e  accu racy  o f in p u t,  p ro c e ss in g , and ou tpu t c o n tro ls .
T h e re fo re , th e s e  t e s t  t r a n s a c t io n s  should  n e c e s s a r i ly  in c lu d e  s u f f i c i e n t  
amounts o f in co m p le te , e rroneous and in c o n s is te n t  d a ta .
I d e a l ly ,  th e  t e s t  d a ta  should  he m ingled w ith  a c tu a l  t r a n s a c t io n s .  
I n  o rd e r f o r  t h i s  t o  he done, th e  p ro ce ss in g  program  m ust have th e  
c a p a b i l i ty  o f rec o g n iz in g  t e s t  d a ta  hy a  c e r t a in  code so a s  t o  r e f r a in  
from  add ing  them  t o  t o t a l  o p e ra tin g  r e s u l t s  o r perm anent re c o rd s .
C o n tro l hy E x ce p tio n . A nother type  of a u d it  te c h n iq u e  w hich makes 
c o n s id e ra b le  use of th e  computer i s  th e  a p p l ic a t io n  of th e  concept of 
e x c e p tio n  r e p o r t in g .  I f  p ro ce ss in g  programs a re  d esig n ed  so t h a t  any 
d a ta  in tro d u c e d  in to  th e  m achine i s  p rocessed  c o r r e c t ly ,  th e  machine 
can f u r th e r  he programmed t o  r e j e c t  any d a ta  which i s  c o n s id e re d  to  
he an  e x c e p tio n . Programming th e  system  so t h a t  i t  w i l l  produce 
e x ce p tio n s  i s  a  sim ple t a s k ,  re q u ir in g  only th e  d e te rm in a tio n  and 
in c o rp o ra tio n  in to  th e  program  of c e r ta in  s ta n d a rd s  f o r  e v a lu a tin g  
a c tu a l  t r a n s a c t io n s .  T ra n sa c tio n s  n o t conform ing to  th e . s ta n d a rd s  
would he p r in te d  ou t in  v i s i b le  form f o r  f u r th e r  a n a ly s i s .
S ince  a  r e a l - t im e  system  p ro v id es t r a n s a c t io n  d e t a i l s  and summary 
in fo rm a tio n  on a  c u r re n t  b a s i s ,  i t  i s  p o s s ib le  f o r  th e  " c o n tro l  hy 
e x c e p tio n "  te c h n iq u e  to  he broadened so a s  to  in c lu d e  a  management 
rev iew  of e x c e p tio n s  in  tim e f o r  immediate in te rv e n t io n ,  r a t h e r  th a n  
a f t e r  th e  f a c t  c o r r e c t io n .  I n  a d d it io n ,  ex ce p tio n  r e p o r t in g  o f f e r s  th e  
advan tage  o f u t i l i z i n g  th e  computer a s  th e  prim ary c o n tr o l  in s tru m e n t, 
r a th e r  th a n  im posing ex tran eo u s c o n tro ls  on th e  system —an  im p o s itio n  
w hich m ight make p ro c e ss in g  in  a  r e a l - t im e  mode an  im p o s s ib i l i ty .
Use o f Computer Programs In  A ud iting
Another, tec h n iq u e  w hich should  he u n iv e r s a l ly  u t i l i z e d  i s  th e  use 
of s p e c ia l  com puter program s to  perform  a u d it in g  t a s k s .  Of th e  new
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te c h n iq u e s  a v a i la b le  t o  th e  a u d i to r ,  th e  developm ent o f  a u d i t  programs 
o f f e r s  th e  g r e a te s t  o p p o rtu n ity  f o r  in c re a s in g  a u d i t in g  e f f e c t iv e n e s s  
and e f f ic ie n c y .
A lthough th e  b a s ic  p rocedures i n  each  program  w i l l  d i f f e r ,  t h e i r  
b a s ic  fu n c t io n  w i l l  be t o  a u to m a tic a lly  check th e  ro u t in e  item s and 
s e l e c t  unusua l o r in c o r r e c t  ones f o r  f u r th e r  p e ru s a l .  The v a lu e  of 
b e in g  a b le  t o  q u ick ly  d isp o se  of ro u t in e  and c o r r e c t  item s i s  r e a d i ly  
a p p a re n t .
Computer program s can be used f o r  any c o m p u ta tio n a l o r com parative 
t a s k  f o r  w hich s e le c t iv e  c r i t e r i a  can  be e s ta b l is h e d .  Examples of 
th e s e  ty p e s  of a u d it in g  ta s k s  a re :
1 . T es tin g  e x te n s io n s  and fo o tin g s
2 . Summarizing d a ta  and perfo rm ing  a n a ly se s  u s e fu l  
t o  th e  a u d ito r
3 . Examining rec o rd s  f o r  q u a l i ty —com ple teness , 
c o n s is te n c y , in v a l id  c o n d it io n s ,  e t c .
k.  S e le c tin g  and p r in t in g  c o n firm a tio n s
5. S e le c tin g  and p r in t in g  a u d i t  sam ples
6. Comparing th e  same d a ta  m a in ta in ed  in
s e p a ra te  f i l e s  f o r  c o r re c tn e s s  and 
c o n s is te n c y
7 . Comparing a u d it  d a ta  w ith  company r e c o r d s .10
The common c h a r a c t e r i s t i c  of th e se  ta s k s  i s  th e  f a c t  t h a t  th e y  can be 
c le a r ly  and p r e c is e ly  d e fin e d .
The b e n e f i t s  d e riv e d  from  u t i l i z i n g  th e  com puter t o  a id  in  a u d it in g
10Wr. Thomas P o r te r ,  "G enera lized  Cam puter-A udit P ro g ram s," The 
Jo u rn a l  o f A ccountancy, (Jan u ary , 1969 )> p . 5^.
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p ro ced u res  a re  a s  fo llo w s:
1 . I t  p e rm its  more e x ten s iv e  a u d i ts .
2 . I t  p e rm its  b e t t e r  s e le c t io n  of item s f o r  fo llo w -u p .
3 . The ex p e rien ce  of se n io r  a u d ito rs  can  be in c o rp o ra te d  in to  
program s conducted by ju n io rs ;  l e s s  s u p e rv is io n  of ju n io r  
a u d i to r s  w i l l  be r e q u ir e d .11
There a re  two prim ary means of u t i l i z i n g  com puter a u d i t  program s.
The f i r s t  in v o lv e s  adding  a  loop  of in s t r u c t io n s  t o  th e  c l i e n t ' s  program .
When n e c e ssa ry , t h i s  s p e c ia l  ro u tin e  would be p u t  i n to  o p e ra tio n  by use
of a  program  a l t e r a t i o n  sw itch  and would perfo rm  a  s e r i e s  of t e s t s  to
check b o th  th e  accu racy  of th e  d a ta  be ing  p ro c e sse d  and th e  d a ta
in te r n a l ly  s to re d .
The second approach  n e c e s s i ta te s  th e  developm ent and  use of
g e n e ra liz e d  ccm p u te r-au d it programs which t e s t  and  e v a lu a te  re c o rd s
produced by th e  system . One such s e t  of g e n e ra l iz e d  c o m p u te r-au d it
12program s—A uditape—has been developed by H askins and S e l l s .  T his 
system  i s  a p p lic a b le  t o  brokerage f irm s , and h as been  u sed  very  su c c e ss ­
f u l l y  by H askins and S e l ls  in  perform ing a u d it  p ro c e d u re s  and by t h e i r  
c l i e n t s  in  a n a ly z in g  f i l e s  f o r  management p u rp o se s .
The advan tage  of in c o rp o ra tin g  an  a u d it  lo o p  i n  th e  o p e ra tin g  
program  i s  t h a t  i t  does n o t re q u ire  an  a d d i t io n a l  com puter run to  use 
th e  program . However, th e  use of a  se p a ra te  a u d i t  program  i s  p r e f e r a b le ,  
s in c e  i t  g iv e s  th e  a u d ito r  th e  f l e x i b i l i t y  o f d e c id in g  a s  to  when he w i l l  
use t h i s  program —he does no t have to  c a rry  ou t h i s  a u d i t  when th e  
o p e ra tin g  program  i s  be ing  p ro cessed , nor need h i s  check  be co n fin ed  only
1 1
Kenneth G. Cadem atori, "A uditing Automated D ata P ro c e s s in g ,"  
F e d e ra l A ccoun tan t, Vol. 8 (June , 1959)  ^ PP* 3 ^ ^ .
*LPW. Thomas P o r te r ,  l o c . c i t . ,  pp. 5^-62.
t o  d a ta  b e ing  p ro cessed  a t  t h a t  tim e . In  a d d i t io n ,  a  se p a ra te  program 
may he r e ta in e d  under th e  a u d ito r* s  s p e c ia l  c o n tr o l ,  th u s  p re v e n tin g  
leakage  of knowledge of th e  program ’s o p e ra tio n s  and o p p o r tu n it ie s  f o r  
program  a l t e r a t i o n .
O bviously , i n  a  r e a l- t im e  system , a u d it in g  ta s k s  m ust be perform ed 
a long  w ith  re g u la r1 p ro ce ss in g  on a  con tinuous b a s i s  r a t h e r  th a n  once 
a  y e a r .
The n ex t c h a p te r  p re s e n ts  two a u d it in g  case  a p p l ic a t io n s .  In  th e  
f i r s t ,  e d i t  r o u t in e s  and e x cep tio n  r e p o r t in g  a r e  b u i l t  i n to  th e  r e g u la r  
p ro c e ss in g  program . The second show s'the  developm ent o f a  s p e c ia l  
a u d it  program t o  be used t o  perform  a  c u r r e n t ly  m anual a u d it in g  t a s k .
Summary
Two m ajor approaches t o  a u d it in g  e le c t r o n ic  system s have been 
developed over th e  p a s t  y e a rs . The "around th e  m achine" approach  
in v o lv e s  th e  d i r e c t  v e r i f i c a t i o n  of th e  o u tp u t from  th e  sou rce  d a ta  w ith ­
ou t c o n s id e ra tio n  be ing  g iven  to  e i th e r  th e  m ethod o f sou rce  d a ta  
co n v ersio n  to  m achine rea d ab le  form , nor th e  a c tu a l  m ethod of p ro ce ss in g  
th e  d a ta .  The a l t e r n a t iv e  to  t h i s  i s  th e  " th rough  th e  m achine" approach . 
The lo g ic  o f t h i s  method i s  t h a t  i f  th e  so u rce  d a ta  i s  c o r r e c t  and 
in t e r n a l  machine p ro c e ss in g  i s  p ro p e rly  conducted , th e n  th e  o u tp u t 
can be assumed c o r r e c t .  Both of th e se  app roaches a re  p re d ic a te d  upon 
th e  t e s t i n g  and v e r i fy in g  of source d a ta .
W hile e i t h e r ,  o r a  com bination o f th e s e  two approaches i s  adequate  
f o r  a u d it in g  p re s e n t  system s, n e i th e r  w i l l  be a p p lic a b le  t o  th e  ra p id ly  
develop ing  OLRT system . F i r s t ,  i n  a  com p lete ly  r e a l - t im e  system  th e re  
i s  an absence o f  source  documents. And second , u n le s s  te c h n iq u e s  a re  
implem ented w hich w i l l  d isc o v e r e r ro r s  a t  t h e i r  i n i t i a l  in tro d u c tio n  •
i n to  th e  system , such e r r o r s  w i l l  he in d e f in i te ly  u n d e te c ta b le .
A udit checks in  an  OLRT system  m ust be co n tin u o u s, o ccu rin g  sim ul­
ta n e o u s ly  w ith  p ro c e ss in g , and n o t be dependent upai r e t r o s p e c t iv e  
e v a lu a tio n s . This can be a ch iev e d  th ro u g h  in c re a s e d  use o f programmed 
c o n tro ls  p e c u lia r  t o  r e a l - t im e  sy stem s, and th e  developm ent and im ple­
m en ta tio n  of s p e c ia l  a u d i t  p rogram s.
CHAPTER V 
SELECTED COMPUTER AUDIT APPLICATIONS
To i l l u s t r a t e  th e  f e a s i b i l i t y  o f u sin g  th e  computer to  perform  
continuous s e l f - a u d i t in g  ro u tin e s*  s e le c te d  a re a s  o f L ou is iana  S ta te  
U n iv e r s i ty 's  f in a n c ia l  a d m in is t r a t iv e  p rocedu res were an a ly zed . The 
co o p era tiv en ess  o f th e  ISU a d m in is t r a t io n  and s t a f f  made th e  reco rd s  an 
e x c e l le n t  d a ta  base from which to  work* and care  was ta k e n  to  s e le c t  
a re a s  f o r  a n a ly s is  t h a t  would be a p p lic a b le  t o  p r o f i t  a s  w e ll  a s  n o n -p ro f it  
i n s t i t u t i o n s .  More s p e c if ic a l ly *  th e  a re a s  analyzed  concerned compliance 
w ith  budgetary  requ irem en ts w ith  r e s p e c t  to  th e  p a y ro l l  f o r  s a la r ie d  p e r­
sonnel* and th e  a u d it  o f s tu d e n t f e e s .  Such s tu d ie s  would app ly  to  any 
item  which must comply w ith  budget r e s t r i c t io n s *  and any r e c e ip t  of fees* 
th e  amount, of which v a r ie s  w ith  c e r t a in  c ircu m stan ces .
However* b e fo re  beg inn ing  th e  p ro c e d u ra l a n a ly s is*  i t  i s  f i r s t  
n ecessa ry  t o  b r i e f l y  a c q u a in t th e  re a d e r  w ith  L o u isiana  S ta te  U n iv e rs i ty 's  
hardw are system .
An Overview o f A v a ila b le  Hardware
The O ffice  of Data P ro cess in g  houses an IBM 3&0 Model 30 w ith  6^*000 
b y te s  o f s to rag e  and th e  fo llo w in g  p e r ip h e r a l  equipm ent:
1. Two s e le c to r  channels w ith  fo u r  m agnetic tap e  d r iv e s  in te r fa c e d  
to  one (2^02 Mod I I  ta p e  d r iv e )  and fo u r  Model 2311 m agnetic 
d is k  d r iv e s  on th e  o th e r .
2 . One m u ltip le x o r  channel w ith  th e  fo llo w in g  I/O  u n i ts  in te r fa c e d  
to  i t :
a .  One 1050 keyboard p r i n t e r .
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b .  One 2701 d a ta  com m unications te rm in a l  lo c a te d  rem ote ly  
a t  th e  Data P ro c ess in g  p r in t in g  o f f i c e .
c . One 1231 o p t i c a l  mark re a d e r .
d . Two 11+03 e lev en -h u n d red  l i n e  p e r  m inute p r i n t e r s ,  one 25^+0 
card  re a d e r/p u n c h , and one 2501 c a rd  re a d e r .
3 . One model 1050 rem ote te rm in a l  to  a llo w  r e a l  tim e keyboard e n try  o f  
d a ta  v ia  th e  com m unications ch an n e l.
The IBM/36O core  i s  c u r r e n t ly  p a r t i t i o n e d  a s  fo llo w s: ( l )  th e  su p e r­
v iso r. occup ies 10K; (2 ) background (BG), 36K; and (3 ) fo reground  ( P i ) ,
18K. P re s e n tly  th e  O ffice  o f  D ata P ro c ess in g  o p e ra te s  in  a  two p a r t i t i o n  
(BG and P i )  m ultiprogram m ing mode.
W ith t h i s  n e c e ssa ry  background , a  d e ta i l e d  a n a ly s is  o f  th e  a p p l ic a t io n  
o f  b u d g e ta ry  requ irem en ts  t o  th e  p a y r o l l  f o r  s a la r ie d  p e rso n n e l i s  now 
p o s s ib le .
S a la ry  B udgetary  R equirem ents A ud it A p p lic a tio n
LSU has th r e e  p e rso n n e l d ep a rtm en ts : ( l )  th e  O ffice  o f  C la s s i f ie d  
P e rso n n e l; (2 ) th e  P r e s id e n t’ s O f f ic e ,  w hich h an d les  academ ic and non­
c la s s i f i e d  p e rso n n e l; and (3 ) th e  G raduate S choo l, which a d m in is te rs  
a s s i s ta n ts h ip s  and fe l lo w s h ip s .
Through th e s e  th r e e  d ep artm en ts  a re  fu n n e led  a l l  p a y ro l l  a c t io n  forms 
from  a l l  h i r in g  u n i t s  on campus. A f te r  b e in g  p ro cessed  by  th e  a p p ro p r ia te  
p e rso n n e l departm en t, th e  form s a re  th e n  forw arded  to  th e  O ffice  o f  th e  
A u d ito r . (See Appendix A f o r  O rg a n iz a tio n a l  C harts o f  th e  O ffice  o f  th e  
A u d ito r .)
These p e rso n n e l a c t io n  form s a re  o f  two ty p e s : ( l )  appointm ents o f  
new p e rso n n e l; and (2 ) changes i n  p a y r o l l  in fo rm a tio n  concerning  c o n tin u in g  
em ployees.
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The appoin tm ent form  c o n ta in s  in fo rm a tio n  concern ing  th e  budge t 
a c c o u n t(s )  from  w hich th e  in d iv id u a l  i s  to  he p a id ,  an n u a l s a la r y ,  p ro ­
posed  b e g in n in g  and ending  d a te s  o f  employment, in su ran ce  d e d u c tio n s , 
re t i re m e n t  fund p a r t i c i p a t i o n ,  and a l l  o th e r  f r in g e  b e n e f i t s  th e  employee 
may w ish to  p a r t i c i p a t e  in .
The change form  c o n ta in s  d a ta  re g a rd in g  d e s ire d  changes i n  any o f  th e  
above m entioned in fo rm a tio n .
C urren t P ro c ess in g  P rocedures
When th e  p e rs o n n e l a c t io n  form s reach  th e  O ffice  o f  th e  A u d ito r  th e y  
a re  g iven  to  th e  p a y r o l l  s e c t io n ,  as, can be seen  in  E x h ib it  1 . Here forms 
a re  f i l l e d  o u t (see  Appendix B) to  subm it to  d a ta  p ro c e ss in g  in  o rd e r  to  
make th e  n e c e ssa ry  p a y r o l l  a d d it io n s  o r  changes. These keypunch form s a re  
forw arded to  d a ta  p ro c e s s in g  and th e  p e rso n n e l a c t io n  forms a re  s e n t on 
to  th e  s a la r y  b u d g e ta ry  req u irem en ts  (SBR) desk .
H ere, a t  th e  SBR d esk , th e  amount o f  funds needed to  pay  an in d iv id u a l  
from each a p p lic a b le  b u d g e ta ry  accoun t i s  c a lc u la te d . T his c a lc u la te d  
amount i s  r e f e r r e d  to  a s  an " a s s ig n a b le " —t h a t  p o r t io n  o f  a  fund which 
i s  comm itted to  a  f u tu r e  u se . The a s s ig n a b le  amounts a re  coded and 
s e n t  to  d a ta  p ro c e s s in g , accompanied by  a t r a n s m i t ta l  sh e e t c o n ta in in g  
c o n tro l  t o t a l s .
I f  a  d e la y  has o ccu rred  in  p ro c e ss in g  a  p e rso n n e l a c t io n  form i t  i s  
q u i te  p o s s ib le  t h a t  an  in d iv id u a l  may have a lre a d y  been p a id  from  th e  
in c o r r e c t  b u d g e ta ry  acc o u n t. When t h i s  i s  th e  case a  jo u rn a l  voucher 
c o rre c t in g  e n tr y  i s  coded a t  th e  SBR desk . These jo u rn a l  voucher e n t r i e s  
a re  a ls o  ro u te d  to  th e  keypunch s e c t io n  a long  w ith  a t r a n s m i t t a l  sh e e t 
g iv in g  c o n tro l  t o t a l s .
E x h ib it  1 . C u rren t LSU P a y ro ll  
and SBR P ro c ed u ra l F low chart
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Note 1 . See Appendix C f o r  th e  










C om ptro llers) 












C orrec ted  
' Cards
9From h ere  th e  flow  o f d a ta  can e a s i ly  be fo llow ed  in  E x h ib it  1  (pages 88 
th rough  9^ ) .  The m ajor p ro ce ss in g  s te p s  in c lu d e :
1 . B alancing  a l l  p a y ro l l  t r a n s a c t io n s ,  a s s ig n a b le  c a lc u la t io n s ,  and 
jo u rn a l  vouchers to  c o n tro l  t o t a l s .
2 . Running th e  p a y ro l l .
3 . Running th e  d e ta i l e d  SBR rep o rt-1- which shows each  em ployee 's
annual s a la ry ,  m onthly pay  r a t e ,  th e  number o f  pay  p e r io d s  rem ain ing  fo r  
th e  employee, th e  amount o f  th e  fund expended on th e  em ployee, and h is  
a s s ig n a b le  amount. The a ss ig n a b le  amount should  alw ays be  e q u a l t o  th e  
number o f  pay  p e r io d s  rem aining  m u lt ip lie d  by  th e  m onthly  pay  r a t e .
Any v a r ia t io n s  a re  m anually  checked out and c o r r e c t io n s  made when th e  cause 
o f  th e  e r r o r  i s  lo c a te d .
Ik  Ledger summary ca rd s  showing e x p en d itu re s  o th e r  th a n  s a l a r i e s  fo r  
each  b u d g e ta ry  accoun t a re  merged w ith  th e  SBR c a rd s , and a r e p o r t  showing
th e  a c t i v i t y  and b a la n ce  fo r  each account i s  p re p a re d  and fo rw arded  to  th e
C o m p tro lle r .
These a re  th e  im p o rtan t b a s ic s  o f  th e  p re s e n t  system . A more d e ta i l e d  
flow  o f  th e  present-SB R  procedure  i s  a v a i la b le  in  E x h ib i t  1 f o r  th o se  
in te r e s te d .
Problem  A reas in  th e  P re se n t SBR System
There a re  s e v e ra l  m ajor p rob lem -areas in  LSU's p re s e n t  SBR system . 
C u rre n tly , th e  SBR desk  i s  used as th e  b re a k in g - in  p la c e  f o r  new employees 
i n  th e  O ffice  o f  th e  A u d ito r . Once an employee m as te rs  t h i s  assignm ent
^Employees a r e  l i s t e d  by  employee number w ith in  accoun t number.
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he i s  moved on to  a n o th e r . T h e re fo re , th e  SBR desk  i s  n e a r ly  always s ta f f e d  
b y  an in e x p e rie n c e d , tem porary  employee.
F urtherm ore , a s w ith  any o rg a n iz a tio n  t h a t  o p e ra te s  under s t r i c t  
b u d g e ta ry  re q u ire m e n ts , i t  i s  im pera tive  t h a t  a l l  em ployees a re  p a id  
from  th e  a p p ro p r ia te  b u d g e ta ry  accoun ts so t h a t  fund  b a la n c e s  w i l l  r e f l e c t  
c o r r e c t  am ounts, a llo w in g  i n t e l l i g e n t  d e c is io n s  to  be  made re g a rd in g  fu tu re  
e x p e n d itu re s .
However, th e  p re s e n t  p rocedure  o f  c a lc u la t in g  a s s ig n a b le s  by  hand i s  
slow  and te d io u s ,  and a t  tim es th e re  i s  a  b ack lo g  o f  some unp ro cessed  
p e rs o n n e l a c t io n  forms d a tin g  back  s ix  m onths.^  T h is does n o t mean t h a t  
th e  in d iv id u a ls  in  q u e s tio n  a re  b e in g  p a id  in c o r r e c t  am ounts, (s in c e  th e  
form s have a lr e a d y  been p ro cessed  by  th e  p a y r o l l  s e c t io n ) ,  b u t  r a t h e r ,  
t h a t  th e y  a re  b e in g  p a id  from th e  wrong b u d g e ta ry  a c c o u n ts .
T his tim e l a g ,  coupled  w ith  th e  la g  in v o lv ed  in  c r e a t in g  le d g e r  
summary c a rd s  from th e  account summary f i l e ,  causes, th e  C o m p tro lle r ' s 
r e p o r t  t o  be as much a s  two months l a t e .  In  f a c t ,  th e  C o m p tro lle r never 
r e c e iv e s  an SBR r e p o r t  summary re p o r t  g iv in g  th e  unexpended fund b a la n ce s  
any  sooner th a n  a t  l e a s t  one month a f t e r  th e  f a c t , th e re b y  d e s tro y in g  a l l  
t im e l in e s s  and u se fu ln e ss  o f th e  r e p o r t .
In  a d d it io n  to  th e  problem s caused by tim e  l a g s ,  th e  acc u ra c y  o f  th e  
p r e s e n t  SBR p ro c e ss in g  can be s e r io u s ly  q u e s tio n e d . The av erag e  number o f  
p e rs o n n e l a c t io n  forms to  reach  th e  O ffice  o f  th e  A u d ito r  on any  working 
day  i s  betw een 50 and 75j excep t f o r  th e  one week p e r io d  a t  th e  b eg in n in g
^C om plicated t r a n s a c t io n s  te n d  no t to  g e t  p ro c e sse d  by  th e  in ex p e rie n ce d  
SBR p e rs o n n e l. The a re  "pu t a s id e  u n t i l  tom orrow ."
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o f each new sem ester when approx im ate ly  150 t o  275 forms a re  re c e iv e d  each 
day . In  l i g h t  o f th e se  s t a t i s t i c s ,  a  sample o f 50 p re v io u s ly  p rocessed  
p e rso n n e l a c t io n  forms was ta k e n  and th e  a s s ig n a b le s  were r e c a lc u la te d ,  
account numbers s c ru t in iz e d ,  e t c .  t o  de te rm ine  acc u ra c y . Of th e  sample 
ta k e n , 20 p e r cen t had o r ig in a l ly  been p ro cessed  in c o r r e c t ly  in  one a s p e c t  
o r a n o th e r .
I t  i s  a p p a ren t t h a t  due t o  th e  tim e la g s  and in a c c u ra c ie s  in  p ro ­
c e s s in g , improvements a re  needed in  th e  SBR system  i f  any ty p e  o f adequate  
bud g e ta ry  c o n tro l  i s  t o  e x i s t .
Proposed SBR System
The fo llo w in g  p ro p o sa l i s  made in  l i g h t  o f th e  e x is t in g  hardw are and 
p e rso n n e l c a p a b i l i t i e s .  T rue, more e la b o ra te  recommendations could  be 
made, b u t th e y  would be u n r e a l i s t i c  g iv en  th e  e x is t in g  re s o u rc e s . ■
3
I t  i s  recommended t h a t  th e  a s s ig n a b le s  be c a lc u la te d  by com puter, 
r a th e r  th a n  m anually  a s  i s  c u r r e n t ly  b e in g  done. As can be seen  in  
E x h ib it  2 , th e  in fo rm a tio n  n ecessa ry  f o r  th e  c a lc u la t io n s  can be coded 
a t  th e  SBR desk . Furtherm ore, t h i s  coding fu n c t io n  should  be upgraded 
in  job  c l a s s i f i c a t i o n  and g iven  to  a  f u l l - t im e ,  perm anent employee in  th e  
p a y ro l l  s e c t io n ,  s in c e  knowledgeable f a m i l i a r i t y  i s  a  r e q u i s i t e  f o r  
■accurate cod ing . A t e s t  was made and i t  was found t h a t  50 forms (an
average d a y 's  r e c e ip t )  could  be coded in  s l i g h t l y  l e s s  th a n  an  hour.
\
See Appendices D and E f o r  a  f lo w c h a rt o f th e  proposed a s s ig n a b le s  
c a lc u la t io n  program .
E x h ib it  2 . Proposed SBR P ro ced u ra l F low chart
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E x h ib it 2 Diagram Notes
The e d i t  program  makes th e  fo llo w in g  e d i t  checks:
a .  P e rsonne l A ction  Cards
1 . ' Employee number—num eric
2 . Account number—num eric and fo r  v a l i d i t y  a g a in s t  c h a r t  o f
accoun ts .
3 . T i t l e  code—numeric
k .  Pay b a s i s —num eric and v a l i d i t y
5 . Annual—numeric
6 . A ssignab le  d a te s —b eg in n in g  d a te  w ith  no ending  d a te  and ending
d a te  w ith  no b eg in n in g  d a te  a re  in v a l id
7* A ssignab le  amount—num eric
8 . A ssignab le  s ig n  code—must be p re s e n t  i f  th e r e  i s  e i t h e r
a s s ig n a b le  d a te s  o r  amount
9 . T ra n sm itta l number—num eric
b .  J o u rn a l Voucher Cards
1 . Employee number—num eric
2 . Account number—num eric
\
3* Voucher number—numeric 
Amounts—numeric
c .  Program w i l l  a ls o  v e r i f y  t h a t  f i e l d s  1 -5  a re  alw ays com pleted.
P ro cess in g  w i l l  no t con tinue  p a s t  t h i s  p o in t  u n t i l  a l l  c a rd s  a re  v a l id  
o r p e rm iss io n  has been re c e iv e d  from th e  O ff ic e  o f  th e  A u d ito r to  
exclude c e r ta in  e r r o r  c a rd s .
C o rrec tio n  card s w i l l  have th e  same fo rm at a s  th e  o r ig in a l  P erso n n e l 
A c tio n  and Jo u rn a l Voucher c a rd s .
R efo rm atting  program  adds a code to  each re c o rd  id e n t i fy in g  i t  a s  a  
G enera l o r  R e s tr ic te d  acco u n t.
In v a l id  card s w i l l  be e je c te d  to  a  s p e c ia l  c a rd  re a d e r  p o ck et as th e y  
a re  d e te c te d  to  p rev e n t manual s e p a ra t io n .
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6 . The b a la n c in g  program  w i l l  l i s t  a l l  a c t i v i t y  w hile  b a la n c in g  voucher 
rec o rd s  on adds and deducts by voucher number and p e rso n n e l a c t io n  
rec o rd s  on add and deduct d a te s  and amounts by t r a n s m i t ta l  number.
T o ta ls  f o r  A g r ic u l tu ra l  E x tension  a re  r e f l e c t e d .
7 . C o n tro l must r e f l e c t  ad ju stm en ts due to  c o r r e c t io n s  from e x ce p tio n s  
re p o r t  o r  cards om itted  from ru n .
8 . C o rre c tio n  p ro cess  may re q u ire  su b m ittin g  a d d i t io n a l  card s which would 
re q u ire  r e tu rn in g  to  th e  e d i t  r o u t in e .
9 . The E arn ings and Tax D e ta i l  Tape must be expanded t o  in c lu d e  accoun t 
number and a  re c o rd  type  fo r  SBR re c o rd s .
10 . The se tu p  card  c o n ta in s  voucher numbers t o  be  p u l le d  from th e  E arn ings 
and Tax D e ta i l  Tape.
11 . C o n tro ls  by  voucher number. A lso , t o t a l s  on A g r ic u l tu r a l  E x ten sio n  a re  
to  be p r in te d .
1 2 . Tape does no t in c lu d e  rec o rd s  f o r  A g r ic u l tu r a l  E x ten sio n . I t  does have 
a  code (accoun t ty p e )  to  d is t in g u is h  g e n e ra l  from r e s t r i c t e d  a c c o u n ts .
13 . Summary o f  A c t iv i ty  w i l l  r e f l e c t  c o n tro l  t o t a l s  on a d d it io n s  and 
d e d u c tio n s  to  a ss ig n a b le  am ounts. These f ig u re s  w i l l  in c lu d e  a s s ig n a b le  
ad ju stm en ts  subm itted  d i r e c t l y  and th o se  c a lc u la te d .
lU . This r e p o r t  w i l l  i d e n t i f y  voucher and p a y r o l l  a c t i v i t y  fo r  w hich th e r e  
was no re c o rd  on th e  SBR f i l e .  T his sh o u ld 'p ro v e  u s e f u l  in  lo c a t in g  
d e lin q u e n t P ersonnel A ction  form s.
15 . This r e p o r t  w i l l  i d e n t i f y  th o se  s a la r y  acco u n ts  f o r  which th e r e  a re  
no SBR re c o rd s .
16 . The SBR f i l e  a t  t h i s  s ta g e , a f t e r  th e  p r i n t  program s, i s  to  be used  
in  th e  fo llo w in g  month’s ru n . For s e c u r i ty  p u rp o se s , a  th re e  ta p e  
cy c le  w i l l  be e s ta b l is h e d .
17 . This r e p o r t  w i l l  i s o la te  v a r ia t io n s  and shou ld  be h e lp fu l  in  c o r r e c t in g  
d is c re p a n c ie s .
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The coded p e rso n n e l a c t io n  forms cou ld  th e n  he ro u ted  to  key punching , 
and subsequent to  key punching be ru n  th rough  an e d i t  program  to  e lim in a te  
any in c o r r e c t  d a ta  (see  E x h ib it 2 , Note 1 , page 103 . )  A f te r  c o r re c t io n s  
have been made th e  a c t i v i t y  card s w i l l  be s o r te d  acco rd in g  to  employee 
number w ith in  accoun t number, b a lan ced  a g a in s t  th e  c o n tro l  t o t a l s ,  p u t on 
m agnetic  ta p e  and p ro cessed  a g a in s t  th e  m aste r SBR ta p e .
To e lim in a te  any tim e la g  in  g e t t in g  th e  Account Summary R eport to  
th e  C o m p tro lle r, i t  i s  recommended t h a t  th e  expenses charged a g a in s t  
each  accoun t (o th e r  th a n  s a l a r i e s )  be  p ic k e d  up d i r e c t l y  from  th e  Account 
Summary F i l e ,  r a th e r  th a n  c re a t in g  le d g e r  summary ca rd s  from th e  f i l e  ta p e , 
a s  i s  c u r r e n t ly  b e in g  done. Thus, th e  C om ptro ller shou ld  be in  p o sse ss io n  
o f  th e  Account Summary Report (showing th e  unexpended b a la n ce  o f  each 
acco u n t) w ith in  a t  l e a s t  two weeks a f t e r  th e  end o f  each month—a v e ry  
c o n s id e ra b le  re d u c tio n  in  th e  c u rre n t  tim e la g .
Of c o u rse , any such system  change has advan tages and l im i ta t io n s ,  b o th  
o f  which shou ld  be c a r e f u l ly  an a ly zed .
Advantages o f Proposed SBR System . The advan tages o f  th e  proposed  
SBR system  over th e  p re s e n t  one a re  num erous, each one d e se rv in g  o f  s p e c ia l  
a t t e n t io n .  These advan tages a re  as fo llo w s:
1 . R eduction  o f  Card H andling—The o n ly  card  in p u ts  a re  from P ersonnel 
A c tion  form s, Jo u rn a l Vouchers and Supplem ental P a y ro ll  ru n s . These cards 
a re  im m ediately  p u t on tap e  o r  d is k  and a l l  m an ip u la tio n s  o f  d a ta  a re  done
•on th e se  two m edia, th e re b y  reducing  c a rd  h an d lin g  and p ro c e ss in g  tim e .
2 . C a lc u la tio n  o f  A ssig n ab le s—A pproxim ately  95 p e r  c e n t o f  th e  
a s s ig n a b le  c a lc u la t io n s  can be done e a s i l y  by  th e  com puter. N otable excep tions
a re :
a .  Persons who re s ig n  w ith  v a c a tio n  pay  on th e  books; and
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b .  Persons who r e s ig n  w ith  f r a c t io n a l  p a r t s  o f  days v a c a tio n  
on th e  books.
P ro v is io n s  have been made in  th e  P e rso n n e l A ction  in p u t c a rd  to  a llo w  f o r  
d i r e c t  e n try  o f  a s s ig n a b le  amounts a s  opposed to  a s s ig n a b le  d a te s .  (The 
need f o r  e n try  o f  amounts r a th e r  th a n  d a te s  i s  to  be de te rm ined  by  th e  
p e rso n  coding th e  in p u t . )
3 . I d e n t i f i c a t i o n  o f  E x cep tio n s—E x cep tio n s , such a s  d e lin q u e n t 
P ersonnel A ction  fo rm s, can be e a s i l y  i d e n t i f i e d  by  use  o f  th e  ex cep tio n s  
r e p o r ts  to  be p r in te d .  V a r ia t io n s  w i l l  a ls o  be i s o la t e d  on th e  D e ta i l  
Report and p r in te d  a s  a  s e p a ra te  r e p o r t  t o  a id  th e  c o r r e c t io n  p ro c e s s .
k .  E d it in g  o f  In p u t D ata—P e rso n n e l A ction  c a rd s  and J o u rn a l Voucher 
ca rd s w i l l  be e d ite d  c a r e f u l ly ;  th e r e f o r e ,  i t  i s  l e s s  l i k e l y  t h a t  in v a l id  
d a ta  w i l l  g e t in to  th e  SBR f i l e .
5 . S im p lif ic a t io n  o f  In p u t—C o rre c tio n s  t o  in d iv id u a l  SBR re c o rd s  w i l l  
be made w ith  o n ly  two ty p e s  o f  c a rd s : th e  Jo u rn a l Voucher ca rd  and th e  
P ersonne l A ction  c a rd . The J o u rn a l  Voucher ca rd  must be com pleted each tim e 
i t  i s  u se d . However, th e  P e rso n n e l A c tio n  card  need o n ly  c o n ta in  th e  f i r s t  
f iv e  key f i e l d s  p lu s  any c o r r e c t io n  e n t r i e s .
6 . Account I d e n t i f i c a t i o n —The accoun t t i t l e s  w i l l  be p ick ed  up from  
th e  c h a r t  o f  Accounts f i l e  and w i l l  be  a v a i la b le  f o r  a l l  p r i n t  o u ts . No 
t r a n s a c t io n  w i l l  be p ro c e sse d  a g a in s t  in v a l id  accoun t num bers.
7 . Foreground P ro c e ss in g —A ll  program s w i l l  be d esig n ed  fo r  fo reground  
p ro c e ss in g  and m inim al u se  o f  i/O  d e v ic e s ,  and w i l l  be w r i t te n  in  COBOL, 
th e re b y  e lim in a tin g  a  group o f  SPS program s. T his e lim in a tio n  o f  th e  e x i s t ­
in g  SPS program s w i l l  e lim in a te  th e  need f o r  th e  a d d i t io n a l  hardw are which 
t r a n s l a t e s  them , th u s  f r e e in g  s e v e ra l  thousand  d a ta  p ro c e s s in g  d o l la r s  p e r  
month to  more p ro d u c tiv e  p ro c e s s in g  u se .
107
s
8 . E lim in a tio n  o f  I n v a l id  C ards—P erso n n e l A c tion  ca rd s  and Jo u rn a l 
Voucher card s determ ined  to  be  in v a l id  by  th e  E d it  Program w i l l  be e je c te d  
in to  a  se p a ra te  pocket on th e  c a rd  r e a d e r ,  e l im in a tin g  th e  ta s k  o f  manua lly  
p u l l in g  them to  p rev e n t e n t r y  in to  th e  d a ta  stream .
9 . B alancing  to  C o n tro l T o ta ls —The burden  o f  b a la n c in g  to  c o n tro ls  
shou ld  r e s t  w ith  th e  A u d i to r 's  O ff ic e ;  i .  e . ,  in  c a se s  where computer 
produced t o t a l s  do no t ag ree  w ith  t o t a l s  su p p lie d  by  th e  A u d i to r 's  O ff ic e , 
t h a t  o f f i c e  h as th e  r e s p o n s i b i l i t y  o f  re c o n c i l in g  th e  d isc rep a n cy  and 
g iv in g  th e  s ig n a l  to  c o n tin u e  p ro c e s s in g . In  th e  p a s t ,  th e  d e c is io n  to  
co n tin u e  p ro c e ss in g  in  l i g h t  o f  d is c re p a n c ie s  had  to  be  made by th e  machine 
o p e ra to r> who in  most c a se s  i s  n o t q u a l i f ie d  t o  judge th e  se r io u sn e s s  o f
a  d isc rep a n cy .
While th e se  advan tages seem im p re ss iv e , th e y  a re  n o t w ith o u t t h e i r  
l im i t a t i o n s .
L im ita tio n s  o f  Proposed SBR System . Any o b je c tiv e  s tu d y  must p re s e n t  
th e  d isad v an tag es  a s  w e ll  a s  th e  a d v an tag es , and th e  proposed  SBR system  
i s  n o t w ith o u t i t s  l im i t a t i o n s ,  w hich a re  a s  fo llo w s:
1 . Jo u rn a l V ouchers—The p roposed  SBR system  w i l l  be  unab le  to
c a lc u la te  and p re p a re  jo u r n a l  voucher e n t r i e s  a t  th e  tim e i t  c a lc u la te s
a s s ig n a b le s .  W hile th e  c a lc u la t io n s  a re  p o s s ib le ,  th e  m echanics o f
su b m ittin g  th e  in p u t d a ta  f o r  th e  c a lc u la t io n s  a re  to o  cumbersome. T here fo re ,
%
th e  p e rso n  coding th e  SBR in p u t m ust de te rm ine  th e  n e c e s s i ty  f o r  a  jo u rn a l  
voucher e n try  and c a lc u la te  th e  amount.
2 . V a r ia t io n s  w i l l  be c a lc u la te d  a s  th e y  a re  done under th e  p re s e n t  
system , i . e . ,  as  th e  d i f f e r e n c e  betw een r a t e  m u lt ip l ie d  by  pay  p e rio d s  
rem ain ing  and b a la n c e . The problem  o f  hav ing  b u i l t - i n  v a r ia t io n s  fo r  persons 
whose c o n tra c t  ends on o th e r  th a n  th e  end o f  a  month i s  u n av o id ab le .
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S e v e ra l a l t e r n a te  methods o f c a lc u la t in g  v a r ia t io n s  a re  p o s s ib le ,  and were 
considered  in  d e t a i l ,  b u t a l l  proved to  be to o  cumbersone to  be p r a c t i c a l .
3- Dependence Upon O ther System s—The SBR system  w i l l  s t i l l  be depen­
d en t upon o th e r  system s f o r  in p u t;  th e r e f o r e ,  in  o rd e r to  g e n era te  r e p o r ts  
soon enough to  be t im e ly  a l l  system s m ust fu n c tio n  on sch ed u le .
4 . A ssignable  C a lc u la t io n s —U n fo rtu n a te ly  n o t a l l  a s s ig n a b le s  can be 
c a lc u a lte d  u sin g  th e  com puter. The m u l t i p l i c i t y  o f pay b a s is  p re c lu d e s  th e  
development o f a  s in g le  fo rm ula  f o r  a l l  a s s ig n a b le  c a lc u la t io n s . The p erson  
a t  th e  SBR desk  w i l l  be c a l le d  on t o  make value  judgments a s  to  w hether a  
g iven  a ss ig n a b le  can be com puter c a lc u la te d  o r m ust be undertaken  m anually .
The O ffice  of th e  A u d ito r f e l t  t h a t  th e  advantages of th e  proposed 
system  f a r  outweighed th e  l im i ta t io n s .  T h e re fo re , th e  proposed SBR system  
i s  c u r re n t ly  b e in g  im plem ented, and p la n s  have been made to  p a r a l l e l  th e  
new system  w ith  th e  o ld  system  fo r  th e  months of A p r il  and May, 1969 
beg inn ing  in  June , 1969 .
I t  can be seen  from  t h i s  a p p l ic a t io n ,  th ab  every tim e th e  SBR ru n  i s  
made th e  computer a u d i t s  a l l  in p u t d a ta  th rough  th e  e d i t  program . Any 
e r ro r s  o f such a  n a tu re  t h a t  would n o t be caught in  th e  e d i t  program 
would show up in  th e  e x c e p tio n s  r e p o r t .  The system  could be a u d it ie d  
a t  any tim e by in s e r t in g  t e s t  t r a n s a c t io n s  in to  th e  SBR run  and observ ing  
th e  mariner in  which th e  system  h an d les  them. Any erroneous t r a n s a c t io n s  
which a re  no t caught by th e  e d i t  program  could  be analyzed  and th e  e d i t  
program could  be a d ju s te d  a c c o rd in g ly .
F u r th e r  Recommendations
While making th e  p rec ed in g  s tu d y , s e v e ra l  means of system  improvement 
became e v id e n t, and a lth o u g h  n o t c u r r e n t ly  f e a s ib l e ,  w i l l ,  due t o  tech n o ­
lo g ic a l  advancem ent, be p r a c t i c a l  in  th e  f u tu r e .
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F i r s t ,  th e r e  should he one c e n tr a l iz e d  p e rso n n e l o f f ic e  on campus, 
r a th e r  th a n  th e  c u rre n t  th r e e j  and fu rth e rm o re , a l l  h i r in g  u n i ts  should  
use s ta n d a rd iz e d  p e rso n n e l fo rm s. P re s e n tly , i t  i s  e s tim a te d  t h a t  n e a r ly  
50 d i f f e r e n t  ty p es  of p e rso n n e l a c t io n  foims a re  in  e x is te n c e ,  th e re b y , 
posing  problem s in  o b ta in in g  u n ifo rm ity  in  coding in p u t.
Second, t h i s  c e n t r a l iz e d  p e rso n n e l o f f ic e  should be o n - l in e  t o  th e  
c e n t r a l  p ro c e ss in g  u n i t ,  a llo w in g  f o r  d i r e c t  t r a n s m i t ta l  o f  p e r t in e n t  
in fo rm a tio n  to  th e  M aster P a y ro l l  F i l e .  This M aster P a y ro l l  F i l e  should  
be re v is e d  so  a s  t o  se rv e  a s  th e  com plete p e rso n n e l f i l e  f o r  th e  e n t i r e  
campus.
T h ird , and id e a l ly ,  th e  head o f each h i r in g  u n it  would have a  rem ote 
te rm in a l  in  h i s  o f f ic e  and would have access  to  in fo rm a tio n  concern ing  
only th o se  persons fo r  which he i s  re s p o n s ib le . These rem ote te rm in a ls  
would n o t be capable  of e n te r in g  in fo rm a tio n  in to  th e  system —only  of 
r e t r i e v in g  c e r t a in  p e r t in e n t  in fo rm a tio n  from th e  system ..
W ith p ro p e r hardw are, c o n tro ls  and p e rso n n e l, such an  o n - l in e  
p e rso n n e l system  would be a  m ost e f f i c i e n t  to o l  fo r  th e  ISU a d m in is t r a t io n .
A udit o f S tuden t Fees
The second a re a  analyzed  d e a l t  w ith  th e  a u d it  o f s tu d e n t f e e s .  Such 
an a p p l ic a t io n  would be p e r t in e n t  i n  any s i tu a t io n  where th e  amount o f 
fe e s  re c e iv e d  v a r ie s  w ith  c e r t a i n  predeterm ined  c ircu m stan ces .
C urren t A ud it P rocedures
At p r e s e n t ,  a l l  s tu d e n t fe e s  a re  a u d ite d  m anually . T h is m anual 
a u d it  ta k e s  p la c e  th re e  tim es a  y e a r  du rin g  th e  F a l l ,  S p rin g , and Summer 
se m e s te rs , and i s  perform ed by th e  O ffice  o f th e  R e g is tr a r .
The problem s invo lved  in  t h i s  m anual a u d it  a re  tw o fo ld . F i r s t ,  th e  
O ffice  o f th e  R e g is tr a r  does n o t have s u f f i c i e n t  in fo rm a tio n  to  b e g in  th e
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a u d i t  u n t i l  f iv e  o r s ix  weeks o f th e  sem ester have e la p s e d . Second; th e  
a u d i t  fu n c tio n  must he perform ed by th e  r e g u la r  R e g i s t r a r 's  f u l l - t im e  
s t a f f  on a  p a r t- t im e  b a s is .  S ince t h i s  i s  a  very  tim e consuming ta s k ;  
b e ing  perform ed on an  i r r e g u la r  b a s is ;  th e  a u d it  i s  ve ry  seldom completed 
u n t i l  very  n e a r th e  end o f th e  sem este r. Of c o u rse ; t h i s  tim e la g  c re a te s  
s e r io u s  problem s w ith  th o se  s tu d e n ts  who must be a s se s s e d  a d d i t io n a l  f e e s ;  
s in c e  th e y  no lo n g e r have th e  a v a i la b le  funds t o  pay th e se  a d d i t io n a l  
am ounts. I n  a d d it io n  to  th e  tim e la g  problem; due t o  in c re a s e d  en ro llm en t; 
th e  m anual a u d i t  o f s tu d e n t fe e s  i s  becoming to o  la rg e  a  t a s k  t o  be p e r­
formed by th e  O ffice  of th e  R e g is tra r  w ith o u t an  in c re a s e  in  p e rso n n e l— 
a n  im p o s s ib i l i ty  due to  la c k  o f fu n d s.
Proposed A udit P rocedures
C u rre n tly  th e  O ffice  o f Data P rocessing  m ain ta in s , th r e e  f i l e s :
1 . C lass Tape—y ie ld s , c la s s  schedule of each  s tu d e n t .
2 . Fee D is t r ib u t io n  F i l e —g iv es  a  com plete breakdown of a l l  fe e s  
p a id  by each s tu d e n t;  in  a d d it io n  to  any exem ptions a llow ed .
3- R e g is te red  S tuden t F i l e —c o n ta in s  in fo rm a tio n  co n ce rn in g  s tu d e n ts ' 
re s id e n c y  s t a tu s .
These th r e e  f i l e s ;  which a re  a v a i la b le  app rox im ate ly  two weeks a f t e r  
r e g i s t r a t i o n ;  p ro v id e  a l l  th e  in fo rm a tio n  n e ce ssa ry  t o  make a  com puterized 
a u d it  o f s tu d e n t fe e s  w ith o u t th e  c re a t io n  of a d d i t io n a l  in p u t.  A b a s ic  
flow  diagram  o f the . proposed a u d it  procedure can be seen  in  E x h ib it  3; 
page 111.
The a u d it  fu n c tio n  would be perform ed as fo llo w s :
1 . A check o f hours scheduled and U n iv e rs ity  Fee p a id  would be used 
to  c l a s s i f y  s tu d e n ts  in to  one of fo u r  c a te g o r ie s :
E x h ib it  3* Proposed Fee A udit System
u tio n
C lass Tape 
to  Scheduls 






R egistered  
S tu d ep t 
F ile
vU*_______
. f u l l - t i m e
s tu d e n ts  w ith  
p a r t- t im e  
fe e s
p a r t- t im e  
s tu d e n ts  w ith  






E x cep tio n s
Report
112
E x h ib it 3 Diagram Notes
1. a .  Program checks c l a s s i f i c a t i o n ,  hours sch ed u led , and fe e s  p a id .
b . F u ll- tim e  s tu d e n ts  w ith  f u l l - t im e  f e e s  and p a r t- t im e  s tu d e n ts
w ith  p a r t- t im e  fe e s  a re  w r i t t e n  ou t t o  ta p e .
c . F u ll- tim e  s tu d e n ts  w ith  p a r t- t im e  f e e s  a re  w r i t te n  ou t on an
e x ce p tio n  r e p o r t .
d . P a r t- tim e  s tu d e n ts  w ith  f u l l - t im e  f e e s  a re  checked f u r th e r .  Those 
t h a t  can be id e n t i f i e d  a s  le g i t im a te  a re  w r i t te n  ou t t o  ta p e . The 
o th e rs  a re  w r i t te n  ou t t o  an e x c e p tio n  r e p o r t .
2 . T his program checks th e  fo llo w in g :
a . S p e c ia l cou rses fo r  s p e c ia l  f e e s .
b . R esid en t code a g a in s t  r e s id e n t  f e e s .
c . P a r t- tim e  fe e s  f o r  c o r r e c t  am ounts.




a . F u ll- tim e  s tu d e n ts  paying  f u l l - t im e  fe e s  (FT/FT).
. b . B a rt-tim e  s tu d e n ts  paying  p a r t- t im e  fe e s  (PT/PT).
c . F u ll- tim e  s tu d e n ts  paying  p a r t- t im e  fe e s  (FT/PT).
d . B art-tim e  s tu d e n ts  paying  f u l l - t im e  fe e s  (PT /FT ).
2. Any s tu d e n t c l a s s i f i e d  a t  FT/PT would be w r i t te n  ou t t o  an 
ex ce p tio n  r e p o r t ,  fo r  under no c ircu m stan ces  i s  t h i s  a  le g i t im a te  c l a s s i ­
f i c a t i o n .
3 . S tu d en ts  c l a s s i f i e d  a s  PT/FT would be checked f o r  le g itim a c y .
Any g rad u a te  s tu d e n t h o ld in g  an  a s s i s t a n t s h ip  and c a r ry in g  l e s s  th a n  9 
h o u rs , o r any o th e r  s tu d e n t c a r ry in g  l e s s  th a n  a  f u l l - t im e  course  load  
and paying a  diplom a fee  i s  a  le g i t im a te  PT/FT. Any o th e r  c ase s  w i l l  
be w r i t te n  o u t t o  an ex ce p tio n  r e p o r t  t o  be checked by th e  R egistrar.* '"
4. A l l  FT/FT, PT/PT, and le g i t im a te  PT/FT s tu d e n ts  w i l l  be run  
th rough  a  s e r i e s  o f programs checking  hours c a r r ie d  a g a in s t  th e  amount 
o f U n iv e rs ity  and N o n -resid en t fe e s  ( i f  a p p lic a b le )  p a id . In  a d d it io n ,  
th o se  co u rses  re q u ir in g  s p e c ia l  f e e s  and th e  accu racy  o f any exem ptions 
a llow ed w i l l  be checked. Any d isc rep a n cy  and th e  reaso n  f o r  d isc rep an cy  
w i l l  be w r i t te n  out to  an e x c e p tio n  r e p o r t  f o r  f u r th e r  s c ru t in y  by th e  
O ffice  of th e  R e g is tr a r .
The advan tages o f th e  proposed system  a re  q u ite  obvious. F i r s t ,  
th e  a u d it  fu n c t io n  can be perform ed w ith o u t th e  c re a t io n  o f a d d i t io n a l  
in p u t.  Second, a l l  s tu d e n t fe e s  can be a u d ite d  w ith in  to  3 weeks 
a f t e r  r e g i s t r a t i o n .  And t h i r d ,  any in c re a s e  in  e n ro llm en t can be e a s i ly  
handled  w ith o u t th e  h i r in g  of a d d i t io n a l  p e rso n n e l. T his proposed fee
^ In  c e r t a in  cases  a  s tu d e n t may be a llow ed  to  pay f u l l - t im e  fe e s  when 
c a r ry in g  l e s s  th a n  a  f u l l - t im e  course  lo ad  in  o rd e r t o  re s id e  in  a  dorm ito ry . 
Thee, on ly  way t h i s  can be v e r i f i e d  i s  th ro u g h  a  l e t t e r  on f i l e  in  th e  
R e g is t r a r ’s O ff ic e .
Ill*
a u d i t  system  i s  be ing  implemented by th e  ISU a d m in is tra t io n  and should  be 
o p e ra t io n a l  no l a t e r  th an  S e p te m b e r 19^9 •
Fu tu re  Recommendation
An id e a l  a u d i t  s i tu a t io n  would e x i s t  where fe e s  could  be a u d ite d  a s  
th e  f i n a l  s te p  in  th e  r e g i s t r a t i o n  p ro ce d u re . T his would be p o s s ib le  
where rem ote te rm in a ls  were p re s e n t  a t  th e  r e g i s t r a t i o n  s i t e .  C lass 
sc h ed u le s , fe e s  and res id en cy  s t a tu s  cou ld  be e n te re d  d i r e c t l y  in to  th e  
c e n t r a l  p ro c e ss in g  u n it  and any d isc re p a n c y  cou ld  be d isco v ered  and 
c o rre c te d  on th e  sp o t.
C onclusions
W ith th e  use o f e d i t  program s to  check th e  accu racy  o f incoming 
d a ta ,  i t  can be seen  th a t  th e  above p roposed  system s a r e ,  in  p a r t ,  
con tinuous s e l f - a u d i t in g  system s.
In  a d d it io n ,  such system s can be e a s i l y  a u d ite d  a t  any tim e by 




I t  has "been w e ll  e s ta b l is h e d  t h a t  th e  computer has made i t s  
p resence  very  much f e l t  in  th e  f i e l d  o f a u d it in g ,  and th a t  new a u d it in g  
tech n iq u es a re  m andatory when fa c in g  an  e le c t r o n ic  system .
G en era lly , e le c t r o n ic  system s may be d iv id e d  in to  two main 
c a te g o r ie s :  b a tch  p ro c e ss in g  system s and r e a l - t im e  system s. I n  b a tc h  
p ro ce ss in g  system s th e  item s t o  be p ro ce ssed  m ust be coded and c o l le c te d  
in to  groups b e fo re  p ro c e ss in g  can ta k e  p la c e . Such system s, w h ile  be ing  
f a r  s u p e r io r  t o  m anual m ethods, s u f f e r  from  th e  s e r io u s  d isadvan tage  
th a t  s u f f i c i e n t  item s o f a  l ik e  n a tu re  m ust be c o lle c te d  in  o rd e r to  
make p ro cess in g  f e a s i b l e .  T his r e s u l t s  in  a  tim e la g  which somewhat 
im pairs  th e  u se fu ln e ss  o f in fo rm a tio n .
In  l i g h t  o f t h i s  problem  th e  o n - lin g  r e a l- t im e  (OLRT) system  has 
been developed. An OLRT system  i s  one in  w hich in p u t e n te rs  th e  system  
a t  i t s  p o in t  o f o r ig in  and o u tp u t i s  t r a n s m it te d  d i r e c t l y  to  where i t  
i s  used . In  a d d it io n  t o  t h i s  random o rd e r o f p ro c e ss in g , r e s u l t s  a re  
ob ta in ed  q u ick ly  enough t o  a f f e c t  th e  fu n c tio n in g  of th e  environm ent 
a t  t h a t  p o in t  in  tim e .
I t  has became e v id e n t, w ith  th e  adven t of OLRT* system s, t h a t  methods 
o f c o n tro l  and a u d it in g  p ro ced u res d ev ised  f o r  b a tch  p ro cess in g  system s 
a re  becoming o b so le te . I n  an  OLRT system  i t  w i l l  no lo n g er be f e a s ib le  
t o  a u d it  "around" th e  computer com paring .source documents w ith  f i n a l  
o u tp u t. N e ith e r  can r e l i a n c e  be p la c e d  on independent co n firm atio n  and 
p h y s ic a l o b se rv a tio n , a lo n e .
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In  s e t t in g  down g u id e lin e s  t o  be used in  th e  a u d it in g  o f advanced 
e le c t r o n ic  system s; s p e c ia l  c o n s id e ra tio n  m ust be g iven  to  th e  t e c h n ic a l  
o r ie n ta t io n  o f th e  a u d i to r ;  th e  a u d i to r ’s p a r t i c ip a t io n  in  th e  system  
d es ig n ; th e  f e a s i b i l i t y  of u t i l i z i n g  t e s t  decks in  a u d it in g ;  and th e  
tim e p e rio d  o f th e  a u d i t .
T e c h n ic a l O r ie n ta t io n  of th e  A ud ito r
I t  has been  c l e a r l y  p o in te d  ou t t h a t  t o  be e f f e c t iv e ly  c o n tro l le d  
and a u d ite d ;  an OLRT system  m ust be understood . Due to  th e  p e c u l i a r i t i e s  
of such  advanced system s; and th e  obso lescence of b a tch  p ro c e ss in g  a u d i t  
te c h n iq u e s ; i t  i s  im possib le  f o r  an  u n tra in e d  person  to  a d eq u a te ly  e v a l ­
ua te  th e  p r o p e r t ie s  of a  r e a l - t im e  system .
I n  o rd e r  t o  be co n sid e red  te c h n ic a l ly  com petent; th e  a u d i to r  m ust 
have a  w orkable knowledge o f th e  co n cep ts ; hardw are; p o ss ib le  system  
c o n f ig u ra tio n s  and in te r n a l  c o n tro ls  a p p lic a b le  t o  re a l- tim e  system s. 
R eal- Time Concepts
I n  o rd e r  to  u n d ers tan d  a  r e a l- t im e  system  i t  i s  n ecessa ry  t o  u n der­
s ta n d  th e  b a s ic  te c h n o lo g ic a l  concepts which make such a  system  p o s s ib le .
The b a s ic  concep ts p e c u l ia r  t o  any OLRT system  a re :
/
1. S tandard  i n t e r f a c e —th e  a b i l i t y  o f a  system  to  use many d i f f e r e n t  
l / 0 d e v ic e s .
2 . C hannels— sm all com puters which d i r e c t  th e . flow of d a ta  betw een 
I/O  d e v ic e s  and m ain s to ra g e .
3* O perating  system —a  group o f program s; in  re s id en ce  in  th e  
com puter system ; w hich f a c i l i t a t e s  every  phase of system  o p e ra tio n .
if. D ire c t  a c c e ss  s to ra g e —h ig h  c a p a c ity  a u x i l i a r y  s to ra g e  w ith  a  
wide range o f d a ta  sp eed s . I t s  p rim ary  c h a r a c te r i s t i c  i s  i t s  a b i l i t y  t o  
lo c a te  any re c o rd  d i r e c t l y ;  w ith o u t having  to  scan  th e  p reced ing  re c o rd s .
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5. T e le p ro c e s s in g —tr a n s m it t in g  d a ta  from  one p o in t to  an o th e r 
in  th e  cou rse  o f p ro c e s s in g .
6 . M u ltip ro c e s s in g —communication betw een com puters.
7* M ultiprogram m ing—a  tech n iq u e  f o r  h an d lin g  s e v e ra l  programs 
c o n c u rre n tly  hy o v e rla p p in g  t h e i r  e x e c u tio n .
Real-Time Hardware
In  a d d i t io n  t o  a  f a m i l i a r i t y  w ith  th e  concep ts o f a  re a l- t im e  system , 
i t  i s  m andatory t h a t  th e  a u d ito r  be a cq u a in te d  w ith  th e  hardware t h a t  
c a r r ie s  ou t th e  r e a l - t im e  a p p l ic a t io n s . \
OLRT system s a re  u s u a l ly  composed o f t h i r d  g e n e ra tio n  com puters w ith  
l a rg e ,  h ig h -sp e ed  s to ra g e  c a p a c i t i e s ,  numerous communication f a c i l i t i e s ,  
and f ix e d  and v a r ia b le - le n g th  f i e l d  c a p a b i l i t i e s .
Any r e a l - t im e  c e n t r a l  p ro c e ss in g  u n i t  u s u a l ly  in c lu d e s  most o f th e  
fo llo w in g  b a s ic  f e a tu r e s :
1. th e  c a p a b i l i ty  o f in c re a s in g  core  s to ra g e  and adding  more 
p e r ip h e ra l  equipm ent when th e  need a r i s e s ;
2. • th e  p o s s e s s io n  o f an  in te r r u p t io n  system  w hich a l e r t s  th e  CPU 
t o  e x c e p tio n a l  c o n d it io n s  and ex ecu te s  th e  a p p ro p r ia te  ro u tin e  fo llo w in g  
th e  d e te c t io n  o f such an  ev en t;
3* I /O  d e v ic e s  independen t o f th e  CPU, p e rm ittin g  p ro c e ss in g  to  
tak e  p lace  c o n c u r re n tly  w ith  I/O  o p e ra tio n s ; and
4. th e  p o sse s s io n ' o f tim e sh a r in g  c a p a b i l i t i e s ,  en ab lin g  numerous 
u se rs  a t  rem ote te rm in a ls  t o  u t i l i z e  th e  CPU c o n c u rre n tly .
In  a d d i t io n  to  th e  c e n t r a l  p ro ce ss in g  u n i t ,  th e  tra n sm iss io n  o f d a ta  
to  and from  th e  p ro c e s s in g  u n i t  r e q u ire s  th e  use o f te lecom m unication  
f a c i l i t i e s .  These f a c i l i t i e s  m ust meet th e  requ irem en ts  o f: ( l )  t r a n s ­
m issio n  c o n tr o l  c a p a b i l i ty ;  (2 ) program sw itc h in g ; ( 3 ) program r e lo c a t io n ;
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and (*»•) s to ra g e  p ro te c t io n .  The ty p e s  of f a c i l i t i e s  used w i l l  depend upon 
th e  n a tu re  o f th e  in p u t and th e  requ irem en ts  f o r  o u tp u t.
System C o n fig u ra tio n s
With a  fundam ental knowledge of r e a l- t im e  concep ts and equipm ent, an 
unders tand ing  o f th e  b a s ic  com binations o f th e se  components i s  n e c e ssa ry , 
s in ce  th e  system  c o n f ig u ra tio n  p ro v id es  th e  framework in  w hich th e  
a u d it  must be perform ed.
R eal-tim e system  c o n f ig u ra tio n s  may be c l a s s i f i e d  a s :
1 . Sim plex system —a  system  in  which th e re  i s  n o .s tan d b y  equipm ent 
to  tak e  over p ro c e ss in g  when th e  CPU becomes in o p e ra tiv e .
2 . M a s te r /s la v e  system —two or more computers o p e ra tin g  j o i n t l y ,  
one o f w hich perform s a l l  th e  sch ed u lin g  and housekeeping fu n c t io n s ,  
le a v in g  th e  o th e rs  f r e e  t o  c o n c e n tra te  on problem  s o lv in g .
3- S h a r e d - f i le  sy s tem --v ery  s im ila r  to  th e  m a s te r /s la v e  system .
4 . Duplex system —a  system  in  which th e  re q u ire d  hardw are i s  
e x a c tly  d u p lic a te d  sc  t h a t  a  sw itc h  over can occur i f  th e  o n - lin e  system  
f a i l s .
5- M u ltip ro c e ss in g  system —system  in  which s e v e ra l  s e p a ra te  
i n t e r r e l a t e d  o p e ra tio n s  a re  c a r r ie d  on s im u ltan eo u sly  by two o r  more 
com puters, each c o n c e n tra tin g  on a  p a r t i c u l a r  assignm en t, b u t capab le  
o f communicating w ith  th e  o th e r s .
OLRT System C on tro ls
The a u d i to r  i s  n o t in  a  p o s i t io n  to  perform  a  study  and e v a lu a t io n  
o f th e  e x is t in g  i n t e r n a l  c o n tro ls  o f a  system  u n t i l  he i s  th o ro u g h ly  
f a m il ia r  w ith  th e  equipm ent c a p a b i l i t i e s  and system  c o n f ig u ra tio n .
The only way in  w hich th e  a u d ito r  can ach iev e  th e  n e ce ssa ry  con fidence  in  
th e  o p e ra tio n  o f an  OLRT system  i s  th rough  a  b a s ic  u n d e rs tan d in g  o f how 
th e  system  o p e ra te s , how r e s u l t s  a re  o b ta in ed , and what sa feg u a rd s
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have been i n s t i t u t e d .
C onven tional e le c t r o n ic  c o n tro ls ,  p a in s ta k in g ly  desig n ed  over th e  
p a s t y e a rs  f o r  b a tc h  p ro c e ss in g  system s a re  no lo n g er a d eq u a te . The 
two m ajor t r a d i t i o n a l  c o n tro ls  ( t r a n s c r ip t io n  c o n tro ls  and c o n tro l  t o t a l s )  
have become o b so le te  in  an  OLRT system . The value  o f t r a n s c r ip t i o n  
c o n tro ls  becomes n e g lig ib le  in  many in s ta n c e s , due t o  th e  absence  o f 
source  docum ents. Data i s  d i r e c t l y  e n te re d  in to  th e  system  a t  th e  
p o in t  o f  o r ig in .  C o n tro l t o t a l s  a ls o  become u s e le s s ,  s in c e  in  an  OLRT 
system , d a ta  i s  very  r a r e ly  accum ulated and p rocessed  in  l o g ic a l  t r a n s a c t io n  
g ro u p s, and th e s e  c o n tro ls  cannot be a p p lie d  b e fo re  th e  p ro c e ss in g  o c cu rs .
The use o f r e a l- t im e  system s has g r e a t ly  in c re a se d  th e  im portance 
o f e x is t in g  p ro c e ss in g  c o n tro ls  and has g iven  r i s e  t o  new c o n tr o ls .
The concep t o f  u sin g  communication l in e s  t o  t ra n s m it  d a ta  in  OLRT system s
r
r e q u ire s  th e  use o f o n - lin e  rem ote te rm in a ls  th rough  which m essages a re  
t r a n s m it te d  t o  o r re c e iv e d  from  a  com puter. When o p e ra tin g  in  t h i s  
manner i t  i s  im p o rtan t t o  en su re  t h a t  a l l  d a ta  t r a n s m it te d  a re  re c e iv e d  
and p ro p e r ly  p ro ce ssed .
In fo rm a tio n  housed in  th e  memory o f an o n - lin e  system  i s  a v a i la b le  
t o  te rm in a l  o p e ra to rs  upon t h e i r  r e q u e s t .  T h e re fo re , a  good p o s s i b i l i t y  
e x i s t s  o f d a ta  b e in g  used by u n au th o rized  p e rso n n e l, o r d e s tro y ed  o r 
im properly  p ro cessed  due to  c a re le s s n e s s .  Thus programmed c o n tro ls  must 
be d e v ised  w hich w i l l  e lim in a te  any p o s s ib i l i t y  of im proper d a ta  usuage, 
in c o r r e c t  f i l e  u p d a tin g , and d e s t ru c t io n  of d a ta  and programs s to re d  in  
memory.
F u rth e rm o re , a  r e a l- t im e  system  m ust o p e ra te  w ith o u t s to p p in g  f o r  
f ix e d  p e r io d s  o f t im e , th e  d u ra tio n  depending upon th e  system  c o n f ig u ra tio n . 
When a  m a lfu n c tio n  occurs in  same component w h ile  th e  system  i s  in  o p e ra ­
t i o n ,  p ro ced u res  m ust e x i s t  t o  en su re  th e  con tinuance o f th e  evet-em.
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T h e re fo re , i t  can he seen  t h a t  t o  perform  a  competent a u d i t  o f 
an  OLRT system , th e  a u d ito r  must he t e c h n ic a l ly  o r ie n te d , f o r  such 
a  system  m ust he understood  to  he e f f e c t iv e ly  c o n tro lle d  and a u d ite d .
P a r t i c ip a t io n  in  System Design
The a c q u i s i t io n  of a  w orking knowledge o f th e  system c o n f ig u ra tio n  
(how i t  o p e ra te s , w hat i t  can do, in p u t and o u tp u t m edia, programming, 
e t c . )  can h e s t  he accom plished  hy th e  a u d i to r  th rough  p a r t i c ip a t in g ,  
where p o s s ib le ,  from  th e  v e ry  b eg in n in g .
I t  i s  h ig h ly  d e s i r a b le  t h a t  th e  a u d i to r  (bo th  in te r n a l  and e x te r n a l )  
become f a m i l i a r  w ith  a  system  and i t s  program s a t  th e  e a r l i e s t  p o s s ib le  
s ta g e —b e in g  p re s e n t  th ro u g h o u t th e  v a rio u s  d is c u s s io n  s ta g e s  i n  th e  
developm ent o f th e  system . T his w i l l  p e rm it th e  a u d ito r  to  e v a lu a te  
i n t e r n a l  c o n tr o ls ,  c o u n se l th e  company and p la n  f o r  subsequent ex am in a tio n s .
W hile i t  i s  n o t th e  fu n c t io n  of th e  a u d ito r  to  design  th e  system  
he should  s c r u t in iz e  th e  fo llo w in g  f a c to r s :
1 . soundness o f proposed c o n tro ls ;
2 . s e g re g a t io n  o f fu n c tio n s  among th e  source in fo rm a tio n  group , 
m achine o p e ra tio n  c e n te r  and acco u n tin g  c o n tro l group;
3 . so u rc e , form  and c o n tro l  of in p u t and ou tpu t; and
if. adequacy o f th e  a u d i t  t r a i l .
When shortcom ings a re  no ted  th e y  can be d isc u sse d  w ith  management, and 
changes im plem ented, i f  deemed n e c e ssa ry . Due to  th e  com plexity  o f 
re a l- t im e  system s and th e  in te r r e la te d n e s s  of t h e i r  program s, such 
n e ce ssa ry  changes may be com plete ly  ou t o f th e  q u e s tio n  a t  a  l a t e r  d a te .  
F u rtherm ore , n o t on ly  can th e  a u d i to r  a s su re  h im se lf  th a t  n e c e ssa ry  
c o n tro ls  a r e  im plem ented, b u t ,  in  a d d i t io n ,  he can ga in  an o v e ra l l  
a p p re c ia t io n  o f th e  system , g iv in g  him a  b e t t e r  in s ig h t  in to  th e  ty p e s
o f  c o n tro ls  w hich a r e ,  a s  compared to  th o se  which a re  n o t , f e a s i b l e .
A lthough th e  knowledge g a ined  by th e  a u d ito r  p re s e n t a t  th e  p lan n in g  
s ta g e  of a  new system  i s  trem endous, n o t everyone can be in  o n .th e  ground 
f lo o r  o f an  i n s t a l l a t i o n .  Many who w i l l  come upon th e  scene in  
subsequent y e a rs  w i l l  n o t have had th e  o p p o rtu n ity  of b e ing  in  on th e  
i n i t i a l  system  developm ent. However, t h i s  group can g a in  v a lu a b le  
in s ig h ts  from  th e  ex p erien ce  o f t h e i r  p re d e c e sso rs , and can  f u r th e r  
enhance t h e i r  knowledge by keep ing  a b re a s t  o f changing developm ents 
w ith in  th e  system .
These i n i t i a l  s ta g e  c o n ta c ts  betw een a u d ito r  and system  d e s ig n e r  
w i l l  en ab le  th e  system  d e s ig n e r  t o  see th e  need f o r  c o n tro ls  a t  th e  
expense of economy, and w i l l  g ive  th e  a u d ito r  th e  confidence  to  lo o k  
more t o  p ro ced u res  in c o rp o ra te d  w ith in  th e  system  as  a  b a s is  f o r  e x p re s s ­
in g  an  o v e r a l l  o p in io n  abou t th e  company's f i n a n c ia l 'p o s i t io n .
F e a s i b i l i ty  o f T es t Decks 
Once th e  system  i s  c le a r ly  understood  and th e  adequacy o f i n t e r n a l  
c o n tro ls  has been  de te rm ined , th e  a u d ito r  may beg in  h is  c o l le c t io n  o f 
e v id e n t i a l  m a t te r .  However, th e  c o l le c t io n  of t h i s  m a te r ia l  from  an  
OLRT system  i s  q u i te  d i f f e r e n t  from  t h a t  o f co n v en tio n a l b a tc h  p ro c e ss in g
sy s tem s. ......
T h is d i f f e r e n c e  r e s u l t s  from th e  f a c t  t h a t  n e i th e r  an  "around th e  
- m achine" n o r a  "th rough  th e  m achine" approach  i s  a p p lic a b le  t o  an  o n - l in e ,  
r e a l - t im e  system . T his inadequacy o f th e  c u rre n t approaches t o  th e  
a u d it in g  o f e le c t r o n ic  system s i s  a  r e s u l t  o f two f a c to r s .  F i r s t ,  in  
a  com plete ly  r e a l - t im e  system  th e r e  i s  an  absence of sou rce  documents i n  
a  m a jo r ity  o f  in s ta n c e s .  T his i s  due t o  in fo rm a tio n  b e in g  e n te re d
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d i r e c t l y  in to  th e  system  a t  th e  p o in t  o f o r ig in ,  r e s u l t i n g  in  v i r t u a l l y  
a  t o t a l  lo s s  o f  th e  a u d i t  t r a i l .  Second, s in c e  any e r r o r  i n  such  a  
system  can e a s i l y  go u n d e tec ted  in d e f in i t e ly ,  due t o  th e  absence  of sou rce  
documents and in te rm e d ia te  r e p o r t s ,  tec h n iq u e s  must be im plem ented which 
w i l l  d isc o v e r  e r r o r s  a t  t h e i r  i n i t i a l  in tro d u c tio n  i n to  th e  system .
Perhaps th e  m ost im p o rtan t tech n iq u e  a v a i la b le  t o  th e  a u d i to r  f a c in g
an  o n - l in e ,  r e a l - t im e  system  i s  th e  in tro d u c tio n  of t e s t  t r a n s a c t io n s  in to
th e  system .
The t e s t  d a ta ,  p rep a red  by th e  a u d i to r ,  should  be d esig n ed  so a s  t o
check on th e  accu racy  o f in p u t,  p ro c e ss in g , and o u tp u t c o n tr o ls .  T here­
f o r e ,  th e s e  t e s t  t r a n s a c t io n s  should  n e c e s s a r i ly  in c lu d e  s u f f i c i e n t  amounts 
o f in co m p le te , e rroneous and in c o n s is te n t  d a ta .
I d e a l ly ,  th e  t e s t  d a ta  shou ld  be m ingled w ith  a c tu a l  t r a n s a c t io n s .
In  o rd e r f o r  t h i s  t o  be done, however, th e  p ro c e ss in g  program  m ust have 
th e  c a p a b i l i ty  o f re c o g n iz in g  t e s t  d a ta  by a  c e r t a in  code so a s  t o  r e f r a i n  
from  add ing  them  to  t o t a l  o p e ra tin g  r e s u l t s  or perm anent re c o rd s .
While th e  use of t e s t  t r a n s a c t io n s  i s  im p o rtan t, o th e r  te c h n iq u e s  
m ust a ls o  be employed, such a s  in c re a se d  use of programmed c o n tro ls  and 
th e  developm ent and im p lem en ta tion  of s p e c ia l  a u d i t  program s.
Time P e rio d  of th e  A udit
A udit checks in  an  o n - l in e ,  r e a l- t im e  system  m ust be co n tinuous 
and occur s im u lta n eo u s ly  w ith  p ro c e ss in g , and n o t be dependent upon 
r e t r o s p e c t iv e  e v a lu a t io n s . The r e a l - t im e  environm ent n e c e s s i t a t e s  t h a t  
a  c o n tro l  system  be designed  and i n s t a l l e d  a s  an. i n t e g r a l  p a r t  o f  th e  . 
o v e r a l l  p ro c e ss in g  system .
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The developm ent o f OLRT system s r e q u ire s  continuous a v a i l a b i l i t y  of 
th e  a u d i to r .  System d esig n  changes occur th roughou t th e  y e a r  and a u d i t  
t e s t s  a re  m ost e f f e c t iv e  when made on an  i r r e g u la r  s u rp r is e  b a s is .  
F urtherm ore , te c h n iq u e s  u t i l i z i n g  th e  equipm ent t o  t e s t  i t s e l f  must be 
perform ed a t  th e  tim e of p ro c e ss in g , o r s h o r t ly  t h e r e a f t e r ,  b e fo re  f i l e s  
a re  changed o r  d e s tro y e d . T his sch ed u lin g  of th e  perform ance of th e  
a u d it in g  fu n c t io n  over a  lo n g er tim e p e rio d  w i l l  r e s u l t  i n  g r e a te r  
c o o p e ra tio n  and c o o rd in a tio n  betw een i n t e r n a l  and e x te rn a l  a u d i to r s .
In  a  r e a l - t im e  system  a u d it in g  ta s k s  m ust be perform ed a long  w ith  
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Appendix C: Creation o f  Employee Summary Cards
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Appendix D: F lo w c h a r t  o f  SBR A s s i g n a b l e
C a l c u l a t i o n s  P rogram
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Appendix E: D e ta ile d  F low chart o f
A ssignab le  C a lc u la tio n s
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Appendix E Diagram Notes
This i s  opposed to  th e  r a t e  u sed  by  p a y r o l l  w hich i s  e q u a l t o  a n n u a l 
d iv id e d  b y  th e  number o f  p a y  p e r io d s .  The number o .f p ay  p e r io d s  i s  n o t 
always eq u a l t o  th e  number o f  months w orked.
There a re  two c o n tr o l  t o t a l s  f o r  G en era l Fund a cco u n ts  (one f o r  a d d i t io n s  
and one f o r  d e d u c tio n s )  and two c o n tro l  t o t a l s  f o r  R e s t r ic te d  Fund a cco u n ts  
(one fo r  a d d it io n s  and one f o r  d e d u c tio n s ) .
•  '
A ta b le  i s  to  be  s to r e d  in  memory g iv in g  th e  number o f  days i n  e ach  m onth.
A ssignab le  = (R a te /#  o f  days in  b e g in n in g  month) *  (#  o f  days i n  b e g in n in g  
month -  b e g in n in g  day  + l )
A ssig n ab le  = Note k  + (Ending month -  b e g in n in g  month - l )  * R ate  +
(Rate /  #  o f  days in  end ing  month) *  end ing  day
Each y e a r  an academ ic c a le n d a r  w i l l  be  lo a d e d  in to  memory. T h is t a b l e  
w i l l  c o n ta in  th e  fo llo w in g :
Number of. . . Number, of.
Date • Days Taught Days l e f t  .Sem ester
In  a d d i t io n ,  th e  t o t a l  number o f  te a c h in g  days, i n  each  sem es te r w i l l  
be  loaded  in to  memory.
A ssig n ab le  = (A nnual/2 ) /  #  o f  te a c h in g  days * (#  o f  days l e f t  a s  o f  
beg in n in g  d a te  -  #  o f  days l e f t  a s  o f  end ing  d a te  + l )
A ssig n ab le  = ((A n n u a l/2 ) /  #  o f  te a c h in g  days in  f i r s t  sem es te r *  #  o f  
days l e f t  a s  o f  b e g in n in g  d a te )  + ((A n n u a l/2 ) /  #  o f  te a c h in g  days in  
second sem es te r *  #  o f  days' ta u g h t  a s  o f  end ing  d a te )
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